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ttp:/ /www.sectheory.com/

led the web application security lab
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Mousavi votes (Million)

Voter Fraud

Votes for Ahmadinejad and Mousavi on 6
different officialannouncements

y=0507x-0485
R*=0.998
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B Karroubi

B Ahmadinejad

RIGGING INDICATORS

IMPOSSIBLE TALLIES

The closest you can get to a smoking
gun: vote tallies should be less than or
equal to the number of eligible voters.

LOGICAL ANOMALIES

Candidates fail to win (or to even do
well) in their home districts, especially
where their ethnicity should help.

A BREAK WITH POLLS

Election returns are wildly inconsistent
with recent reliable, thorough polling
data, assuming it exists.

REVERSALS OF FORTUNE

Compared with a recent earlier contest,
parties and candidates experience a big
swing in popularity.

FISHY DIGITS

Fair vote tallies have a reliably even
distribution of digits. Phony numbers
made by humans do not.

LATE COMEBACKS

If results are released on a rolling
basis, you can tell if a panicked party
starts stuffing ballot boxes.

HASTY VERDICTS

When voting is electronic, results
come fast. But with paper ballots, a
speedy victor is suspicious.
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DID IT HAPPEN IN IRAN?

YES: After an investigation, Iran’s
senior panel of election monitors said
Monday that in 50 cities, the number
of votes cast exceeded the actual
number of voters,

YES: Mir Hossein Mousavi, an Azeri,
lost East Azerbaijan. Mehdi Karrubi

won 5 percent of his home district, a
10th of his 2005 result,

NO: One poll put Mahmoud
Ahmadinejad up 2-1, But that was
pre-debates, and most respondents
refused to say who they'd vote for.

YES: Despite economic woes,
reformists did more poorly than in
2005. And Ahmadinejad won in
previously hostile Tehran Province.

UNCLEAR: Statisticians need
precinct-level data to run their
models, and Iran’s rulers are unlikely
to release that information,

UNCLEAR: Again, not enough data.
1f Iran’s rulers rigged the vote, they
did it right at the start of announced
returns.

YES: The Interior Ministry declared
victory for Ahmadinejad two hours
after polls closed; results were
authorized immediately.




Austin Heap

About Curriculum Yitae
Search

o Social Networks

= Facebook
= Linkedln
= Tuyjtter

Posted in Internets, ran, HOW to setup a proxy for Iran citizens (Virtual Machine Disk Format!)
Politics on 06 672009 03:27 am by Austin

Update: “ersion +.3 has been posted, thanks James!
Categories

Great news all — the wanderful user "o has contributed a Yirtual Machine Disk Farmat ta the praxy

= Ahstract .
campaign!

= Apple

= Google All you need to dois grab a copy of the YMDK file with your favorite web browser (7) Bidesest program and

Internets you're good to go... pop the disk image on your favorite cloudfps host and click start.
[ran
Loleats There are two accounts created an install (you can change both passwards):

Music
e otk
Falitics
Safety

{user: password]
root: ffiran

iran:election

g O™ Ghaustinbean or e-mail thern to




International Protesters D/DoS

= Create auto
web-page re-
loader

= Add a dose of
social outrage

te controlled
41 #iranelection

about ¥ ho

thE! Ir.-_1r||.-_1r

about 7 hours ago from T

= DoS turns into
DDoS pretty
quickly
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-
nwhile... in the land of the ever
cute Slowloris

sockets alive

ffects certain web

work through load M
~ balancers |

[=] Managed tO Work around \, Slow Loris loves beingtickled
accf_http



lowloris

OST / HITP/1.1\r\n
ost: spoofed.com\r\n
ser-Agent: Whatever\r\n
ontent-Length: 42\r\n

\r\n




Aeeping Sessions Alive

1.1\r\n
ost: spoofed. r\n
er-Agent: Mozilla/4.0 ...\r\n
nnection: Keep-Alive\r\n
“Range: bytes=0-10\r\n

X-a: b\r\n\r\n




Apache’s Response

DOS attacks by tying up TCP connections
xpected. Please see:

http:/ /httpd.apache.org/docs/trunk/mis
c/security_tips.html#dos

Regards, Joe”

= They've known about it for years...

@ So I decide to release Slowloris in a few
days’ time when I have a chance to clean
up the code... Meanwhile...



Anonymous

nonymous.

ou under close scrutiny, the eyes of the internet have taken a similar notice of your
f the world condemn you for your suppression of human rights, Anonymous has
ttempts to censor the internet, not only for your own people, but for the citizens

sion of dissent cannot go unpunished. By cutting off communication of the Iranian citizens to the rest of the

e made it clear to us that the most revered of human rights - the right to free speech - is no longer important
ing to silence the voice of the people in an election and subsequently seeking to silence criticism of such a
ou have perpetuated the anger and rage of your people. Anonymous has therefore made it our mission to
oice of the Iranian people can be heard around the world.

r authoritarian religious extremist group, Anonymous will tear down the walls of silence using only the
hat you are trying so hard to suppress by use of violence, intimidation, and fascist laws.

As your people continue to riot and to speak out against you; as you continue to beat and shoot your own citizens in the
street; as you continue to lie to the face of the entire world; know that the internet is watching - and we do not like what we
see.

Knowledge is free.

We are Anonymous.
We are Legion.

We do not forgive. :
We do not forget. & -

A



PDDoS Increases Against Iran

fel-0.bbr1 .bahar kimianet.ir Trathe Index : Past 24 Hours
100

Engineering
BBO) Through Upstreams

New Tor Clients from Iranian IP Space
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Unwitingly, | Release Slowloris

= I release it on

my blog and

on TWltter Okay, released the low bandwidth "Slowloris® HT TP Dos:
bt Abit by Ae Clk

= Expecting little EEiEEREINES
to no attention

= For the first ﬂ A t oris! W have acoept AUTeNNG, bt not far FOST!
few hours eqly - View Twee
things were
pretty quiet...




wloris and lran Elections Flare
at the Same Time
1

5

l|u|-dung5 1 n:-irut 2 hours .a--:- [-]

Slowlarns, meet 4chan. 4chan, Slowlars,
dchan: O HAIL

Slowlaris, meet Scientology. Scientology, ...
Scientology. ..
permalink reply

———




Slashdot /.

So slashdot... (=core:s, Funny)

by santax (1541065 0n Friday June 19, @10:22AM F22389621)

be prepared to feel the slashdot-effect yourself for oncel

Feply to This

Re:So slashdot... (=core:s, Informative)

by jamie (TET24) f@ﬁiamie@slashdnt.nrqb on Friday June 19, @&11:13AM #283905649) Homepage Jourmnal

We have a hardware load-balancer and a software reverse proxy (varnish) in front of our apache.
| kinda doubt this would work on us,

Maote, | am not inviting anyone to try. It might work great for all | know

Reply to This




Jdon’t Kill All of Iran — Just The

 Government Websites

Anonymous Iran

From http:/ /iran.whyweprotest.net/

M ‘Yesterday, 0735 PM #4 (permalink)

Unregistered L Do not use this dDoS tool, use Slowloris instead.

suest

Do not do a conventional ddos attack on Iranian targets, as this wastes bandwith needed by ALL
Iranians. Rather, use samething like Slowloris which can take dawn http servers without using much
bandwith at all:

Pasts: nfa

Slowloris HTTP DoS

This code just hit the wild and should still be quite effective... It was slashdotted earlier today.

CEe B | /“quote)

] T|:||:|.E|':.-'_, 0443 PM

=
Brand new technique / tool to bring down ah nej's sites without ruining bandwidth for the iranian

Join Date: Jun 2009 rebels http: /fha.ckers. orgdslawloriss
Posts: 5

a

Blue Goo

Junior Mermber

| /Tquote)




Twitter Explosion

™ annnHNm elawlarie is Anir

canitehit frarenak
{ muddletoes; Jsal.
bt Aty c oS

about 20 hours ago

rmuddletoes: Try ¢
bad packet attack

about 20 hours ago

= 42 pages later...
slowloris is de-

facto turned into
a DDoS tool

L

WHERE
IS FwER
VOTE?

buttfungus: @davidEa2 BT URGENT ANYORE USING "SLOWLORIS" TAKE DO
THIS SITE showing protesters in" wanted list" httpAhit.vw/aared repand)
#iranelection #keda

about 1 hour ago from web - Reply - View Tweet - \go Show Conversation

Alixandral ove: BT RT URGEMT ANYOME USING "SLOWLORIS" TAKE DCWR THIS
SITE showing protesters in" wanted list" http it y'aared, (expand) #iranelection
#hleda

about 1 hour ago from TwestDeck - Reply - Wiew Tweet

wtarastarns RT URGENT ARNYORE USING "SLOWLORIS" TAKE DOV THIS SITE
showing protesters in" wanted list" httpoShit.hy'aared respand) #iranelection #Meda

about 1 hour ago from web - BHeply - View Tweet

davidGEZ: BT URGENT ANYOMNE USIMG "SLOWLORIS" TAKE DOWHMN THIS SITE
showing protesters in" wanted list" httpefbit waared rempand) #iranelection #Meda
#Tehran

about 1 hour ago from web - BHeply - View Tweet

“ DominigueRdr. BT @sashakane: URGENT ANYOMNE USING "SLOWLORIS" TAKE

DO THIS SITE showing protesters inwanted list hitpfhit. waared (expand)
#iranelection #Meda

about 1 hour ago from TwestDeck - Heply - Wiew Tweet

Wizoult BT URGEMNT AMYONE USING "SLOWLORIS" TAKE DOWYN THIS SITE
showing protesters in® wanted list" httpeSbit haared (ewpend) #iranelection #Meds

' ahout 1 hour aga fram web - Beply - Wiew Tweet

D America: BT URGENT ANYOMNE USING "SLOWLORIS" TAKE DOWN THIS SITE

~ showing protesters in® wanted list hitp:/Zbit ywaares (expand)

about 1 hour ago from Powsr Twitter - Beply - Wiew Tweet




' sérvers are Affected...

ense "block pages" (unconfirmed)

ze Wireless Web Portal (unconfirmed)

on's MI424-WR FIOS Cable modem
firmed)

\EI Verizon's Motorola Set-Top Box (port 8082 and
requires auth - unconfirmed)

= BeeWare WAF (unconfirmed)
= Deny All WAF (unconfirmed)



CERT and Internet Storm Center
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Slowloris and Iranian DDoS attacks
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Yup. Definitely was a Slowloris attack. The UA string matches
exactly. http:/fha . ckers orgfslowlor. . line 173,

qhowt 17 hours ago from fuhirl

Figures. | install Wireshark on the server, and he stops. Well, the

We are seeing a increased number of
DOS attacks from the slowloris program
Apache & IIS seem to be vulnerable.

Load Balanced sites seem ok
G:52 PM Jul 26th from weh

e Spectrumnet

Spectrum Networks

IO O 05 NOT TKE | "want peOple to hammer on
F4171.188.201 ;cough: ... | just don't know if it's really him or a
spoofed IP.

qhout g hovurs ago from fwhirl in reply to clock fort

JPRC 74 .171.198.201 reads the "ass burgers" comic on TnF. 9P

Hev, small world. One of the companies I work with closely is getting hit by
supposedly DDOS, but the CED mentioned "slowlo...somthing or other™. He 1=

not a very technical fellow., I am sure one of the sysadmins probably
mentioned the method to him. Anyway, I imagine that somweone decided to hawve
fun with their =ite, but they do hawve sbout 50,000 online clients =o the

downtime 12 really crappvy.

YWROEVE YOLU are buddy, I'm sarry, But I'm calling Eellsouth's
abuse line.

abowt 20 hours ago from furhinl

Who the fuck is 74.171.198.2017

N T T T T LT I Pty =yt B A



Oh Apache... *sigh*

ASF E.ugzilla - Bug 47386 Damnte Anache TIC0 ctacl DOsS

") [#] Do - Httpd Wiki - Mozilla Firefox [# - |
Actions: Home | New | Search | _ [#] Do pd ™! ozilla Firefox [#] |_|
File Edit Wiew History Bookmarks Tools  Help

Flirst Last Prev Next  No search results availal ' C X & | http:{fwiki.apache.orgfhttpd/DoS o 'l |Y*" ¥ahoo

Bug 47386 - Httpd Wiki Login Search:| |[ Titles ][ Te
S EL = HELEEs epsiaie TS sk Dos FrontPage || RecentChanges || FindPage || HelpContents

Stagiis RESOLVED INYALID Immutable Page Show Changes Get Info Maore Actions: |Sh|:|w Foaw Tt v|[ Cig ]

Product: &pache httpd-2 DOS -

Component: all ?1;;3
Yersion: 2.2.11 The "SIDWIOHS

Platform: all all personallp,

need a response o It mithrsfermaten-oh-Hsks-andatteatorrforServer admins.

Importance: P2 critical {vote)
Target Milestone: --- Mitagation is the wrong approach.

Assigned To: spache HTTPD Bugs Mailing List —"_ _ _
Q\Ez.fii_knnw our architecture iz wrond.

URL: We have started on fixing it, but we heed to finish the asyne input
Kegnuurds: rewrite on trunk, but all of the people who have hacked on it, myselt
included have hit ENOTIHME for the last several years.

Deruands on: Hopefully the publicity thiz has generated will get renewed interest

Blocks: in =zolwving this problem the right way, once and for all )
Show dependency tree / graph

It doezn't need to he the zimple mpmn, or the event mpi, itz hot even
ghout MFM=, itz about how the whole input filter stack works.

Jo.. 1 write wet another email about it... and disappear in the ether
of ENOTIME once adgain

-FPaul







cyberward4iran

Help protect Iranian pro

dimanche 28 juin 2009
How to help take down gerdab.ir in 5 easy steps

Please help the protestors and send adresses of similar ill-intended websites to
cyberwardiran@gmail. com

This page on gerdab.ir shows faces of protestors in the previous Iran demonstrations,
We now wery well what will happen to them if they get caugth...

This ominous site can be bought down with your help in 5 easy steps (Windows only) :

1 - Download Slowloris here : http: /fwww.megaupload.corm/7d=FSEARS T4

2 - Extract the files in slowloris.zip . vou would ohtain that

- . — Rl 7R
x| Mama = Size | Type | Date Modiied
| L slowhoric-win.2p SO79KE Compresced (Nippe...  26/06/2009 14:02
| ﬂrriwlﬂ.d 23KB  Apphiostion Extension  0S/10J2008 01:31
SIKB  Appbcation 24/06/2009 16:47
.}]Qt(mﬂ.cl Z6TE KB Application Extension  24)062009 14:22
1] ool 11247 KB Application Extension  22/(4/2009 08:58
1) cumvetmorkd.di 1365 K6 apphcation Extension  22/04/2009 08136

3 - Execute QSlowloris.exe

e e g e e B o s v T

(1] showdloris-win. zip SO7OKE Compressed (Zppe...  2B04[2009 14:02
(%] mingeem 10,8 23KB  Apploation Extension  05/10/200808:31
Bloskowloris.exe SIKB Applcation 2410612005 16:47
%] tCored,dl 2676 K8 Applcation Extension  24/06/2009 14:22
2] teauis 11 247 KB Apphcation Extension  22/04/2009 09:59
1] cptiintwarks. 1 5 KB  Applcation Extension 220412009 09:35

M slowloris v 1

Amaunk of thresds |

fienourk: of socksts per thraad |
Target URL, must begin with hittp:/f [
Target port |

o |




3" Party Implementations

0/ pyloris-a- I

owloris/ - '
310N : é
- F

eclists.org/fulldisclosure/2009
07.html

Questionable EXE version
http:/ /cyberwar4iran.blogspot.com/

o

mplementatic

= “Slugsend”?




Microsoft Even Gets
In On The Action

twihher ' Login Join Twitter!
Ao B FO B | 10111

A "must read" if vou use Apache (to
protect vourself against Slowloris)

http://ping.fm/J{X5z

G:21 AM Jun z2nd from Ping.fm

michael howard

Michael Howard

- _
=i

@ 2008 Twitter Aboutlls Contact Bleg Status Apps APl Search Help Jobs Terms  Privacy

i e, - Jr B ' - ——— | — |



Mitigating Slowloris
Scary to Devs:

s Use a different web server

Scary to networking guys:
= Use a proxy that has a worker pool model

s “Use a firewall” - Inadvertent DoS?

Scary to everyone:

1) 4L *linear-time* search on a shin sedmwent, using sStrstr.

- mOd_antﬂOI'iS 2] ... for esch new conhnection.

3] On a shm segment which will get modified in-place by another process
4] ... without locking

3 mOd_nOIOriS byesome ! What could possibly go wrong? Ship it!
= User MPM (experimental)
Scary, but only to Apache:

= Fix Apache so it no longer uses a single thread-per-user
model.
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Improvements to Slowloris

attack #1: open a con idle
TOR tion: the 18 lye ar —regquest-h not heing

Proxy Finished n - _ ; - st-header phase not being

one (hogus-)

_D_DoS

rh
1alyzer n he phase iz not done within

Configurable Ceconis, optianaily. on dasieional med_oaeurits on

1h Lo make st a post is :ille to the

at all. Aot in & standard appl ion, an non-authorizec

user agent, etC. ’ = " imly he &b :J .-.- . & -. to the L

ient kbeing unauthor

More payloads

upload

i lon: File uploac 1 he big. I would try to
tC. oo mod Securitcy ther the client is author 1 to upl

v he guite tricky for the external ar

modem E: e S “Onne on from
epal = {UENL Le
finished redqu th connection !

a new read h
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Juestions/Comments?

(S
'h _at ckers d( _
http:/ /www.secthe i‘y.com /
http:/ /ha.ckers.org/
BD: Book - “Detecting Malice”

SS Book: XSS Exploits and Defense
= ISBN: 1597491543

28



