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Official Blog

G O I e nsights from Googlers into our products,
sechrolagy, and the Google culture

A new approach to China
January 12, 2010

Like many cther well-known organizations, we face cyber attacks of varying degrees on
aregular basis. In mid-December, we detected z highly sophisticated and targeted
attack on our corporate infrastructure originating from China that resulted in the theft of
intellectual property from Google. However, it soon became clear that what at first
appearec to be solely a security incident—aloeit a significant one--was something quite
different.

First, this attack was not just on Google. As part of our investigation we have
discovered that at least twenty other large cempanies from a wide range of
businessesz-including the Internet, finance, technology, media and chemical sectors—
have been similarly targeted. We are currently in the process of notitying those

companies, and we are also working with the relevant U.S. authorities.

Second, we have evidence to suggest that a primary goal of the attackers was

accessing the Gmail accounts of Chinese human rights activists. Based on our

investigation to date we believe their attack did not achieve that objective. Only two




China cyberattack

US firm Mandiant has issued a 74-page report on a global cyber espionage campaign by what it says
is a Chinese government-backed organization dubbed APT1 (Advanced Persistent Threat 1)

APT1 global attacks since 2006

141 organizations targeted
in 15 countries

Norway Attacks have been traced back
el re . to a 12-story building used by
R WE T the People’s Liberation
e 24 3 B Britain Army’s Unit 61398
N SR :;( -‘__.Belgium
% —Luxembour
France —»= » - 9
o Switzerland
US =3 g T .
HHHEHHH UAE Y e
i oo
Singapore
Ll §outh Africa -

“One of the most prolific cyber espionage groups in terms of sheer quantity of information stolen”: Mandiant
AP

Source: Mandiant

e https://www.rfa.org/english/news/china/hacking-02222013121848.html
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APT groups |edit]

American advanced persistent threat groups | edit]

« Equation Groupl2®l

Chinese advanced persistent threat groups | edit |

e PLA Unit 61398 (also known as APT1)

e PLA Unit 61486 (also known as APT2)
Buckeye (also known as APT3)I2¢]

Red Apollo (also known as APT10)

PLA Unit 78020 (also known as APT 30)
Periscope Group (also known as APT40)

Iranian advanced persistent threat groups | edit]

« Elfin Team (also known as APT33)
¢ Helix Kitten (also known as APT34)

North Korean advanced persistent threat groups [ edit]

+ Reaper Group (also known as APT37)
¢ Lazarus Group (also known as APT3B)

Russian advanced persistent threat groups [edit]

+ Fancy Bear (also known as APT28)
+ Cozy Bear (also known as APT29)




The biggest cybersecurity
threats to the US

CHINA

Once launched noisy attacks, but is
now more subtle.

Notable attack:
i Chinese military officers stole secrets
America’s most sophisticated ® on fighter jets, including the F-35, from
cyber adversary. Lockheed Martin.
Notable attack:
The plot to interfere in the
2016 US presidential election by
the Internet Research Agency.
@]
| Q
n.- ,ﬂ*
- N
IRAN ?
NORTH KOREA
There has been significant uptick in cyber
attacks in recent years High on US watchlist despite better
Notable attack: diplomatic relations.
Iranian Behzad Mesri charged with hacking Notable attack:
into HBO, leaking "Game of Thrones" scripts The US blamed North Korea for the
and demanding $6 million in ransom. WannaCry attack in 2017.

https://www.businessinsider.com/fbi-aristedes-mahairas-these-4-nations-pose-biggest-cyber-risk-to-us-2018-6




A Brief History of Cyberwarfare
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Russian Physical
Cyberattacks

* In April 2015, an attack destroyed media
broadcast equipment belonging to France’s TV5Monde.

 While the motive remains obscure, it may have simply
been a test of capability.

* In December 2015, an attack against several regional
electricity distribution firms knocked out power to at least

225,000 customers in Ukraine.

* In December 2016, an attack against a Ukrainian
transmission firm took out power to a section of Kiev.

* This appeared to be part of a larger campaign that also
disrupted financial transactions and rail shipments.
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https://warontherocks.com/2017/07/cyber-attacks-whos-keeping-score/




Chinese
Attacks

https://www.belfercenter.org

Figure 2. Public Reporting on Chinase Intrusions, Ordered by Reporting Date and
Displaying Estimated Duration
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THE CHINA RULES

| mean, there are two kinds of big companies in the United States.
There are those who've been hacked by the Chinese and those who
don’'t know they’ve been hacked by the Chinese.

—James Comey, then FBI director, October 5, 2014



Russian Cyberattacks

In 2013, Kaspersky
anouiced the ciscovery of
the so-called Operzticn Red
October, an inward-lookng
cyber espionage camoaiagn
dasigned tc spy onmillions
of ctizens globally.

In 2003, a serizs of DDoOS attacks
took place on Lithuanian websites
which were atributad to Russia.
Alsa in 2008, mutiple defacements
of Georgian websites ook nlacein
con,unction with Russia’s military
offensve agains’ the country

In 1999, Russia was the primery
suspectinthe so-called Moorlight
Maze Operationinvolving the
Pentagon, NASA and defence
contractors in the US.

In the mid-1990s, Fussia was
bahnd the shutting down of
Chech2nwebsites n an atiempt
to curb the relatively successfu
ati-Russian cyber propaganda.

L 2
= , In 2015. Russia was believed to be
In 19¢8, Russia targetad serletl gfo:-gfri::'gk;du:lreegz;gi; In 2009, Russia was accusad of behird the takirg down of industrial
NATC wath DDoS attacks and bl ; underminirg international contiol systems at three regional

powes firms ir Lkrzine. Mare
recently, the NNC and MADA hacks
have al<o been attributed to Russia.

atleast twenty-five strains of
anus-nfected emais.

R

tothe :"x’x?’ ;ggg":l"aw ::g:’v: @ negctiztions o1 climate chanae by
IPicing oreaching university research.
Hussian soldier.




Iranian Attacks
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® & https://ww w.nytimes.com/2018/03/15/technology/saudi-arabia-hacks-cyberattacks.htmi

TECHNOLOGY Ehe New Hork Times

A Cyberattack in Saudi
Arabia Had a Deadly Goal.

Experts Fear Another Try.
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POLITICS Ehe New Pork Times

Hack of Saudi Petrochemical
Plant Was Coordinated

From Russian Institute

The cyberattack on a Saudi petrochemical plant was the first known attempt to
manipulate an emergency-shutdown system, which is designed (o avoid disaster and
protect human lives, Christophe Viscux for The New York Times
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Summer 2018 Events

DEF CON China

Fri, May 11 - Practical Malware Analysis

Sun, May 13, 2018 | with Dylan Smith & Elizabeth Biddlecome
Sat. 14:00-18:00 room 8-9
Sun. 10:00-14:00 room 8-9

DEF CON China

Beijing, Fri, May 31 - Sun, June 2
Two workshops with Elizabeth Biddlecome:

Exploit Development for Beginners
Fri 10:30 - 14:30, room 3 &
Sun 10:30 - 14:30, room 1

Reverse Engineering Mobile Apps
Sat 14:30 - 18:30 Room 1

Purple Team 4: Threat Hunting with Splunk

Scoreboard - Submit Flags
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InfoSec Decoded

Cybersecurity training and services




Black Hat Trainings

Las Vegas, Sat, Aug 3 - Tue, Aug 6, 2019 n
Exploit Development for Beginners bl ck h t
with Elizabeth Biddlecome a a

Two sessions: one Aug-2-3, and one Aug 5-6 THRAININGS

Daily schedule

Black Hat Asia

Tue, March 31 - Fri, April 3, 2020 n
black hat

Approved Training: TRAININGS

Introduction to Exploit Development
with Elizabeth Biddlecome
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CYBERSSaU /21N
SUMMIT 2019

Cyber Security Summit

Sept 23-25, 2019, Sri Lanka

Mon, Sept 23: Youth Summit on Cyber: My talk at 9 am
Obfuscation CTF
Vulnerable Android Apps
Reverse Engineering Mobile Apps from DEF CON China
Equity Pandit

Tue, Secpt 24: Cyber Security Summit & Night hack (Cinnamon Grand)

Wed, Scpt 25: Chief Guest at Diploma Graduation at 9.30am
Wed, Sept 25: CEO Forum (Cinnamon Grand) 6:30 pm

Agenda (pdf)

th Anwao 2rganized By

CYBER SECURITY
SUMMIT 2019  Daitt 1|

7™ ANNUAL

CYBERSISaE >{ng
SUMMIT 2019
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Russian
Attacks

2006: Litvineko poisioned in London with Polonium-210
2007: Cyberattack on Estonia

2008: Invasion of Georgia

2016: Cyberattacks to influence US election

2018: Skripal poisioned with Novichok nerve agent in
Salisbury, England



}
Hillary Clinton and Sergei Lavrov with the "reset" button Clinton presented to Lavrov in March, 2009



https://slata.com/news-anc -politics/2019/07/dan-ccats-dni-jonn-ratcliffe.ht 110% @D S LI D 3R

Dan Coats Lost His ]ob for Tellmg
Trump the Truth

The president wants intelligence that will hurt his enemies, not
challenge his opinions.

By FRED KAPLAN JULY 29,2019 « 1'47 FM
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Mitch McConnell is a Russian asset

Senate Majority Leader Mitch MeConnell (R-Ky.) spezks to reporters on Capitel Hill in Washington on Tuesday. (Susa
Walsh/AP)




US Attack Tools



STUNEL THE WORLD'S FIRST
DIGITAL WEAPON

ranian Prasident Mahmoud Abmadinajad during s aur of centrifugss at Natanz in

200%. (S OFFICE OF THE PRESIDENCY OF THE ISLAMIC RESUSLIC OF IRAN

Imis "ecant uadzted satelita Imane provced by Space Imagingd mia Space lurk shovws the

ca-gacrathatanz nuclear comales in Natanz. Iran. b5t 150 wiles 2auth of Tehran

FO] AP PHOTO/EFALCE INAGING/INTA BPACETURKE. HO

https://www.wired.com/2014/11/countdown-to-zero-day-stuxnet/
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Figure 1: A high-level overview of Stuxnet.

https://www2.cs.arizona.edu/~collberg/Teaching/
466-566/2012/Resources/presentations/2012/topic9-
final/report.pdf



2.3 Command and Control servers

After Stuxnet establishes itself on a computer, it tries to contact one of two servers via HTTP:

¢ www.mypremierfutbol.com

e www.todaysfutbol.com

2.4.2 Kernel-Mode

Stuxnet installs two kernel-mode drivers. Mrxcls. sys is a driver signed by a Realtek certificate as
shown in Figure 6. When Stuxnet wants to install it onto the system, it marks it as a boot startup
so it starts in the early stages of Windows boot. This driver first reads a registry key which has
been written in the installation step and contains the information for injecting Stuxnet images into
certain processes.

The other driver, Mrxnet.sys, is actually the rootkit and is also digitally signed by a Realtek
certificate. It creates a device object and attaches it to the system’s device objects so that it can
monitor all requests sent to these objects. The purpose of this job is to hide files which meet certain
criteria from users.
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Good news, of a kind, from a dark world
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CHINA

To explain that in the book, I briefly told the story of a colleague of Jart's
who was investigating mob activity in St. Petersburg, Russia. The colleague
made the mistake of working with the local police. Before he finished his as-
signment, the man's teenage daughter was kidnapped from her Western
country, and the investigator got a message that if he dropped the case, the
rest of his children might be okay.

That was five years ago. I had to leave the story hanging in the book because
there had been no closure. A couple of weeks ago, the man got a new mes-
sage. His daughter was in Kazakhstan, and he could have her back as long as
he agreed not to look into certain of the gang's activities. One factor in the




CNIT 126: Practical Malware Analysis
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CNIT 127: Exploit Development
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CNIT 50: Network Security
Monitoring
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Purple Team 4: Threat Hunting with Splunk (325 pts)
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US v. China

for CNIT 160
Sam Bowne
8-26-19



Source

C @ & https://www.intelligencesquaredus.org/debates/recent-us-policy-towards-china-productive

mzuzl L/lLL DEBATE
DEBATES

The Recent U.S. Policy Towards China Is Productive




FORTHE MOTION

Michael Pillsbury - Senior Fellow & Director for Chinese Strategy,
Hudson Institute

Michael Pillsbury is a distinguished defense policy adviser, former
high-ranking government official, and author of... read bio

Kori Schake - Deputy Director-General, International Institute for
Strategic Studies

Kori Schake is the deputy director-general of the International
Institute for Strategic Studies and was previously a... read bio




AGAINST THE MOTION

Graham Allison - Douglas Dillon Professor of
Government, Harvard Kennedy School

Graham Allison is the Douglas Dillon professor of
government at Harvard Kennedy School, where he has

taught for five... read bio

Jake Sullivan - Former National Security Adviser to Vice
President Joe Biden

Jake Sullivan is a Montgomery fellow at Dartmouth
College, Martin R. Flug visiting lecturer at Yale Law School,
and...read bio




Pro

¢ The prospect of China becoming an open and liberal state is now
seemingly a fantasy, and recent U.S. policies are finally responding to the
threat China poses to the West.

e The U.S. is getting tough on China’s rampant intellectual-property theft
and unfair trade practices through tariffs.And it's working: China’s
economic growth is at its lowest in decades.

e Chinais developing advanced cyber weapons capable of cutting off U.S.
access to strategic waters in the region. The U.S. must respond with
strength to maintain its global power.



Con

¢ The United States and China are great competitors - not enemies. It is a
mistake to label China as such, particularly when the two countries have
economies that are inextricably linked.

¢ Current tariffs and trade policies are not productive: They are hurting
American workers, slowing the global economy, and, some argue,
benefiting China more than the United States.

¢ |In getting tough on China, the U.S. is dangerously increasing the risk of
escalating tensions. And a miscalculation could lead to unwanted conflict.



China's Importance

e ..all sides agree that China is the issue of our time

e _..what we're seeing in the world is a contest of models

e China and the U.S. are in a competition for the most
attractive, best, productive model



Taiwan

e ...most important: what the Chinese call the foundation
of U.S./China relations and there is an incident during
the Trump transition that I'll tell you about that tested this
foundation.

e |t's usually known as our one China principle or our one
China policy. It was worked out in great secrecy through a
series of meetings with Henry Kissinger... And the idea
generally speaking was to recognize Beljing as the only
China and to turn Taiwan into a non-country.



Trump's Acknowledgement
of Taiwan

e Part of the deal is we would not transfer Taiwan to China.
They're a non-country, but China cannot have them. They
cannot claim sovereignty over them. And the Chinese
vociferously said we could never agree to that. So, the
compromise was both sides would never mention it again.

* And that’s held since 1972 until the president of Taiwan
quote unqgquote, remember it's a non-country, so she's a
non-president. She called up to congratulate Donald
Trump. He took the call. ... They put out a press release in

rump Tower. "l Just spoke for eight minutes with the

president of Taiwan." You never can imagine the Chinese
reaction.




Chinese Provocation

what the United States is seeking to do is have China a
prosperous, powerful China

...that's not what China wants.

Xi Jinping stood in the Rose Garden and publicly promised
President Obama that they would not militarize the islands
they were building in the South China Sea. They have

militarized the islands they've built in the South China Sea.

They are not honoring their promises not to hack American
businesses. They are forcing Communist Party commissars
onto the boards of American businesses that operate in China,
thieving intellectual property from American businesses,
threatening American allies.



Allies

* President Trump is right to take a different and sharper-
edged approach.

e We need allies willing and capable to stand shoulder-to-
shoulder with us. We have those kinds of relationships,
but we have allies who over the last 30 years have
allowed more and more of the responsibility for our
common security to migrate to the United States.



Response from Allies

e ...while | would not advocate the needless antagonism of
America's allies that President Trump has engaged in, the fact
that allies are worried about whether the United States will honor
our obligations to join in their defense has caused a strong

uptick in activity by those allies in policy fronts, in defense
spending fronts.

e | wish they weren't doing it because the United States was
unreliable under President Trump, but in the long run we can fix
the reliability problem with a different president.

e ...what the president is succeeding at is driving up the cost to
China of not playing by the rules and resetting China's sense of
how it needs to engage the international order and that's
actually a productive American policy.



Infrastructure and
Immigration

* The first of these is that the single most important thing the
United States could do to have a productive approach towards
China is invest in ourselves, in our sources of national strength.
And here, the Trump administration's record is severely lacking.
No investment in infrastructure. Massive proposed cuts to our
science and research budget -- while the Chinese are racing
ahead and have, in fact, surpassed us on research and
development. We spend one dollar for every three the Chinese
spend on clean energy.

e And when it comes to investing in perhaps the greatest source of
American strength -- immigration -- the United States is putting
out a not-welcome sign to the talent of the world, and thereby
squandering, perhaps, our greatest advantage over China.



Alienating Allies

e ...what has the Trump administration done ... pulled out of
the Trans-Pacific Partnership, which was our effort to
right the rules of the road in the Asia Pacific.

* They declared our own allies a national security threat
over steel -- Canada.

 And they've come to the point now, where, in Germany,
more Germans believe China is a trustworthy trading
partner than the United States.



America's Image

e China is presenting an alternative model to the world and
If more countries followed them it would be adverse to
American interests and values. So, | ask you in terms the
American approach to China, has the last 30 months
made democracy as a model look better or worse”?

* Has America presented a more or less appealing face to
the world? A recent poll showed two things.

e Number one, that China's leadership is now more
respected globally than America's and number two, that
for the first time in a long time America is actually seen
more unfavorably than favorably across the Asia-Pacific.



Inconsistency

...the problem with our approach to China policy is that there are
about six or seven different China policies in this administration.

One day, Huawei is a threat to national security... The next
day, it's a bargaining chip at the table

One day, Mike Pompeo is saying, "We stand in solidarity with
the protesters in Hong Kong." The next day, Donald Trump is
saying, "That's China issue, and we don't have anything to do it."

One day, the president is questioning the one-China policy. The
next day, they're pulling it back.

...the president's erratic behavior has caused the Chinese to
wonder whether they are taking the right approach to the United
States



Confusion in Beijing

...the Chinese government finds Trump mystifying, the way
many Americans do.

I've had conversations in Beijing with people who work directly for
Xi Jinping, and they say, "We have an extremely difficult time
understanding who this person is, and what he cares about. We
have a conversation, and then there's a different conversation.

We hear different noises from the administration, as we -- one day
Pence gives a speech that declares Cold War 2.0. The next day
there's a phone call that says, 'We didn't really mean that.’

Then Pence sets up a speech that he's going to attack the Chinese
for their activity in Hong Kong. All of a sudden, he's not giving that
speech this week; maybe next week, maybe the week after.”



Grindr
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Mar 2019

May 2019

C (i & The Washington Post (WP C... (US) https://www.washingtonpost.com/news/iosh-rogin/w B

Josh Rogin « Opinion

Can the Chinese government
now gel access Lo your Grindr
profile?
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POLITICS Ehe New Hork Times u

Grindr Is Owned by a Chinese Firm,
and the U.S. Is Trying to Force It to Sell

() @ https:/'www.reuters.com/articlefus-arindr-m-a-beliingkunlun/chinas-kun'un-tech-agrees-to-u-s-demanc-to-sell-grindr-gay-dating -ag

TECHNOLOGY NEWS MAY 12, 20719 / 2:06 FM / 3 MONTHS ACO

China's Kunlun Tech agrees to U.S.
demand to sell Grindr gay dating app
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Democracies

* Democracies fail if they lack good governance
e Endemic corruption
e Scandals over graft
* Power-abusing presidents
e Governments that fail to provide
e Jobs, rising incomes
e | ower crime rates

e Electricity, water, roads, schools



Social Capital

e Succeessful democracies are a civic community

* People trust one another

* They argue with mutual respect and tolerate
differences

e Citizens pay taxes, obey laws, and respect the
political system
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Growth of Democracy

N~
v~—
o -
n/__ - : o _
~ / i
™~ —
(®)) m ™M
1 e
m .s
- - o
) 7] “ )
— -
Q. !
O \
g M 1
\ —
(- . )
o 7)) .s ™M an
— ) -
= /
= { : i
’ —
\
) ) - -
5 . 1
\
o))
v —
- o, ! S |
O s o
o . o~ -
o \
1
o | N, il
O H ~N -
M “\ e
“— m W
O (T —0 ~ -1
— e
(7)) “ ~
Q ‘“ ™ o
- S, -~ |
= ol
< \ -
= \ %
O “wl M
@) =2 oy 5
’ —
m /4 wn .l
< 3 N
¢ i ;
-4 \ ™
C I’ ™~ -
© \ o g
=
. .
[ ’
= (8 i
N
“— \ -
o Il w -
\
o ) i
S { o g
' -
c
)
) R X xR R R R xR
- 2 2 §&§ 8 R’ 8 °
)
(a

L1002
910¢
STo¢
v10¢
€10¢
41174
T10¢
010¢
600¢
8002
£00¢
900¢
5002
002
€00¢
200¢
100¢
0002
6661
8661
L661
9661
S661
vee6l
€661
661
1661
066l
6861
8861
L861
9861
G861
v861
€8/7861
Z8/1861
0861
6461
8L61
LL6T
9L61
SLe6l
vi6l

Robust Democracy

-==« Limited Democracy




How Democracies Fall

1.
2.
3.
4.
3
6.
7.
3.
9.

The Autocrats’ 12-step Program

Demonize and delegitimize political opposition
Undermine the independence of the courts.
Undermine the independence of the media

Gain control of public broadcasting

Constrain Internet freedom

Subdue civil society: NGOs, universities, think tanks
Intimidate the business community into submission
Enrich a class of loyal crony capitalists

Extend political control over state bureaucracy & security

. Rig electoral rules
. Gain control over electoral administration

. Repeat steps 1 to 11, ever more vigorously




Trump suggested that
if his democratically nominated rival, Hillary Clinton, won, the only way
to stop her from picking liberal, pro-gun-control judges would lie with
“the Second Amendment people”—a clear reference to gun violence
and assassination.

repeatedly branding his foes as traitors—from saying that
The New York Times had “virtually” committed “treason” by run-
ning a critical essay in September 2018 by an anonymous senior
administration aide to calling some congressional Democrats
“un-American” and “treasonous” for not applauding a passage in
his 2018 State of the Union address.

the threat that Trump poses to America’s
democratic institutions and norms is unprecedented.



Polarization

Political Polarization of the American Public, 1994-2014 Political Polarization of the American Public, 1994-2014
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Russia

Under Yeltsin, according to a 2018 U.S. Senate report,
“hyperinflation, austerity, debt, and a disastrous privatization scheme
combined to decrease GDP by over 40 percent between 1990 and 1998,
a collapse that was twice as large and lasted three times longer than the
Great Depression in the United States.”® For most Russians, the demise
of the USSR brought not modernization and integration into the West
but poverty and national humiliation. And then there emerged a new
leader, Vladimir Putin, who vowed, in essence, to make Russia great
again.

Since 2000, Putin has made Russia an ever more repressive klep-
tocracy.

| have concluded that Hillary Clinton would almost
certainly have won the Electoral College if there had been no Russian
intervention.



China

Like Russia, China seeks to weaken the Western democ-
racies’ alliances, undermine the U.S.-led liberal order, and expand its
own economic and geopolitical power.

The problem with Russia is managing the anger, insecurity, and re-
sentments of a former superpower; the problem with China is managing
the ambitions, swagger, and overreach of a new one.

Beijing’'s goal is nothing less than “Globalization 2.0,” based on the
“China model” of authoritarian, state-directed capitalism, which pro-
duces impressive growth rates while dispensing with tedious Western
standards of accountability or moralistic Western lectures on freedom
and rights.



The U.S.

Trump's decision to withdraw the United States from the TPP was the
most grievous self-inflicted wound to America’s global leadership since
the creation of the liberal world order after World War Il. Trump'’s
pullout was a massive gift to authoritarian China and a body blow to
democratic aspirations in southeast Asia. It was also a stunning symbol
—and accelerator—of both China’s rise and America’s descent.

our 2017 survey also measured
people’s feelings toward two authoritarian options: “a strong leader

who does not have to bother with Congress and elections,” and rule

by the army. Nearly a quarter of Americans (24 percent) turned out to
hanker for a strongman.

Moreover, support for military rule has steadily risen in the United
States, from 8 percent in 1995 to some 18 percent in 2017.



Kleptocracy

The online Cambridge Dictionary defines
kleptocracy as “a society whose leaders make themselves rich and pow-
erful by stealing from the rest of the people.”

the lack of effective regulation has made the United States, not
notorious financial safe havens like Switzerland and the Cayman Is-
lands, “the leading incorporator of anonymous companies.”"” The U.S.
Treasury Department estimates the annual flow of laundered money
into the United States at $300 billion—equal to 2 percent of the Amer-
ican economy.

By one estimate, as much as 8 percent of total global
wealth, 30 percent of African wealth, and 50 percent of Russian wealth
is held in largely secret offshore accounts.



TOTAL TAX RATE (FECERAL, STATE AND LOCAL)
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TOTAL TAX RATE (FECERAL, STATE AND LCCAL)

Since then, taxes that hit the wealthiest the hardest — like the
estate tax and corporate tax — have plummeted, while tax

avoidance has become more common.

Lower income
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ICTAL TAX RATE (FELCERAL, STATE ANC LOCAL)

President Trump’s 2017 tax cut, which was largely a handout to
the rich, plays a role, too. It helped push the tax rate on the 400

wealthiest households below the rates for almost everyone else.

2018

Lower incomes INCOMZ GROUP Higher income

https://www.nytimes.com/interactive/
2019/10/06/opinion/income-tax-rate-wealthy.html
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Sea ice extent in the Northern Hemisphere in Sea ice extent in the Northern Hemisphere in
March 1979. The ice covered an area of 16.4 March 2018. The ice covered an area of 14.3
million square Kilometers. million square kilometers.




Global Average Temperature
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CO; during ice ages and warm periods for the past 800,000 years
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The difference between Nixon
and Trump is Fox News

Fox News shields President Trump. But his love for their
conspiracies might bring him down.

By Nicole Hemmer | Oct 7, 2019, 8:00am EDT




Support Democracy

The world’s democracies should remember one thing above all else: we
have the better ideas.

As political scientists have long noted, no two
democracies have ever gone to war with each other—ever. It is not the
democracies of the world that are supporting international terrorism,
proliferating weapons of mass destruction, or threatening the territory
of their neighbors.

Few things better project America’s “soft power” and democratic
values than educational and cultural exchanges. China is dramatically
expanding its people-to-people exchanges, with huge increases in
funding for students, journalists, and civic and political leaders to visit
and study in China. The last thing we should be doing is cutting fund-
ing for ours.



“One of the most important books |'ve ever read—an indispensable

guide to thinking clearly about the werld.” —Bill Gates

FACT
e
NESS

the World—and Why
Things Are Better
H n I with Ola Rosling and
dilS h0S |  kon Rosing Ronsind

Than You Think







Income per person (GDP/capites, PPPS inflation-adjusted)

United Sta.

7= VN ISR SRR SO SR SO USRS SR
8C00
Nigeria

4CCO0

1000

1800 1620 1840 1360 1880 100 1920 1940 196C “"S80 2000 2013 Time




16 GOOD THINGS INCREASING

NEW MOVIES

Number of new feature films per year
11,000
2016
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WOMEN'S RIGHT TOVOTE
Countries with equal rights for women
and men lo vole (out of 194)

193
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PROTECTED NATURE

Share of Larth's land surface protected as
national parks and other reserves
14.7%

2016
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NEW MUSIC
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SCIENCE HARVEST
Scholarly articles published per year Cereal yield (thousand kg per hectare)

2,550,000
2016
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LITERACY DEMOCRACY
Share of adults (15+) with basic skills to Share of humanity living in democracy

read and write

56%

2015
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