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Bio

• Instructor at City College San Francisco


• Founder of Infosec Decoded, Inc.


• Custom security training for corporations


• Presented at DEF CON, Black Hat, HOPE, etc.



Materials
• This talk and all the materials for these 

projects are freely available at samsclass.info



Incident Response

• Large network of computers 

• An incident is reported 

• Such as a malware infection 

• Scope: how big is the problem?



Velociraptor

• A central server 
to perform IR 
tasks 

• Collecting data 
from endpoints 

• Hunting for 
Indicators of 
Compromise



Simple Server



Windows Client



Demo: Artifacts



Demo: PUP



Demo: Bot



Demo: RAT



Questions


