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ATT&CK

• A framework to address four issues


• Adversary behaviors: tactics and techniques


• Lifecycle models better than the Cyber Kill Chain


• Applicability to real environments 

• Common taxonomy



Tactics and Techniques

• Tactics


• Adversary objective: the "why"


• Techniques


• The "how"
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Iran’s cyber capabilities



Iran's Attack Groups





Offensive Actions
• Iran and Russia obtained information about American voter 

registrations


• Trying to influence the public about the upcoming U.S. 
presidential election


• Iran has been sending “spoofed emails designed to 
intimidate voters, incite social unrest and damage President” 
Donald Trump


• Iran is distributing other content to include a video that 
implies that individuals could cast fraudulent ballots even 
from overseas,





Mandiant
• John Hultquist, Senior Director of Analysis, Mandiant Threat Intelligence:


• "Iranian information operations date back at least eight years and they 
have grown beyond fake news sites and social network activity to 
elaborate tactics, such as impersonating journalists to solicit video 
interviews and placing op-eds. They have even impersonated 
American politicians" 


• "The information operations we have seen from Iran to date have 
been about amplifying pro-Iranian messages and pushing a desired 
narrative out into the world that's anti-Saudi or ant-Israeli or pro-
JCPOA"


• "This is different. This is deliberate interference in our democracy 
and it crosses a major red line. I think the Intel community scored a 
win here against Iran today"



Attempts to Blur
• Despite attempts to blur aspects of the video to hide their 

identity, the hackers were unable to obfuscate all of the 
incriminating information, the sources said.


• The video showed the hackers’ computer screen as they 
typed in commands and pretended to hack a voter 
registration system. Investigators noticed snippets of 
revealing computer code, including file paths, file names and 
an internet protocol (IP) address.


• Security analysts found that the IP address, hosted through 
an online service called Worldstream, traced back to 
previous Iranian hacking activity, the sources said.









• But it has in the past five years breached the power grid, water 
treatment facilities and even nuclear power plants, including one 
in Kansas.


• It also hacked into Wi-Fi systems at San Francisco International 
Airport and at least two other West Coast airports in March in an 
apparent bid to find one unidentified traveler


• The group has thus far stopped short of sabotage, but appears 
to be preparing for some future attack. The hackings so 
unnerved officials that starting in 2018, the United States Cyber 
Command, the arm of the Pentagon that conducts offensive 
cyberattacks, hit back with retaliatory strikes on the Russian 
grid.



• Officials at San Francisco International Airport discovered Russia’s 
state hackers had breached the online system that airport 
employees and travelers used to gain access to the airport’s Wi-Fi. 
The hackers injected code into two Wi-Fi portals that stole visitors’ 
user names, cracked their passwords and infected their laptops.


• The attack began on March 17 and continued for nearly two weeks 
until it was shut down. By then, officials at two other airports 
discovered their Wi-Fi portals had also been compromised. 
Researchers would not name the other victims, citing 
nondisclosure agreements, but said they were on the West Coast.


•





ATT&CK Navigator

• Compares Groups


• https://mitre-attack.github.io/attack-navigator/enterprise/



Caldera 
Adversary Emulator
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