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Bio

• Instructor at City College San Francisco


• Founder of Infosec Decoded, Inc.


• Custom security training for corporations


• Presented at DEF CON, Black Hat, HOPE, etc.



Materials
• This talk and all the materials for these 

projects are freely available at samsclass.info



Summary

• Blockchain: a distributed database


• Smart contract: software running on the 
blockchain


• Solidity: popular smart contract programming 
language


• Many security flaws


• Glow: new language, much safer



Demo: Blockchain

• https://andersbrownworth.com/blockchain/blockchain

https://andersbrownworth.com/blockchain/blockchain


Demo: Faucet



Demo: 
Minting a 

Coin



Demo: Fallback Function



Demo: Auction



Demo: Reentrancy Attack
DAO: Over 1000 lines of Solidity



Demo: 
PoWHCoin


Integer

Underflow

Contract is 306 lines of Solidity



Glow



Glow Contract



Glow Contract



Failure Cases

• Buyer Never Pays


• Process stops at line 4, so seller never 
creates signature. The interaction times out 
and is cancelled. No funds are exchanged.



Failure Cases

• Buyer Pays, but Seller Never Signs


• At line 4, the payment is deposited (into escrow).


• The process stops at line 5.


• The interaction times out and the funds are returned to the 
Buyer.



Failure Cases

• Seller Sends Invalid Signature


• Process stops at line 7 because the signature does 
not validate.


• The interaction times out and the funds are returned 
to the Buyer.



Questions


