
UNIVERSAL 
R Mudge - first 5 minutes 
blog.cobaltstrike.com/2015/03/19/the-first-five-minutes/amp/? 
 
 
LINUX 
 
Tools 
netstat 
http://blog.commandlinekungfu.com/2010/01/episode-76-say-hello-to-my-little.html 
 
 
Hardening 
http://wiki.securityweekly.com/wiki/index.php/Episode200#Tech_Segment:_Hardening_Linux 
https://www.linode.com/docs/security/securing-your-server 
 
 
 
 
WINDOWS 
 
Tools 
Sysinternals Suite (Mark Russinovich) 
https://technet.microsoft.com/en-us/sysinternals/bb842062.aspx?f=255&MSPPError=-21472173
96 
 
 
Tools - Command line 
netstat 
http://blog.commandlinekungfu.com/2010/01/episode-76-say-hello-to-my-little.html 
sc 
http://blog.commandlinekungfu.com/2009/08/episode-57-at-your-services.html 
wmic (Windows Management Instrumentation Command-Line) 
http://blog.commandlinekungfu.com/2009/09/episode-61-just-sit-right-back-youll.html 
netsh 
http://blog.commandlinekungfu.com/2009/08/episode-55-fishing-for-network-configs.html 
 
Hardening 
https://www.linode.com/docs/security/securing-your-server 
 
 
TEAM ROLES 
https://www.wraysec.com/2016/03/14/how-to-win-the-ccdc/ 

http://blog.commandlinekungfu.com/2010/01/episode-76-say-hello-to-my-little.html
http://wiki.securityweekly.com/wiki/index.php/Episode200#Tech_Segment:_Hardening_Linux
https://www.linode.com/docs/security/securing-your-server
https://technet.microsoft.com/en-us/sysinternals/bb842062.aspx?f=255&MSPPError=-2147217396
https://technet.microsoft.com/en-us/sysinternals/bb842062.aspx?f=255&MSPPError=-2147217396
http://blog.commandlinekungfu.com/2010/01/episode-76-say-hello-to-my-little.html
http://blog.commandlinekungfu.com/2009/08/episode-57-at-your-services.html
http://blog.commandlinekungfu.com/2009/09/episode-61-just-sit-right-back-youll.html
http://blog.commandlinekungfu.com/2009/08/episode-55-fishing-for-network-configs.html
https://www.linode.com/docs/security/securing-your-server
https://www.wraysec.com/2016/03/14/how-to-win-the-ccdc/


https://docs.google.com/presentation/d/1pPXLg3KqwSMLRCNRfows5QnVI2mLjSmll5vN2WHMFJg/edit#
slide=id.p 
 
 
 
MISCELLANEOUS  
Berkeley(?) github 
https://github.com/berke1337/public_ccdc 
 
DeVry  
http://devry-pom-ccdc.wikispaces.com/wiki/changes?responseToken=0c97f4905fe3605ae9ecb9
0eed20260de 
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