Chapter 14: The Internet and the Law

Intellectual Property Law

· Penalties for abusing another party’s famous marks, copies or inventions

3 Main areas 

· Copyright Law

· Trademark Law 

· Patent Law 

Each country has its own laws

· In the U.S. - U.S. Code or Federal Code  

· World Intellectual Property Organization

· Promotes the protection of intellectual property rights around the world, and may arbitrate disputes as well

· Responsible for the Berne Convention, which protects literary and artistic works in many countries

Copyright Law

What is Copyright Law?

· Title 17 of U.S. Code

· Protects tangible expressions of ideas

· Intangible things cannot be copyrighted (although they may be patented)

· A copyright can be registered, but it’s protected regardless

· Copyright good for life of author plus 70 years

· To copy the item, you need the owner’s permission

“Fair Use” is Allowed Without Permission

· Purpose and Character of Use

· Criticism, comment, news reporting, teaching, etc.

· Nature of the Work 

· Some originals are unworthy of copyright protection

· Such as works that lack originality (See link Ch 14a)

· Relevant Amount of Work Used

· Usually 10% can be used freely

· Effect on the Market 

· What harm was done?

The Internet Complicates Copyright Issues

Copying from a Web site is common and technically easy, even if illegal

Your Web page can “deep link” images or other content from another person’s server

Using frames to present another person’s page as your work is illegal

The Digital Millennium Copyright Act (DMCA) 1998

· Protects ISPs if they shut down offending sites promptly (link Ch 14b)

The TEACH Act of 2001

· Allows some distribution for distance education (link Ch 14c)

Peer-to-Peer File Sharing of Copyrighted Materials and U.S. Law 

Primary Infringers

· People who upload copyrighted materials to the Web

· They are severely punished, with long prison terms

· See link Ch 14e

Secondary Infringers

· People who download; a smaller offense, usually resulting in a heavy fine ($750 or more per download,  link Ch 14d)

Liability of P2P Networks

Napster and RIAA

· Napster allowed users to share music files with its P2P service

· Napster was shut down for copyright violation, and revived as a pay service (link Ch 14f) 

MGM v. Grokster 

· Grokster survived some lawsuits with the Betamax defense, but was forced to shut down on November 7, 2005 (see link Ch 14g)

The Betamax Defense and Universal City Studios v. Sony (1984)

· Sets a precedent that copy equipment makers are not liable for illegal copies the users make 

Depends on a given nation’s law

· Downloading copyrighted music is legal in Canada, at least for now (link Ch 14h) 

Trademark Law

Trademark

· A logo, acronym, word, color scheme, combination of sounds, or any other symbolic device used to distinguish a product or service as unique 

Complications of the Internet

· Global Trademark Disputes handled by WIPO

· Trademark Dilution is illegal – negative ads using a competitor’s logo

· Domain-name disputes

· Adam Curry and mtv.com 

· PETA.org – People Eating Tasty Animals

· U.S. Anticybersquatting Consumer Protection Act of 1999

Patent Law

Patents protect:

· “any new and useful process, machine, manufacture, or composition of matter, or any new and useful improvement thereof”

First Amendment

Congress shall make no law respecting an establishment of religion, prohibiting the free exercise thereof; or abridging the freedom of speech, or of the press; or the right of the people peaceably to assemble, and to petition, the government for a redress of grievances 

Some speech is still forbidden

· Yelling “Fire!” in a crowded theater

· Teacherreview.com (link Ch 14i) 

Unpopular, Controversial and Offensive Communications

Cyberstalking

· It’s a crime to cross state lines to stalk people, or to threaten them 

Spam 

· Spam is limited by some laws, but not in all countries

· See links Ch 14j, k, l, m

Hate Speech and Hate Literature

· Extremist political speech, mostly legal in the USA 

· Potential of inciting violence 

2001 Patriot Act

· Legislation passed in the wake of the 9/11 tragedies giving the U.S. government more leverage to fight terrorism 
For the U.S. Patriot Act

· Allows law enforcement to use tools against terrorists that were already available for other crimes

· Facilitates “connecting the dots” by sharing information among government agencies

· Updates the law to reflect new technologies and threats 

· Increased penalties for terrorists 

Against the U.S. Patriot Act 

· Invades privacy

· Not limited to terrorism

· Government is not accountable

· Authorizes “sneak and peek” search warrants 

“Indecent” and “Obscene” Communications

Laws against porn are still unclear

· Link Ch 14n

Child Pornography is a serious crime and vigorously punished

Controversies over Filtering Devices

· Internet filters 

· Customizable filters

· Software works 2 ways

Filtering Device Problems

· Nothing is foolproof 

The Children’s Internet Protection Act of 1999 (HR 896 & S97)

· Public schools and filtering (link Ch 14o)

What is Tort Law?

· Broad area of law dealing with civil wrongs caused to a party for which another party is liable and involves monetary damages

· Four areas of non-physical tort

· Invasion of Privacy 

· Intentional Infliction of mental distress and defamation

· Libel 

· Slander 

The Importance of Malice

· Desire or intent to harm others

· Not required, but increases damages 

A Lighter Burden of Proof for Civil Action

· Different rules

· “A preponderance of the evidence”

· NOT “Beyond a reasonable doubt”

Privacy Law

The Four Privacy Torts

· Public disclosure of embarrassing private facts

· Intrusion (such as wiretapping or paparazzi photography)

· False Light (offensive erroneous publicity)

· Commercial Appropriation (use without permission)

The Electronic Communication Act of 1986

· Illegal for the government or third party to intercept email 

· Exclusions for SysOps

· Email done at work is company property and is not protected

EFF’s Top 12 Ways to Protect Your Online Privacy 

· Link Ch 14p

Libel and Slander

Libel 

· Written untruths about an entity published to third parties

Slander

· Spoken untruths about an entity to third parties

Defamation

Related to libel and slander, occurs when a someone communicates untrue information that lowers a person’s status or subjects a person to public disdain, embarrassment, or humiliation

A civil, not criminal, matter

New York Times v. Sullivan 

· “Actual malice” is required
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