GnuPG / Thunderbird / Enigma on Microsoft Windows

GnuPG

Downloading the Installer
As of this writing, there is a Windows installer of GnuPG available directly from GnuPG at
[ftp://ftp.gnupg.org/gcrypt/binary/].  Look for gnupg-w32cli-<latest revision number>.exe   
If the preceding link is dead, as happens all too often on the web, then try visiting the home page [http://www.gnupg.org] of the GnuPG Project and see if you can't find it from there.

Some people prefer to use GPG4WIN, a sibling project to GnuPG. Enigmail can use GPG4WIN just
as easily. However, we recommend people use the latest GnuPG installer if feasible.

Installing GnuPG
Once you've downloaded the installer, just double-click it to begin the installation process. It's a very
straightforward installer; you can literally just keep clicking "Next" until it's finished and you'll do
just fine.

Thunderbird 2.0

Once GnuPG is installed on your system, the next order of business is to get Thunderbird 2.0 [http://
www.getthunderbird.com]. Thunderbird is an email client; it allows you to talk to your mail server,
allows you to read email, allows you to write it, allows you to filter it, all the things you expect an
email client to do.

Thunderbird has excellent installation instructions. For that reason, we're just going to continue on
with the last piece of software you need.

Enigmail

Installing Enigmail
Start Thunderbird. In the menu bar of the main window you will see "Tools". Select this, and then
"Add-ons". This will bring up a new window listing all of your Thunderbird plug-ins. In the lower
left-hand corner of this new window you'll see a button marked "Install". Click this button. Tell
Thunderbird where you saved the Enigmail .XPI file.

Another window will pop open, warning that you're about to install a plug-in. You haven't done
anything wrong. Thunderbird is just giving you the chance to back out before installing a plug-in.
Confirm your decision.
Once installed, you will need to restart Thunderbird. Once you do that, Enigmail will be ready to go.

Creating Your First Keypair

Public Key Cryptography

Enigmail uses public key cryptography to ensure privacy between you and your correspondents. In
public key cryptography we use two different kinds of keys to give us confidentiality and assurance.

By "confidentiality" we mean that only the people you want to read a message will be able to read a
message. By "assurance" we mean that people who read messages from you can be sure that it really
came from you.

We're not going to explain all the mathematics that's involved. You don't need to have a Ph.D. in
computer science to use Enigmail. All you need to understand is that you will be creating a public key
and a private key. The public key can be shared with the whole world--friends, neighbors, relatives,
enemies, even intelligence agencies. But you need to guard the private key very, very carefully.

Using the Enigmail Key Wizard

By this time, you should have Thunderbird, Enigmail and GnuPG all installed. If you don't, go back
and do those sections now.

You will need a piece of paper and something to write with.

1. Start Thunderbird. Due to the incredible number of different operating systems Thunderbird
runs on, we're not going to try to tell you how to do this. If you need help finding Thunderbird, the
Thunderbird site [http://www.getthunderbird.com] has excellent documentation.

2. Check your accounts. If you don't have any email accounts set up yet, do that now. Again, see
the Thunderbird site [http://www.getthunderbird.com] if you need help.

3. Start the Enigmail Key Manager. Click on "OpenPGP" in the menu bar of the Thunderbird
main window. Select "Key Management".

4. Start the New Key Wizard. When the Enigmail Key Manager opens, click on "Generate" in
the menu bar and select "New key pair".
A new window will pop up. Take a deep breath: you are not expected to understand everything
here. In fact, there are only a couple of things you need to worry about!

5. Tell Enigmail which account to use. At the very top of the window you will see a combobox
showing all of your email addresses. GnuPG will associate your new key with an email address.
Enigmail is just asking you which address you want to use for this key. Select whichever account
will be receiving encrypted mail.
(If you decide later that you want to use the same key for multiple accounts, that can be done, too,
but it's beyond the scope of this Quick Start Document.)

6. Choose a passphrase. Private keys are so important that GnuPG will not use them unless you
know the secret phrase. You're being asked here what the secret phrase should be for your new
keypair. If at all possible, choose something that is easy to remember but very hard for someone
to guess.

Enter your passphrase in the "Passphrase" box. Then repeat it again in the "Passphrase (repeat)" box.
By entering it twice, Enigmail is protecting you from accidentally mis-entering your passphrase.  
As a security feature, Enigmail will not display your passphrase as you type it.
Danger!
If you forget your passphrase, there is absolutely nothing anyone can do to help you. This
is a security feature of GnuPG. There is no way around the passphrase.

7. Click "Generate Key". That's it! That's all you have to do. Everything else is handled for you
automatically.

8. Generate a revocation certificate. Hard drive failures happen to us all. So do house fires and
theft and other things that might separate us from our keys. When this happens, it's a good idea
to send out a revocation notice. You can think of this as a message from your key saying "please
don't use me any more".

Using the magic of assurance, people who see your revocation certificate can be confident that your
key really is no more. Having a revocation certificate tucked away in a safe place is a very good idea.

When you finish creating your new key, Enigmail will give you the chance to create a revocation
certificate. If you want one, click "Yes". You will be asked to enter your passphrase. Enter it, and
you'll be finished.

Next Steps

Your key ID
Now that you have your key, you should find your key ID. This is a sequence of letters and numbers
eight long which is used to unambiguously identify your key.1

Go back to the Enigmail Key Manager and enter your email address in the search box. The key you
just created should appear, and over at the right you'll see your key ID. Write this down; you'll need it.

Publishing your key
By far, the easiest way to share your key with the world is to publish it on the keyserver network, a
global database of keys. Click on your key in the Key Manager. Then click "Keyserver" and select
"Upload public keys".

Enigmail will ask where it should send your key. Generally speaking, pool.skskeyservers.
net is your best bet. That's the one Enigmail uses by default, so just click "OK".

Your key is now published on the internet for anyone to find!

Spam

Some people will tell you never to use a keyserver at all, because spammers search them for
email addresses. While this is true, this kind of misses the point.

There is nothing you can do to prevent spam from littering your inbox. Trying to stop it is
like King Canute marching into the sea, commanding the rising tide to turn back. It didn't
work for King Canute and it won't work for you.

