
Project 8: Scanning Networks
20 Points

What You Need for This Project
· Several network devices—computers, routers, printers, etc.  I recommend at least 3 devices--more is better.

· A computer running any OS to be the Scanner.  It can be a real or virtual machine.

Building a Network
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Connect the devices any way you like.  Draw a diagram of your network, specifying the IP addresses, operating systems, and any other important information.  A simple example is shown below—you are not required to duplicate this, just make something like it.  Be sure to pick a Point of Entry for the scanning to use.
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Scanning the Network
The best way to do this is in class, so you can scan a network the other students built.  But if you are working at home, you can scan the same network you made.  Use any scanning tools you like.  The simplest way to do it is to use Nmap (with Zenmap on Windows) from nmap.org to scan for hosts that respond to Pings.  Then run some port scans to see if you can find devices that don't answer pings.  Then use TRACERT to the devices to see what order the devices are in.

You can also use SuperScan, Cain, or many other scanning tools.

Drawing the Network
Draw a diagram of the network.  Then compare it with the real diagram made by the students who built it to see how close you are to the real thing.

Presenting your Results
If you are doing this project in class, explain your technique and your results to the other students verbally.  If you are working at home, write a brief description of the tools you used, and how they worked, to accompany your diagram.

Turning in Your Project
If you are working in class, just turn in a list of all the students in your group.

If you are working at home, you can turn in the diagrams you made on paper, or email them.  Include a description of the tools you used and how well they worked! Send the message to cnit.124@gmail.com with a subject line of Proj 8 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.
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Router


WAN IP: 192.168.1.101


LAN IP: 192.168.10.1





Router


WAN IP: 192.168.10.2


LAN IP: 192.168.11.1





Windows Vista Laptop


Wireless link


IP: 192.168.10.101





Solaris VM


Wired link


IP: 192.168.11.101





Point of Entry


(Into Hub)
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