SALES ENGINEERING
AND GETTING INTO
INIHONS@

- ADRIAN KAYLOR



* SR SALES ENGINEER AT SPLUNK

* THE NERD THEY BRING IN TO TALK TO THE
OTHER NERDS

W H AT W O U I— D DISCOVERY — IS THIS AN OPPORTUNITY
WORTH PURSUING ¢

YO U SAY/ YO U DEMO — SEE HOW COOL OUR STUFF IS¢

D O H E R E 2 . \lf\/ROORiSF SSR%CSS!CEPT (POC) — IT EVEN

* RENEWAL — CHECK IN BEFORE THE BILL
SHOWS UP
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R A + FORMALEDUCATON
* NETWORK ADMIN s

* TRAINER e CERTIFICATIONS

« PRODUCT SUPPORT

 PRODUCT MANAGEMENT

* SALES ENGINEER



OTHER PATHS TO SALES ENGINEERING

O 0060

CUSTOMER CONSULTING SALES SOC ANALYST LAW
TECHNICAL DEVELOPMENT ENFORCEMENT /
SUPPORT MILITARY




e GETTO TALK TO LOTS OF CUSTOMERS

 FACEBOOK, TWITTER, GOOGLE,
SALESFORCE, ORACLE, PIXAR,
VMWARE, GAP, LEVI, NVIDIA, FITBIT,
PAN, CHEVRON, DOLBY LABS,
ELECTRONIC ARTS, NETFLIX, PANDORA,
PAYPAL, EBAY, SQUARE, KAISER,

B El N G A N S E MCKESSON, DROPBOX, PINTEREST,

LINKEDIN, UBER, WORKDAY, YAHOO!,
ADOBE, AUTODESK, NEW RELIC

* LEARN -> EXPLAIN -> [MPROVE

* WORK FROM HOME AND EXTREMELY
FLEXIBLE

* THE COMPENSATION IS INCREDIBLE.



SOFT SKILLS

O 0000

ART OF THE RESPONSIVENESS  LISTEN MORE, ASK FRAMING TALK PRETTY
DEMO AND FOLLOW-UP ~ MORE QUESTIONS SOLUTION




TECH SKILLS = HOME LAB

e PICTURE OF MY HOME LAB
 VMWARE'S ESXI HAS A FREE LICENSE

e XEN, DOCKER, KVM, AWS, AZURE, DIGITAL RIVER,
ETC

* LINUX, LINUX, LINUX...AND SOME WINDOWS
AND MAC




TECH SKILLS — SPEND TIME IN THE CLOUD

LEARN ABOUT AWS. ABUSE THAT FREE YEAR
AZURE - DON'T UNDERESTIMATE MICROSOFT
OTHER VPS PROVIDERS LIKE DIGITAL OCEAN
GOOGLE CLOUD - MEH



TECH SKILLS - NO EXPERIENCE? NO
PROBLEM.

DEPLOY REAL STUFF IN YOUR HOME LAB

* SIEM LIKE SPLUNK OR....NO, JUST USE SPLUNK
* |DS/NETWORK ANALYSIS- BRO, SURICATA

* (CONFIG CONTROL - PUPPET, CHEF, ANSIBLE

*  VULN SCAN — NESSUS, OPENVAS

* FIREWALL - PFSENSE

* EDR - OSQUERY, GRR

* SOAR - PHANTOM, DEMISTO

* WEB APP SEC — OWASP, OWASP, OWASP
* KAL ON A CHROMEBOOK



* | OCKHEED-MARTIN CYBER KILLCHAIN

e HTTPS://WWW.LOCKHEEDMARTIN.COM/EN-US/CAPABILITIES/
CYBER/CYBER-KILL-CHAIN.HTML

« CIS CRriTIcAL CONTROLS
o HTTPS://WWW.CISECURITY.ORG/CONTRQOLS/

« MITRE ATT&CK
e HTTPS://ATTACK.MITRE.ORG/




CEE = E AR IR B EA G

WHAT/WHY IS/TO CTF¢
ATTACK AND DEFENSE
*  MOST PEOPLE THINK OF THESE, RED VS BLUE

C5e83d744b473666 * TEAMS AT A CON
 ALSO PLAYED AT CON’S
e SOLO'ABLE

* VENDOR AND PROJECT BASED
SECURITY GAMES AND OTHER STUFF
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HUMBLING AND MOTIVATING
VERY COMMON RECRUITING TOOL
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REVERSING BINARIES
*  NETWORK ANALYSIS

*  WEB APPS
* LOOK FOR ACADEMIC TEAMS
OO0 I CEX WRCCDC

R/SECURITYCTF/ OR HTTPS://CTFTIME.ORG/
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*  VULNHUB.COM
*  PENTESTERLAB.COM

* (CAREFUL WHAT YOU SEARCH FOR
* READ WRITE UPS AND BLOG POSTS LATER



CTF - GAMES

* ALLTHE “LEARN TO HACK" STUFF
 TEND TO BE MORE INSTRUCTIONAL

e CHECK OUT OVERTHEWIRE.ORG, ROOT-ME.ORG, WECHALL.NET/ACTIVE_SITES, ETC
e FLAWS.CLOUD

 EXCEPT PWN ADVENTURE 3: PWNIE ISLAND
* WIRELESS CTF

* SANS HOLIDAY HACK CHALLENGE OR....KRINGLECON
e HTTPS://KRINGLECON.COM/



* BUG BOUNTY PROGRAMS CAN BE ZERO BARRIER TO ENTRY
* BUG CROWD

* HACKERONE

* SYNACK

$&#@ THE
NCAA, TURN
HNORN@LS




DEFCON

*  MOST MAJOR CONF OF THE YEAR

* RELATIVELY CHEAP, $250-ISH

* TRAVEL AND LODGING WILL KILL YOU

*  MAKE FRIENDS AND CARPOOL/SHARE ROOMS
BSIDESSF

MAKE e s
:Rl EN )S AN D s V(.)LUIN_TOE(E::\/LA\ND GET IN

GO TO LOCAL STUFF

_LEARN STUFF . OWASP,IssA, e

*  HAKS5 MAILING LISTS
WATCH RECORDINGS ON IRONGEEK.COM
YOUTUBE.COM/LIVEOVERFLOWCTF




I'VE BEEN YOUR PRESENTER AND |I'VE BEEN GREAT.

* ADRIAN KAYLOR
* AKAYLOR@GMAIL.COM

e |F YOU ONLY DO ONE THING, READ THIS...
e HTTPS://TISIPHONE.NET/2015/10/12/STARTING-AN-INFOSEC-CAREER-THE-MEGAMIX-CHAPTERS-1-3/



mailto:akaylor@gmail.com
https://tisiphone.net/2015/10/12/starting-an-infosec-career-the-megamix-chapters-1-3/

FIELD INTERN PROGRAM

SALES ENGINEERING

TRAINING AND CUSTOMER FACING TECHNOLOGY AND
CERTIFICATION EXPERIENCES ANALYTICS PROJECT



Every SE Intern will participate in Splunk Enablement
Training

Training will include product, technical and "“soft™ skills
development

SE Intern On-boarding will include:
« Self-guided Splunk product training
« EDU led product fraining
* SE Bootcamp and Certification Training




Virtual Team Rotation







