Chapter 5. Windows System Artifacts (Part 1)
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Allocated space contains active data

Deleted files are in unallocated space

Useful tools

· ProDiscover

· FTK or EnCase

· Foremost

· Recuva

· Photorec

Hibernation File

Shutdown Options

Sleep – data kept in RAM 
· Power still on

· Documents lost if power fails

Hibernate – RAM copied to Hiberfil.sys

· Power off

· Documents never lost

Hybrid Sleep

· Default for Windows 7 desktops

· Puts open documents and programs on disk
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:\Windous\systen32>pouercfy —h on

s \Windous\s ysten32>

Command Prompt

ddir /a hx
Uolune in drive C has no label.
Uolune Serial Number is BBAG-54CD

Directory of C:\
02/16,2013 05:13 PN 1,618,211.328 hiberfil.cys

1 FileCs> 1,610,211,328 hytes
@ Dir(s> 28.274,450,432 hytes free




Keeps them in RAM as well for fast wakeup

· Documents not lost if power fails

Enabling Hibernation
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Registry -- Not in book, but may be on quizzes and Final Exam
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Understanding the Structure of the Registry

The registry consists of five root keys 
· HKey_Classes_Root

· HKey_Current_User

· HKey_Local_Machine

· HKey_Users

· HKey_Current_Config

Or  HKCR, HKCU, HKLM, HKU, and HKCC

Subkeys

Root keys (sometimes called predefined keys), contain subkeys 
· Subkeys look like folders in Regedit

HKCU has these top-level subkeys: AppEvents, Console, Control Panel, …

· A root key and its subkeys form a path

· HKCU\Console
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Values

Every Subkey contains at least one value

· But it may show (value not set)

The default value (often undefined)

Values have name, data type, and data

Hives

A key with all its subkeys and values is called a hive
The registry is stored on disk as several separate hive files
Hive files are read into memory when the operating system starts (or when a new user logs on)

HiveList
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HKLM\System\CurrentControlSet\Control\HiveList

 Hardware Hive

\Registry\Machine\Hardware has no associated disk file

Windows 7 creates it fresh each time you turn your system on

HKCR and HKCU

These keys are links to items contained in other root keys

· HKey_Classes_Root (HKCR)

Merged from keys within HKLM\Software\Classes and HKU\sid_Classes

sid is the security identifier of the currently logged on user

· HKey_Current_User (HKCU)

HKU\sid
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Purpose of Registry

Database for configuration files

Registry artifacts are very valuable for forensics

· Search terms

· Programs run or installed

· Web addresses

· Files recently opened

· USB devices connected

Acquiring the Registry 
FTK Imager
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Acquired Files

 
Reference 
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A Windows Registry Quick Reference:
For the Everyday Examiner
Derrick J. Farmer

Burlington, Vermont
dfarmer03@gmail.com
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Important Registry Data

Control Set

Time Zone

User Assist

USB Store

Control Set 
A live Registry has an important key named HKLM\System\CurrentControlSet
Contains Time Zone, USBSTOR,  and other information

Control Set

Acquired image doesn't contain CurrentControlSet

It's ephemeral data—not stored in the hive files

To determine which ControlSet is current, look in

System\Select

In this case, ControlSet001 is Current

· Link Ch 5a

[image: image10.png]) Fle G Repon View Window Help

BB BEEE =& ?

-8 system + | Name Type Data
) Comretserit BCurent  REGDWORD  0:00000001 ()
L Controlset0n2 Default REG_DWORD 0x00000001 (1)
Q1 MountedDeices Failed REG_DWORD 0x00000000 (0)
QR LastknownG... REG_DWORD 0x00000002 (2)

Q sewp






Time Zone

System\ControlSet001\Control\TimeZoneInformation

· [image: image11.png]Edit Report View Window Help

2 Fie

Bn—\@@rﬁrs\mo\?
0 SystemResources
Q TabletpC
22 Terminal Server
/2 TimeZonelnformation
0 usbliags
3 usbstor
Qvan
Q2 Video
2 VirualDeviceDrivers
8 wenesve
0 wer
Qwor
B Windows

Type.
REG_DWORD
REG_DWORD
REG_SZ
REG_BINARY
REG_DWORD
REG_SZ
REG_BINARY
REG_SZ
REG_DWORD
REG_DWORD

Data
000000160 (430)

OcFFFFFFCA (4204967236)

@tzres.di 211

00000300 0200020000 0000000000 0000
000000000 (0)

@tares.dl 212

0000 0B 00 01.00 0200 00 00 00 00 00 00 00 00
Pacific Standard Time...

000000000 (0)

0:000001€0 (430)




Assuming that ControlSet001 is Current

UserAssist

Shows objects the user has accessed

To see it, open Users\Username\NTUSER.DAT
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Navigate to Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist


UserAssist Decoded in Lower Left Pane
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RegRipper 
Link Ch 5k 
Ripped Registry 

USBSTOR

System\ControlSet001\Enum\USBSTOR
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Assuming Current Control Set is 1
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