Ethical Hacking: Using USB Flash Drives as Hacking Tools  
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Heetthe next generation of USB flash drives: the U3 smart diive. Its
whats inside that makes them smart.

« Cary and access yourfiles easily
« Keep your data safe and secure

« Comes with pre-loaded software

« Hundreds of software titles available
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Warning!

This is a really dangerous project.  You will create a scary, lethal hacking tool and take it home with you.

This tool will steal password hashes in seconds from any Windows computer.

Be careful with it!  

Like a handgun, the person most likely to be harmed by it is yourself.

U3 Drives

U3: Software on a Flash Drive 
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Carry your data and your applications in your pocket!

It’s like a tiny laptop!

 U3 Launchpad

Just plug it in, and the Launchpad appears

Run your applications on anyone’s machine

Take all data away with you

How U3 Works

The U3 drive appears as two devices in My Computer
A “Removable Disk”

A hidden CD drive named “U3”

The CD contains software that automatically runs on computers that have Autorun enabled
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For more details, see http://www.everythingusb.com/u3.html
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Select the number of an item to enable/disable

Dunp Cache Disabled
Dunp Firefox Passwords Disabled
Dunp Internet Explover Passwords Disabled
Dunp LSA Secrets Disabled
Dunp Mail Passuords Disabled
Dunp MSN Messenger Passwords Disabled
Dunp Network Passwords Disabled
Dunp Product Keys. Disabled
Dunp the Windous $AM using FGDUMP Disabled
Dunp the Windows SAM using PWDUMP Enabled
Dunp Uindows Update list Disabled
Dunp URL History Disabled
Dunp WIFI Passuord Hex Disabled
Dunp External IP Disabled
Dunp Netuork Services Disabled
Run Port Scan Disabled
Dunp Systen Information Disabled
Run AUKILL Disabled
Disable the Windous Firewall Disabled
$lurp Application Info Disabled
Slurp User Files [large Files] Disabled
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P. Back to Components Menu
M. Return to Main Menu
Q) Quit
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Hak9’s PocketKnife

Software On The Disk Partition

PocketKnife is a suite of powerful hacking tools that lives on the disk partition of the U3 drive

Just like other applications

U3 PocketKnife

· Steal  passwords

· Product keys

· Steal files 
· Kill antivirus software

· Turn off the Firewall

· And more…

For details see wapurl.co.uk/?719WZ2T 
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‘The maker of this application holds no
responsibilty for any device or software
damages. By selecting the option Accept |
below and clicking Next you are using this
software at your own risk. This software
should be compatible with all U3 Devices, |
although ifit doesnt work with your U3

Device and damages it than the author of
this application is not responsible. v

® Accept  Dedlne




Custom Launchpad

Customizing U3

You can create a custom file to be executed when a U3 drive is plugged in

Automatically Run PocketKnife

The custom U3 launcher runs PocketKnife 
So all those things are stolen and put on the flash drive
Defense
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By Noah Shachtman®  November 20,2008 | 3:03:20 PM  Categories

't banning the use of
CDs, and other data
storage media just because of a simple,
troublesome worm,. It's banning the
disks and drives because this worm
demonstrates how vulnerable the armed
force's networks are to enemy attack.

"Itis apparent that over time, our
posture to protect networks and
associated information infrastructure
has not kept pace with adversary efforts
to penetrate, disrupt, interrupt, exploit
or destroy critical elements of the GIG
(Global Information Grid]," reads an
e-mail from the head of U.S. Strategic
Command, obtained by Inside Defense.





Immediate Risk Reduction 
Block all USB devices in Group Policy

Disable AutoRun

Glue USB ports shut

Better Solution: IEEE 1667

Standard Protocol for Authentication in Host Attachments of Transient Storage Devices

USB devices can be signed and authenticates, so only authorized devices are allowed

Will be implemented in Windows 7

See http://wapurl.co.uk/?QXASJBK 
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