Chapter 14: Securing Win 7, 15: IE Security, and 16: Email Security

Ch 14 Securing Windows 7
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Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
ell me more about User Account Control settings

Always notify

-1 - Defaut - Notify me only when programs try to make
changes to my computer

 Don't notify me when I make changes to Windows
- settings

© Recommendedif you use fami
_l- fomilar websites.

Never notify




User Account Control
Leave User Account Control Turned On

Highest setting is like Vista

Second-highest is default

Basic Precautions
Be Paranoid

· Assume people will attack you and your computer
· Mistrust email attachments and links

Keep to Yourself
· Don't reveal personal information online
Test the Firewall
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Control Panel Home

Check for updates
Change settings

View update history
Restore hidden updates

Updates: frequently asked
questions

Secalso
Installed Updates
&, Windows Anytime Upgrade

Windows Update

Download and install updates for your computer

3important updates are available

2 optional updates are avalable

Most recent check for updates:  Vesterday at 10:51 PM
Updates were installed: 9/30/2009 at 8:09 PM. View update history
You receive updates: For Windows and other products from Microsoft Update
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To test from the outside, use grc.com's Shields UP!

From your LAN, use nmap

Your router has a firewall, too--using both is safest

Updates
Patch Tuesday is the second Tuesday of each month, the day on which Microsoft releases security patches

Next week it's the largest patch ever--13 flaws

· Link Ch 14a
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Users | Advanced

Passwords

You can manage the passwords you have stored on this computer

Adionced ss management
Locl Uses ad roup o b s o prom sanceduses
agenenas.

Searelogon

For added security, you can require users to press Ctrl+Alt+ Delete.
before logging on. This guarantess that the authentic Windows
logon prompt appears, protecting the system from programs
that mimic a logon to refrieve password information.

[Require users to press Ctrl Alts Delete
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Lock Your Computer
Press Logo+L to lock manually

Set screen saver to display logon screen

· Logo, SCREEN, click "Screen Saver"

Requiring Ctrl+Alt+Delete
Logo+R to open Run box

CONTROL USERPASSWORDS2

Windows Defender
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Protection against spyware and potentially unwanted software

T

Your computer is running normally.

Status
Last scan Today at 6:36 AM (Quick scan)
Scan schedule: Daily around 200 AM (Quick scan)
Real-time protection: on

Version 1.67.10.0 created on 9/23/2009 at 8:23 PM

Antispyware definitions:




Home button shows a summary of your protection status

Scan scans now

· Full scan may take 30 minutes or more
History shows previous scans
Options configures real-time protection and scans

Spynet sends information to Microsoft (on by default) 

Making Sure the Administrator Account is Disabled

Start, SECPOL.MSC

· Local Policies

· Security Options

· First item
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B Security Settings
» (4 Account Policies
4 [ Local Policies

» @ Audit Policy

» (4 User Rights Assignment

(4 Security Options |
(] Windows Firewall with Advanced Security
1 Network Lit Manager Poicies

» (1 Public Key Policies

b [£] Software Restriction Policies
. ™ Bnlication Control Doicies

Policy

Accounts: Administrator account status
Accounts: Guest account status

Accounts: Rename adrministrator account

Accounts: Rename guest account
53 Audit: Audit the access of global system objects
53 Audit: Audit the use of Backup and Restore privilege

53 Audit: Force audit policy subcategory settings (Windows V.
i Audit: Shut down system immediately if unable to loq secur.

Accounts: Limit local account use of blank passwords to co...

Security Setting
Disabled
Disabled
Enabled
Administrator
Guest

Disabled
Disabled

Not Defined
Disabled 2
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Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What reth isks of allowing a program to communicate?  Chapge setings
lowed programs andfetures:
Nome Home/Work (Pivate) _Public ~

Azureus
[IBranchCache - Content Retrievel (Uses HTTP)
[CIBranchCache - Hosted Cache Client (Uses HTTPS)
[DIBranchCache - Hosted Cache Server (Uses HTTPS)
[IBranchCache - Peer Discovery (Uses WSD)
[ Connect to a Network Projector

Core Networking
[ Distributed Transaction Coordinator
File and Printer Sharing
HomeGroup
IiSCS Service
[IKey Management Service

o
o
o
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o
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EDD

‘Allow another prograr





Firewall Exceptions
Start, FIRE, "Allow a program through Windows Firewall"

Security Alerts
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The first time a program tries to listen for incoming connections, this box pops up

The choice made here is saved in the "Allowed Programs" list
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Core Networking

Allowed by default
Ch 15:Configuring Internet Explorer Security
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Private Data Stored by Internet Explorer
Temporary Internet Files
Cookies

History

Form Data

Passwords
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AutoComplete ists possible matches from entries you've
typed or visied before.
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sk me before saving passwords
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AutoComplete
In Internet Options, on the Content tab, in the AutoComplete section, click the Options button

Passwords are stored with encryption in the Registry

Experts recommend not using IE's password storage

Deleting Saved Data
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Preserve Favorites website data
Keep cookies and temporary Internet fles that enable your favorite:
websites o retain preferences and disply faster.

remporary Internet files
Copies of webpages, mages, and media that are saved for faster
viewng.

Files stored on your computer by websites to save preferences
such as logi information.

History.
Listof websites you have visted.

[ Form data
Saved information that you have typed into forms.

[|passwords
Saved passwords that are automaticaly filed in when you sign i
0.2 nebsite youve previously visited.

[ InPrivate Filtering data
Saved data used by InPrivate Fiterng to detect where websites may
be automaticaly sharing detais about your vist.
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In IE, press Ctrl+Shift+Delete

Types of Cookies

Temporary cookie

· Deleted when IE closes
Persistent cookie
· Kept until it expires
First-party cookie
· Set by the website you are viewing
Third-part cookie
· Set by some other website, such as DoubleClick
Cookie Risks
Cookies might store Personally Identifiable Information 

· Name, email address, SSN, etc.
Third-party cookies spy on your Web activities to target ads
[image: image12.png][ nprivate [lboutinpive IR

4 Favorites

|| @mpriate

& 8 Suggested ites + ) Get More Add-ons ~

| | B~ 8 - @ - Pager sy~ Tookv @~

o tumn off InPrivate Browsing, close this browser window.

When InPrivate Browsing is turned on, you will see this indicator

E &) aboutinprivate

InPrivate Browsing helps prevent Internet Explorer from storing data about your
browsing session. This includes cookies, temporary Internet files, history, and other
data. Toolbars and extensions are disabled by defaut. See Help for more
information.

i

Learn more about InPrivate Browsing | Read the Internet Explorer privacy statement online

@ Intemet [ Protected Mode: On

-
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InPrivate Browsing

In IE, press Shift+Ctrl+P

No data is saved while InPrivate browsing is on

InPrivate Filtering
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(Ia Turn on InPrivate Filtering

When you visit a website that contains content from another provider,
such as 2 map, advertisement, or web measurement tools, some
information about your visit i automatically sent to that provider.

As you visit additional websites that contain content from the same
provider, the provider could build 2 profile of how you browse the web.

InPrivate Filtering helps you control which providers receive information
about the websites you visit. Ifyou choose to block your information
from being shared, some content on the websites you visit might not be:
available.

?  Block for me
Helps prevent content providers from receiving information
about some of the websites you visit

2 Let me choose which providers receive my
information

What are the advantages of blocking or allowing content?
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In IE, Shift+Ctrl+F

Pop-Up Blocker

In IE, Tools, Pop-up Blocker

Security Zones

Local Intranet

· IP address in your subnet

Internet
· All other addresses

Trusted & Restricted 
· Empty by default

· Add sites of your choosing

Local Intranet Zone
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Use the settings below to define which websites are induded in
the local intranet zone.

utomatically deiec invanet netiork
Inciude alllocal (ntranet) sites notlisted n other zones:
Inciude al sites that bypass the proxy server
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In Internet Options, on the Security tab, click "Local Intranet" and then click Sites

UNCs look like this:

· \\server\resource
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Custom Level
In Internet Options, on the Security tab, click a Zone and then click "Custom level…" button

Many, many settings available

Protected Mode

In Protected Mode, IE runs with low privileges, and cannot

· Install software

· Add shortcuts to the Startup folder

· Change its own Home Page or Search settings

IE can only save data to Temporary Internet Files
· If it wants to save data elsewhere, it must ask your permission

Phishing
Phishing is making a fake site that looks like a real one, such as paypal.com

Emails or IMs trick victims into logging in on the fake page

Sometimes you can identify the fake sites from the URL, links, source code, images, or the https:// in the URL

None of those are 100% trustworthy, not even https

SmartScreen Filter
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Analyzes a site to look for suspicious content

Checks a global database of known phishing sites

Flags suspicious sites with big red border

IE is the Safest Browser?

One study showed IE as much safer than other browsers

· But Microsoft paid for it (link Ch 15c)

Managing Add-Ons
In IE, Tools, Manage Add-ons

Internet Explorer (No Add-ons)

Alternate shortcut to launch IE without add-ons
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View and manage your Internet Explorer add-ons

Add-on Types Neme Publisher Status File date
(Nt verified) Sun Microsystems, Inc.
D SearchProviders Jova(tm) Plug-in 2SSV Helper  (Not verfied) Sun Micro... Encbled  8/8/20008:48 AM
icedentors Adobe Systems Incorporated
Shockwave Flash Object Adobe Systems Incorpor.. Enabled  10/23/2008 6:51 PM
@inPriateierng ‘Adobe Systems, Incorporated
‘Adobe PDF Link Helper Adobe Systems, Incorpo... Enabled  2/27/20091207 PM
Microsoft Corporation
Windows Media Player Microsoft Coporation  Enabled  7/13/2009 616 PM
Microsoft Silvrlight Microsoft Coporation  Enabled  8/17/20099:34 PM
Groove GFS Browser Helper  Microsoft Corporation  Encbled  4/25/20096:18 PM.
Windows Live Sign-in Helper  Microsoft Corporation  Encbled  1/22/2009 3:41 PM
Show Office Document Cache Handler  Microsoft Corporation  Encbled  4/8/2000 405 PM
[Comenty osdedsadrons =], SooveFolder Sinchvonizston _ Mistosof Corporstion__Ensbled 4257208638 PM

Select an add-on to modify status or view details.

Eind more toolbars and extensions..
Lean more about toolbars and extensions




Useful when a computer is infected with malware

Advanced Security Options
[image: image19.png]e vt S| e

Genera [ ety [ Pivacy | Content | Comections | Programs | Advanced

Settngs
B seanty A
[ Allow active content from CDs to run on My Computer™
[T Allow active content to run i fies on My Computer™

[T Allow software to run or install even i the signature is invi
Check for publsher'sceticaterevocaton
Check for server certfcae revocation™
Check for Sgnatures on dowrloaded programs
[C] Do not save encrypted pages to disk.
] Empty Temporary Internet Files folder when browser is dc
Enable DOM Storage

B s it o]
| et ol
I [¥] Enable SmartScreen Filter =

Takes effect after you restart Internet Explorer
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Reset Internet Explorer settings.
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Ch 16: Implementing Email Security
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Windows Live Mail
Windows 7 does not include an email client by default

You need to add "Windows Live Essentials"

Email Virus Safety

Don't open unexpected attachments

Don't view junk mail with the Preview pane open

Use an antivirus program that scans email

Windows Mail Safety Options 

Alt+M, Safety Options

Junk Mail Filtering

Safe & Blocked Senders

International settings

Phishing protection
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Restricted Sites

· Prevents scripting
Do not allow attachments to be saved that could potentially be a virus
· Blocks .exe and .mdb files and many others
· To get past it, zip the files
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Automatic scanning
Default actions
Real-time protection
Excluded files and folders
Excluded filetypes

Administrator

Scan archive files

Scan for malicious or unwanted software in archive files such as ZIP o .CAB.

Scan e-mail

Scan for malicious or unwanted software i the contents or attachments of e-mail.

Scan removable drives.

Scan for malicious or unwanted software in the contents of removable drives such as USB
flash drives.

Use heuristics

Detect malicious or unwanted software by looking at items that partially match an
‘edsting definition.

Create restore point
Create a restore point before applying actions to detected items.





Setting Windows Defender to Scan Email
In Windows Defender, Tools, Options

Scan e-mail

Web Bugs

Images used to detect when you read the mail

The "Block Images" option protects you from this

Encrypted Email

For real safety, encrypt your email

But the people you send mail to must also use encrypted email
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