Homework 2.5: Installing and Testing a Firewall

Name: _________________________   Score (max. 25): _____________
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Selecting a Machine to Use:
· This homework assignment requires you to install firewall software, which is forbidden in many public labs.  Do not attempt this homework in the ICL-1, your classroom, or any other public lab, unless your instructor is there to supervise you. 
· If you have your own computer, you can do this assignment there.
Make Sure you Have a Firewall
1. If you have a PC with Windows XP, make sure you have Service Pack 2 installed.  That includes a firewall.

2. If you have a PC with an older operating system like Windows 98 or Windows ME, install the free Zone Alarm firewall.
3. If you have a Macintosh with OS X, you already have a firewall.  Instructions for turning it on are on my Web page.  To open my Web page, start at samsclass.info and click the CNIT 131 link.  Scroll down to the Links from Lectures section and click Ch 2k: Mac OS X Built-In Firewall Options.
4. If you have a Macintosh with OS 8 or 9, I don’t know of any free firewall.  Proceed with the next section “Testing your firewall”, but when you get to the section 
Testing Your Firewall
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SpinRite 5.0 rated #1 since 1988
The most trusted and widely used utility ever written for mass
storage data recovery and long-term maintenance. SpinRite is
my masterpiece. I you don't already own or know about
SpinRite, check out these pages. The future of your data could
depend upon it. Here is an independent review of Spinkite 5.0,
and here is Maximum PC's Feb. 2002 review

ShieldsUP! 27,717,334 system tests
The Internet's quickest, most popular, reliable and trusted,
free Internet security checkup and information service. And
now in its Part Authority Edition, it's also the most powerful
and complete. Check your system here, and begin learning
about using the Internet safely.



Start Internet Explorer and enter this Address: 
grc.com

6. Wait for 10 seconds or so until you see the Gibson Research banner, as shown to the right on this page.  
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7.  Scroll down to the Hot Spots section, and click the ShieldsUP! link, as shown to the right on this page.

8. The next screen has a blue box titled If you are new to this site and our services: .  Click the Proceed button.
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The main ShieldsUP! page opens.  Find the ShieldsUP! Services section, and click the silver Common Ports button, as shown to the right on this page. 
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When the test finishes, you should see a ShieldsUP! page like the one to the right, showing what IP address was tested and whether it passed or not.  Scroll down, reading the page, and answer the questions below.

Security Test Results with Zone Alarm Running

What is your computer’s IP Address?



What ports were tested, in the range 0 to 100?



What ports in that range passed the test?



What ports in that range failed the test?



Does your computer answer PINGs?
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Opening the Firewall
10. Open your Firewall.  If you have Windows XP with Service Pack 2, follow the instructions below.  Otherwise see the instructions for Zone Alarm, or for the Macintosh OS X.
11. Click Start, Control Panel, Security Center.  The Windows Security Center opens as shown to the right on this page.
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Under Manage Security Settings, click on Windows Firewall.  A Windows Firewall window opens, as shown to the right on this page.  Click Off (not recommended) and click OK.

13. The Windows Security Center now shows the Firewall on a red background, warning you that it is OFF, as shown below.
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Testing Security with the Firewall Open
14. Restore the ShieldsUP! window, and click the Back button to return to the main ShieldsUP! page.  Click the silver Common Ports button, as you did in step 25.

15. When the test finishes, you should see a ShieldsUP! page like the one to the right, showing what IP address was tested and whether it passed or not.  You do not need to print this page out.  Scroll down, reading the page, and answer the questions below.
Security Test Results with the Firewall Open

What is your computer’s IP Address?



What ports were tested, in the range 0 to 100?



What ports in that range passed the test?



What ports in that range failed the test?



Does your computer answer PINGs?



What is your conclusion: does Zone Alarm make your machine safer?
16. Turn in the printout and this handout with the questions answered.  No diskette is needed.

To ICL-1 Faculty Monitor:  Students should not attempt this assignment without instructor supervision.  If they are attempting to do this in the ICL-1, please tell them to see their instructor instead.
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