Ch 6: Recognizing C Constructs in Assembly

Function Call
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Eint _tmain(int argc, TCHAR® argv[])
{
printf("Hello! %d %d %d\n"
return 0;

1,2, 3);
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var_C0= dword ptr -0COn

push  ebp
nov ebp, esp

sub esp, 60O

push  ebx

push  esi

push  edi

lea edi, [ebp+var_c0]

mov ecx, 36n

nou eax, OCCCCCCCCh

rep stosd

mnoy esi, esp

push 3

push 2 printf(“Hello! %d %d %d\n”, 1, 2,
push 1

push  offset aHelloDDD ; “Hellot %d %d %d\n"
call  ds:_imp_printf

add esp, 16h

cnp esi, esp

call  j_ RTC_CheckEsp

xor eax, eax

pop edi

pop esi

pop ebx

add esp, 0COh

cnp ebp, esp

call  j_ RTC_CheckEsp

nov

pop

retn

unain endp




Trick: Use Strings, then XREF
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Disassembly in IDA Pro

4 arguments for printf() function

Pushed onto stack

Reverse order

call launches function
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#include “stdafx.h”
I int i=1; // GLOBAL VARIABLE

Slint _tmain(int argc, _TCHAR® argv[])
| ¢ int j=2; // LOCAL VARIABLE

printf("YOURNAME-8a: %d %d\n", i, j);
return 0;

C:\Windows\system32\cmd.exe

inue




Global vs. Local Variables

Global variables

· Available to any function in the program

Local variables

· Defined in a function and only available to that function
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#include “stdafx.h”

Slint _tmain(int argc, _TCHAR® argv[])

{

int i=10;

int j=2;

int k;

i=i+2

k=i/3;

printf("YOURNAME-9a: %d %d %d\n", i, j, k);
return 0;

}

[ C:\Windows\system32\cmdexe &
Y OURNAM 12 3




Arithmetic Operations
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Arithmetic Operations

[ebp+var_8], BAh
ebp+var_14], 2
eax, [ebp+var_8]

eax, 2

[ebp+var_8], eax

[ebp+uar_14]
[ebp+var_20], eax

int i=10;
int §=2;

i=1i+2;

k=41/3;




[image: image10.png]Arithmetic Operations

ASM Code

mov [ebp+var_8],0Ah
mov [ebp+var_14],2

mov eax, [ebp+var_8]
add eax, 2
mov [ebp+var_8], eax

mov eax, [ebp+var_8]
cdq

idiv [ebp+var_14]

mov [ebp+var_20], eax

Explanation C Code
Put the number 10 into a local variable (i) int i=10;
Put the number 2 into a local variable (j) int j=2;

Put i into eax

Add 2 to eax izi+2;

Put eax (the result) into a local variable (i)

Put i into cax
Convert double to quad (required for division) k=i/j;
Divide the value in cax by a local variable (j)

Put eax (the result) into a local variable (k)
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#include "stdafx.h”

Eint _tmain(int argc, _TCHAR® argv[])
t
int i=3;
if (i == 3){ printf("YOURNAME-6xa: i is 3\n"); }
else { printf("YOURNAME-6xa: i is not 3\n"); }
return 0;

}

B8 C:\Windows\system32\cmd.exe
[YOURNAME-6xa: i is 3

P any key to continue .





Branching (if)
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Summary

Finding the Code

· Strings, then XREF

Function Call

· Arguments pushed onto stack

· Reverse order

· call

Variables

· Global: in memory, available to all functions

· Local: on stack, only available to one function

Arithmetic

· Move variables into registers

· Perform arithmetic (add, sub, idiv, etc.)

· Move results back into variables

Branching

· Compare (cmp, test, etc.)

· Conditional jump (jz, jnz, etc.)

· Red arrow if false, green arrow if true
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