Introduction to CNIT 125: Information Security Professional

CNIT 125:  Information Security Professional (CISSP Preparation)

Goals of This Class

Review security terms and concepts as preparation for the CISSP exam

Apply those concepts in a real security audit of the CCSF network

Gain experience of teamwork and the social skills needed for management

Develop a high-security workplace and defend it against threats 

Differences From CNIT 123

Penetration testing is not a main focus

No step-by-step projects

Teamwork required

Managers

Confidentiality

Physical Security

Non-Disclosure Agreement

We will do a real security audit

What to Expect From CNIT 125

Experience handling responsibility and secrecy

Real-world ethical problems and resolutions

Social skills development

Preparation for (ISC)^2 Certification

Certifications

Certified Information Systems Security Professional (CISSP)
The first and primary certification in information security (Link CISSP 1)
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The Certification That Inspires Utmost Confidence



Benefits of CISSP Certification
CISSP was the third highest salaried certification in 2009 (Link CISSP 3)

Required for government information assurance employees  (Link CISSP 4)

CISSP certification is not only an objective measure of excellence, but a globally recognized standard of achievement  (Link CISSP 2)

Requirements for CISSP Certification

Five years of experience in information security

The exam costs $550

There are 250 multiple-choice questions

Exam duration: six hours

Subscribe to the (ISC)² Code of Ethics

Associate of (ISC)^2 Certification

No experience required (link CISSP 7)

Shows that you passed the exam, and that you are serious about a career in Information Security

Subscribe to the (ISC)² Code of Ethics

SSCP - Systems Security Certified Practitioner

Only one year of experience required (link CISSP 8)

Test is 90 minutes long, 50-70 questions

Exam fee: $250 (link CISSP 9)

Code of Ethics

Code of Ethics Canons
Protect society, the commonwealth, and the infrastructure. 

Act honorably, honestly, justly, responsibly, and legally. 

Provide diligent and competent service to principals. 

Advance and protect the profession.

· See link CISSP 6

Class Structure

Textbook and Quizzes
We will have the usual lectures from the textbook and quizzes based on it

But there are only ten chapters, and they are not very dense, so that will leave quite a bit of class time for our auditing work

Preparation for the Audit

The first three weeks of class (estimated)

Get all the teams formed, with managers

Establish procedures for physical and network security

Make sure each student has a resume, and shows it to their manager

During this time new students can add, and guests can attend

Lock-Down

After the preparation is completed, the class will be locked down

No strangers will be allowed to attend the confidential part of class

Every student will have to sign an NDA to participate in the project

The physical and data security teams will be responsible for preventing intrusions

Project Ideas

Projects
Technical

Find a good encrypted email solution, that works on PC, Mac, and Linux.  Find or prepare clear instructions, and help the other students all get it working.  Then present it to the class.

Business/Legal

Find a good non-disclosure agreement for us all to sign.  Present it to the class so we understand each item.

Legal

Research the laws that apply to colleges, such as FERPA.  Present a summary of the important requirements to the class.

Physical Security

Design an ID card, or other system, that can be used to control access to the class.  You will also be required to act as guards at the classroom door after the lock-down.  Have clear policies about lost ID cards, an employee list, etc.

Ethics

Go investigate NoiseBridge and report your findings.  Is this a good place for serious security students to spend their time?  Is it useful, safe, dangerous, or what?  Report your results to the class.

Penetration

After the lock-down, we will need internal penetration testers who will try to breach our security procedures

Volunteers for this should contact me privately outside class time so no one knows who is doing it

Don't Hack The College!

No Get Out Of Jail Free Card
We don't have permission to attack the CCSF network at this point

We will only be doing gentle, safe tests at first

And no testing of the CCSF security is allowed until after the Lock-Down, because you may find confidential information
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