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ertificats:
Data:
Version: 3 (0x2)
Serial Nuber: 1 (0x1)
Signature Algorithn: ndsUithRSAENCruption
Issuer: C=FR, ST=Sone=State, O-Nlessus Users United, OU=Certification Authority for 5214-00L, 2
N=5214-00L /enai Addr ess=calS214-00.
Validity
Not Before: Oct 3 05:00:01 2007 GHT
Not After ¢ Oot 2 05:00:01 2008 GHT
Subject: CFR, ST-Sone-State, O-llessus Users United, OlsServer certificate for 5214-00L, 2.
1=5214-00L /ema 1 Adcresa=nessusdBS2Lé-00L
Subject Public Key Info:
Public Key Rlgorithn: rsancruption
RSA Public Key: (1024 bit)
Hodulus (1024 bit):
00:cb:47:89: 02 da:3e164:03:61:£5:60:84:1:95:
28:0F 1021353 £5:do1 501901 34:FL:5bzabe d2:86 1cd:
F194:25: Fa: 78:56:46:32:43:41.:09: 77 : 315a165:
35:a0:8109:50:04:59:8b:e5: 3414812 123:22:29;
91:75:70:5:9a:4b:0316e:18:66:2¢ 1 1F 14e14b128:
471543001221 00:08:32:03:09:99:FO: 42 Fer12: Ta:
7L:dF331ch:58:bd:E1196ze1:13:16:56:10:20:99;
Le263:50:3e118:bb:b61c9:b1:26:6:b7 a8 Fl143;
24:50:48:34:F1:35: Tbi1F1cf
Exponent: 65537 (0x10001)
5033 extensions:
Netscape Cort Tupe:
59 Server

Do you accept this certificate ?
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What You Will Need
· A Ubuntu machine to act as the Nessus server and client 
Starting Your Ubuntu Virtual Machine
1. Start your Ubuntu machine and log in as usual.

Finding Your Ubuntu Machine's IP Address
2. From the Ubuntu menu bar, click Applications, Accessories, Terminal.

3. In the Terminal window, after the $ prompt, enter this command, then press the Enter key:

[image: image2.wmf]ifconfig
Find the IP address for your eth0 interface and write it in the box to the right on this page.

Installing the Nessus Server
4. In the Terminal window, after the $ prompt, enter this command, then press the Enter key:

sudo apt-get install nessusd nessus nessus-plugins
Enter your password when you are prompted to.  This command installs Nessus.sud  If you already installed Nessus in a previous project, you will see messages saying "nessusd is already the latest version" and so on.  That's fine.

Starting the nessusd Daemon
5. Use the mouse to widen the Terminal window as much as possible.

6. In the Terminal window, after the $ prompt, enter this command, then press the Enter key:

sudo /etc/init.d/nessusd start
The response is Starting Nessus daemon:.  Wait until you see a $ prompt—it may take a minuyte or two to start.  This command starts the Nessus daemon nessusd which listens for connections from the clients.

7. In the Terminal window, after the $ prompt, enter this command, then press the Enter key:

ps aux
This command lists the processes running on your Ubuntu machine.  Near the end of the list you should see a line starting with root, and showing "nessusd: waiting for incoming connection" on the right side, as shown below.  
[image: image3.png]root 9169 0.0 0.7 6536 3704 7 Ss  085:22 0:00 nessusd: waiting for incoming connections




Creating the Nessus User
8. [image: image4.png]yourname@s214-01L:~$ sudo nessus-adduser
Using /var/tmp as a temporary file holder
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Login password
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Enter the rules for this user, and hit ctrl-D
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Login : yourname
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N
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Is that ok 7 (y/n) [yl y
user added.
yourname@s214-01L:~s |



The Nessus client will need to log in to the Nessus server with an account.  Now we need to create that account.  

9. In the Terminal window, after the $ prompt, enter this command, then press the Enter key:

sudo nessus-adduser
10. You should see "Add a new nessusd user" as shown to the right on this page.

11. At the Login : prompt, enter your name.  I recommend that you use the same login name you used for your Ubuntu login, just so you remember it.

12. At the Authentication (pass/cert) : prompt, press Enter to accept the default selection of pass.  The other alternative is to authenticate using a certificate, which is more secure, but harder to set up.
13. At the Login password : prompt, enter your password.  I recommend that you use the same password you used for your Ubuntu password, just so you remember it.

14. Below the message "Enter the rules for this user", there is an empty line where you can enter rules.  These rules can be used to limit the power of the nessus user, to prevent that person from doing unauthorized scans.  But we don't want to limit the scans now, so just hold down the Ctrl key and press D to continue with no rules. 

15. At the Is that ok ? (y/n) [y] prompt, enter y and press the Enter key.  You should see the message user added..

Restarting the nessusd Daemon
16. In the Terminal window, after the $ prompt, enter this command, then press the Enter key:

sudo /etc/init.d/nessusd restart
This command restarts the Nessus daemon nessusd, so it will include the new user.  This is a common thing in Linux—after making changes, you often need to restart a process.  However, you almost never have to restart the whole computer, the way Windows makes you do.
Adjusting Permissions
17. There seems to be a defect in the Nessus installer, and this is a workaround for it.  In the Terminal window, after the $ prompt, enter this command, then press the Enter key:

sudo chown student:student .nessusrc

Replace student with your own login name in both places.
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Launching Nessus
18. In the Terminal window, after the $ prompt, enter this command, then press the Enter key:

nessus
19. A Nessus Setup window opens, as shown to the right on this page.  In the Password: box, enter your password.  Click the Log in button.

20. A "SSL Setup" box opens asking you to "Please choose your level of SSL paranoia."  Accept the default selection of "Display and remember the server certificate, do not care about the CA" and click OK.
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21. A nessus window opens showing you a certificate, as shown to the right on this page.  Click the Yes button to accept it.  This certificate identifies the Nessus server.  
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A Warnings box appears, saying that "The plugins that have the ability to crash remote services or hosts have been disabled".  Click OK.
23. A Nessus Setup box appears, as shown to the right on this page.  This box shows the plugins that have been enabled.
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Scanning the Loopback Address
24. In the Nessus Setup box, click the Target tab.  In the Target(s) : field, enter 127.0.0.1, as shown to the right on this page.  That way you will scan your own computer. 
25. At the lower left of the Nessus Setup box, click the Start the scan button.

26. Wait for the scan to complete—you can see progress bars.
Viewing the Vulnerability Report for the Local Host
27. In the Nessus "NG" Report window, in the Subnet section, click on 127.0.0.  
28. In the Host section, click on 127.0.0.1.  
29. In the Port section, click on nessus (1241/tcp).  
30. In the Severity section, click on Security Warning.  
31. You should see the message A Nessus Daemon is listening on this port as shown to the right on this page.


Saving the Screen Image

32. Press Ctrl+Alt to release the mouse, and click on the host Windows XP desktop.  Press the PrntScn key to copy whole screen to the clipboard.

33. On the host Windows XP desktop, open Paint and paste in the image.  Save it as a JPEG, with the filename Your Name Proj 18a.  Select a Save as type of JPEG.
Reading the Rest of the Vulnerability Report for the Local Host
34. Click through all the ports and severity options, and see what vulnerabilities you have.  There aren't likely to be many vulnerabilities, because we haven't got many services running on these Ubuntu machines.  It's good for you to be familiar with the typical number of results you can expect to see on a Linux machine, and compare it with the results from a Windows machine below.
Turning in your Project

35. Email the JPEG image to me as an email attachment.  Send the message to cnit.123@gmail.com with a subject line of Proj 18 From Your Name.  Send a Cc to yourself.
Last modified 12-30-08



Ubuntu IP: ________________________





Warning!  Vulnerability scans can be dangerous!  The only machines you should scan in this project are machines in S214, or on your own network at home.
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