
Project 10: Python on Windows
15 Points

What You Need for This Project
· A computer running Windows XP, with Internet access.  You need administrator privileges.  This can be either a real or virtual machine.  

Downloading and Installing ActivePython
1. Start a browser and go to activestate.com
2. On the left side, click ActivePython.
3. Click the blue Get ActivePython button.

4. In the line labeled Download and Free, click the blue Download button.

5. The next page asks you for optional information; your name and email.  Leave it blank and click Continue.
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At the next page, find the latest version (ActivePython 2.4.3.11 when I did it).  Find the Windows (x86) version and click the blue MSI link.
7. Save the file on your desktop and run it.  Install the software with all the default selections.
Starting ActivePython

8. Click Start, All Programs, ActiveState ActivePython 2.4, Pythonwin IDE.

“Hello World” in Python

9. A PythonWin window opens, with an Interactive Window open inside it.  At the >>> prompt, type in this command, then press the Enter key:
print “Hello World!”

The result is to print “Hello World!” on the next line in green text, as shown to the right on this page.
Making a Customized Greeting in Interactive Python

10. At the >>> prompt, type in this command, then press the Enter key:
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$ nc -h

connect to somewhere: nc [-options] hostname port(s] [ports
Listen for inbound: nc -1 -p port [-options] [hostname] [port
options:

-c shell comnands as “-e'; use /bin/sh to exec [dangerous!

-e filename program to exec after connect [dangerous

b allow broadcasts

-g gateway source-routing hop point(sl, up to 8

-6 nun source-routing pointer: 4, 8, 12

-h this cruft

-1 secs delay interval for lines sent, ports scanned

K set keepalive option on socket

-1 listen mode, for inbound connects

-n nuneric-only IP addresses, no DNS

-0 file hex dump of traffic

-p port Tocal port number

-r randomize local and remote ports

-q secs quit after EOF on stdin and delay of secs

-5 addr local source address

-t answer TELNET negotiation

-u UDP mode

v verbose [use twice to be more verbose

-w secs timeout for connects and final net reads

X tos set Type Of Service

-z zero0-1/0 mode [used for scanning

port numbers can be individual or ranges: lo-hi [inclusive]
hyphens in port names must be backslash escaped (e.g. 'ftp\-data’)

yourname@s214-0lu

s nc -1 -p 4242



name = raw_input("What is your name: ")

11. A box pops up asking for your name, as shown to the right on this page.  Type your name into the box, then press the Enter key:
12. The box vanishes and you are back at the original screen, with a >>> prompt.  Your name has now been stored in the variable name.  To see that, at the >>> prompt, type in this command, then press the Enter key:

print name
You should see your name printed in green text, as shown to the right on this page.
13. The variable name persists until you change it, or close PythonWin.  You can use it again.  To see that, at the >>> prompt, type in this command, then press the Enter key:

print “Hello”, name
You should see your customized greeting.
Making hello.py: a Customized Greeting Python Script

14. [image: image4.wmf]The interactive window is good for simple, short actions, but it’s not a good way to make a long script.  To create a script, from the PythonWin menu bar, click File, New.  In the New box, accept the default selection of “Python Script” and click OK.

15. Type in the script shown to the right on this page.  The first two lines are comments, indicated by the # sign.

16. [image: image5.png]# nello.py

# Get user's name and print a gresting
name = raw_input("Uhat is your nawe: )

print "Hello”, name
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netstat -1 --protocol=inet
[Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address state
tcp 0 @ localhos: .o LISTEN
tcp 3 © localhos: e LISTEN
tcp 0 @ localhost:mysql .o LISTEN
tcp 3 0 *:4242 e LISTEN
tcp 0 @ localhost:ipp .o LISTEN
udp 0 0 *:bootpc e
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After typing in your script, from the PythonWin menu bar, click File, Save.  Save it in the My Documents folder with the name hello.  PythonWin will add the file extension .py to the file name.

17. To run the script, from the PythonWin menu bar, click File, Run.  In the Run Script box, verify that it shows the hello.py script, and click OK.

18. When a box pops up asking for your name, type your name and press the Enter key.
19. Drag the hello.py window out of the way so you can see the Interactive Window.  You should see >>> Hello YourName in black letters at the bottom, as indicated by the box in the figure to the right on this page.
Saving the Screen Image
20. Press the PrntScn key to copy the desktop to the clipboard.  

21. On the Start menu, click Run.  Enter the command mspaint and press the Enter key.  Paint opens.
22. Press Ctrl+V on the keyboard to paste the image into the Paint window.  Save the document in the Shared Documents folder with the filename Your Name Proj 10a.  Select a Save as type of JPEG.  Close Paint.
Starting a Netcat Listener in Ubuntu Linux

23. Now we’ll open a socket from Python on Windows to Netcat on Linux, and transfer data both ways.  

24. Start your Ubuntu Linux machine and log in as usual.  

25. From the Ubuntu menu bar, click Applications, Accessories, Terminal.

26. In the Terminal window, after the $ prompt, enter this command, then press the Enter key:
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>>> print "Hello Vorld:'
Hello World!

>>> neme = rau_input ("W
>>> print name

YourNane

>>> Hella YourNeme



ifconfig
Find the IP address for your eth0 interface and write it in the box to the right on this page.

27. In the Terminal window, after the $ prompt, enter this command, then press the Enter key:

nc -h
[image: image9.jpg]import socket
HOST = '152.168.2.23'  # Use your Uuntu Machine's TP Address here
PORT = 4242

s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)

s.connect ( (HOST, PORT)

s.send('Hello from Uindows!')

data = s.recv(1024)

s.close()

print 'Received', data



The help page for the nc command appears, as shown below on this page.  Netcat is the full name of this networking utility—it is very useful (see link Ch 7o).  

28. For now, all we want to do is listen for inbound data.  After the $ prompt, type in this command, then press the Enter key:

nc –l –p 4242
Note that the first switch is a lowercase L, not the numeral 1.  This will start a process listening on port 4242 on the Linux machine.
Displaying the Listening Sockets on the Ubuntu Machine

29. Leave the terminal window showing the nc command alone, and from the Ubuntu menu bar, click Applications, Accessories, Terminal to open a second Terminal window.
30. In the new Terminal window, after the $ prompt, enter this command, then press the Enter key:

netstat –l --protocol=inet
[image: image10.jpg]*\Documents and Settings\Sam>netstat —n

ctive Connections

Proto

1CP
1CP
1CP
1CP
1CP
1CP
1CP
TCP

Local fddress
127.9.0.1:1849

1921168.2.14:1161

Foreign Address

192716872 222:139
216.239.53.93:80
192.1682.23:4242
64.74.216.33:80

state
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_UAIT

ESTABLISHED
ESTABLISHED



You should see a list of network connections that are listening, as shown below on this page.  Look for the line that shows *:4242 – that’s the netcat listener, waiting for any incoming connections on port 4242.

Establishing a TCP Socket in Python on Windows
31. From the PythonWin menu bar, click File, New.  In the New box, accept the default selection of “Python Script” and click OK.

32. Type in the script shown below on this page.  Put your Ubuntu machine’s IP address in the second line—that’s the number you wrote in the box on a previous page of these instructions.
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Hello from Windows!

$ nc -1 -p 4242




33. After typing in your script, from the PythonWin menu bar, click File, Save.  Save it in the My Documents folder with the name client1.  PythonWin will add the file extension .py to the file name.

34. Drag the hello.py window out of the way so you can see the Interactive Window.  
35. To run the script, from the PythonWin menu bar, click File, Run.  In the Run Script box, verify that it shows the client1.py script, and click OK.

36. Nothing happens on the Windows machine, unless you have made a typographical error in the script.
Observing the Session Established on the Windows Machine

37. Leave the PythonWin windows alone for now.

38. From the Windows desktop, click Start, Run.  Type in CMD and press the Enter key. 

39. In the Command Prompt window, enter this command and press the Enter key:

netstat -n
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>>> Received Hi from Limux!




You should see a list of network connections.  Look for the line that shows a Foreign Address ending with :4242 (second from the bottom in the figure below).  The connection should show a State of ESTABLISHED.

Saving the Screen Image
40. Press the PrntScn key to copy the desktop to the clipboard.  

41. On the Start menu, click Run.  Enter the command mspaint and press the Enter key.  Paint opens.
42. Press Ctrl+V on the keyboard to paste the image into the Paint window.  Save the document in the Shared Documents folder with the filename Your Name Proj 10b.  Select a Save as type of JPEG.  Close Paint.
Receiving and Sending Data With the Ubuntu Linux Machine 
43. Leave the PythonWin windows alone on the Windows XP machine.
44. Return to the Ubuntu machine.  Look at the Terminal window that is running the netcat listener.  You should see the text sent from the Windows machine on it: “Hello from Windows!” as shown to the right on this page.
45. Click in the Terminal window, and type in the message “Hi from Linux!”  Then press the Enter key.  Your Terminal window should now look like the figure to the right on this page.
Observing the Received Data on the Windows Machine

46. Go back to the Windows machine.  In the Interactive Window, you should see the message “received Hi from Linux!” as shown to the right on this page.

Saving the Screen Image
47. Press the PrntScn key to copy the desktop to the clipboard.  
48. On the Start menu, click Run.  Enter the command mspaint and press the Enter key.  Paint opens.
49. Press Ctrl+V on the keyboard to paste the image into the Paint window.  Save the document in the Shared Documents folder with the filename Your Name Proj 10c.  Select a Save as type of JPEG.  Close Paint.
Turning in your Project

50. Email the JPEG images to me as attachments to one e-mail message to cnit.123@gmail.com with a subject line of Proj 10 From Your Name.  Send a Cc to yourself.
Credits

richarddooling.com/index.php/2006/03/14/python-on-xp-7-minutes-to-hello-world/ (Link Ch 7l), 
coolnamehere.com/geekery/python/pythontut.html (Link Ch 7n), 
aspn.activestate.com/ASPN/docs/ActivePython/2.4/python/lib/socket-example.html (Link Ch 7p), and 

The book Gray Hat Hacking : The Ethical Hacker's Handbook (2004) by Shon Harris, Allen Harper, Chris Eagle, Jonathan Ness, and Michael Lester.
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