
Project 23: Sniffing with ettercap on Ubuntu Linux
Worth 15 Points

Start Your Ubuntu Virtual Machine
1. Start your Ubuntu machine and log in as usual.

Installing ettercap
2. From the menu bar in the upper left corner of the Ubuntu desktop, click Applications, Add/Remove.

3. In the Add/Remove Applications box, in the Search field, enter ettercap and press the Enter key.

4. When the ettercap application appears, as shown below on this page, check the check box in the Application pane.  In the “Apply the following changes?” box, click Apply.  Enter your password when you are prompted to.  Wait while software downloads and installs.
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5. When you see a Changes applied box saying that the changes were successful, click Close.

[image: image13.jpg]SHB : 192.168.2.3
00000800000080000006!
4C33E DOMAIN: 5214-00

39 > USER: Fred HASH: Fres BCO55D97CA4984300080000000
FA2536FE10500D2490109590F 205E92377819E61F1385A4 : EFOA3746290






Starting ettercap
6. [image: image2.wmf]From the Ubuntu menu bar, click Applications, Accessories, Terminal.

7. In the terminal window, enter this command, then press the Enter key:

ettercap --help

A long list of options appears, as shown to the right on this page. 
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8. In the terminal window, enter this command, then press the Enter key:

sudo ettercap –Tq -d

Enter your password when you are prompted to.  This command starts ettercap in text mode, with DNS resolution of IP addresses.  There are several lines of introductory information, as shown to the right on this page, followed by the message “Text only Interface activated…”.  This window is now sniffing all network traffic to find passwords.
Logging in to hills.ccsf.edu with Firefox from Ubuntu

9. [image: image4.jpg]yourname@s214-0lu:~$ ettercap --help

ettercap NG-8.7.3 copyright 2001-2004 ALoR & NaGA

Usage: ettercap [OPTIONS] [TARGET1] [TARGET2

TARGET is in the format MAC/IPs/PORTs (see the ma

Sniffing and Attack options:

M,

mitm <METHOD:ARGS>
only-mitm

bridge <IFACE>
nopromisc
unoffensive

read <file>
peapfilter <string>
reversed

proto <proto>

User Interface Type:

o,

text

perform a mitm atta
don't sniff, only p
use bridged sniff (
do not put the ifac
do not forward pack
read data from pcap
set the pcap filter
use reversed TARGET
sniff only this pro

use text only GUI



Leave the Terminal window open.

10. From the menu bar in the upper left corner of the Ubuntu desktop, click Applications, Internet, Firefox Web Browser.

11. Type in the address hills.ccsf.edu/mail and press the Enter key.  Enter your name into the Username field.  Do NOT put your real password into the password field, whatever you do!  Everyone in the room can see your password.  Put in a password of FromUbuntu and press the Enter key.  

12. When a box pops up asking whether you want Firefox to remember this password, click “Not now”.  After a few seconds, you will see a message saying Username/Password Failure.

13. Close or minimize the Firefox window.  The ettercap window should now show the name and password you typed in.
Logging in to hills.ccsf.edu with Firefox from Windows

14. Leave the Terminal window open.

15. Go to a Windows machine.  You could use your host system, or any computer in the room.  

16. On the Windows machine, open a Web browser and go to hills.ccsf.edu/mail
17. Enter your name into the Username field. Put in a password of FromWindows and press the Enter key.  

18. When a box pops up asking whether you want the browser to remember this password, click “Not now”.  After a few seconds, you will see a message saying Username/Password Failure.

19. Look at your Ubuntu machine now.  The ettercap window should now show both names and passwords, as shown below on this page.

[image: image5.jpg]yourname@s214-0lu:
Password:

$ sudo ettercap -Tqg -d

ettercap NG-8.7.3 copyright 2001-2004 ALOR !
Listening on ethl... (Ethernet

ethl > 00:0

9:F1:83:35 192.

SSL dissection needs a valid 'redir_command,
Privileges dropped to UID 65534 GID 65534..

28 plugins
39 protocol dissectors
53 ports monitored

7587 mac vendor fingerprint

1698 tcp 05 fingerprint

2183 known services

Starting Unified sniffing.

Text only Interface activated...
Hit 'h’ for inline help



[image: image6.jpg]Eile Edit View History Bookmarks Tools Help

@9 €0 @Em

# Getting Started [ Latest BEC Headlines

m ‘WebMail - Web Mail

/ills.ccst.edu/mail

Enter Username: fouName
Enter Password: s
Enter Host: (optional)|




Saving the Screen Image
20. Make sure the two passwords FromUbuntu and FromWindows are visible, as shown above on this page.

21. Press Ctrl+Alt to release the mouse, and click on the host Windows XP desktop.  Press the PrntScn key to copy whole screen to the clipboard.

22. On the host Windows XP desktop, open Paint and paste in the image.  Save it as a JPEG, with the filename Your Name Proj 23a.
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Setting up a File Share on a Windows Machine

23. Start a Windows XP virtual machine.  You can use the same host machine you are running Ubuntu on, or any other host computer on the LAN.  Log in as usual.

24. Click Start, My Computer.  In the My Computer window, click Tools, Folder Options.  In the Folder Options box, click the View tab.  Scroll to the bottom of the list and make sure the Use simple file sharing (recommended) box is checked, as shown to the right on this page.  Click the OK button. 
25. Right-click the desktop and select New, Folder.  Name the new folder YourNameShare.  Don’t use the literal text “YourName”—instead use your own name.

26. Right-click the YourNameShare folder and click Sharing and Security.
27. If you see a window like the figure below on this page, click the lower blue text saying “If you understand the security risks, but want to share files without running the wizard, click here.”  If you don’t see that box, that’s OK, just proceed to the next step.
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28. In the YourNameShare Properties box, click the Share this folder button, as shown to the right on this page.  Click the OK button.  This machine is now a file server.
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Find the IP address of your Windows machine and write it in the box to the right on this page.  (Your IP address should be on your desktop, but if it isn’t, click Start, Run, enter CMD, press Enter, and enter the IPCONFIG command to get it.). 

Connecting to the File Share From a Different Windows Machine
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Go to a different Windows machine, such as the host Windows XP system.  Click Start, Run.  In the Run box, enter two backslashes and the IP address you wrote in the box above, as shown to the right on this page.  Don’t use the exact address shown in the figure—use the IP address of your own Windows XP file server.  Press the Enter key.  
31. If a Connect to box appears, as shown below on this page, just click Cancel. 
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Look at your Ubuntu machine now.  The ettercap window should one or more password hashes, as shown below on this page.  It’s possible to crack these hashes, but it can be difficult.  You need to use a tool like John the Ripper, which we will use in a later project.

33. If you don’t see any hashes, try opening any local network share from any computer.  The simplest way to do it in S214 is to go to any host Windows XP machine, click Start, Run and enter \\192.168.1.3

Saving the Screen Image
34. Make sure the password HASH is visible, as shown above on this page.

35. Press Ctrl+Alt to release the mouse, and click on the host Windows XP desktop.  Press the PrntScn key to copy whole screen to the clipboard.

36. On the host Windows XP desktop, open Paint and paste in the image.  Save it as a JPEG, with the filename Your Name Proj 23b.
Turning in your Project

37. Email the JPEG image to me as an attachment.  Send the message to cnit.123@gmail.com with a subject line of Proj 23 From Your Name.  Send a Cc to yourself.
Last modified 3-17-07
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