Lecture 15: Man in the Middle Attack to get Passwords from HTTPS Sessions

How HTTPS Works

HTTP v. HTTPS

HTTP doesn't encrypt data at all

· You can sniff traffic with Wireshark, ettercap, etc.

· Completely insecure

HTTPS uses public-key encryption to secure data

· Much safer, but it can still be cracked to some extent by a man-in-the-middle attack
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When you use a secure session (HTTPS), these protocols work together:

· Address Resolution Protocol (ARP)

· Domain Name System (DNS)

· Secure Sockets Layers (SSL)
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ARP Request and Reply

Client wants to find Gateway

ARP Request: Who has 192.168.2.1? 
ARP Reply:

·  MAC: 00-30-bd-02-ed-7b has 192.168.2.1

Demonstration: Sniffing ARP with Wireshark

Start Wireshark capturing packets

Clear the ARP cache

· arp –d *
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Ping the default gateway 
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DNS Query and Response

Client wants to find Gmail.com

DNS Query: Where is Gmail.com?

DNS Response:

·  Gmail.com is at 64.233.171.83

Demonstration: Sniffing DNS with Wireshark

Start Wireshark capturing packets

Clear the DNS cache

· ipconfig /flushdns

Ping Gmail.com
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-BEGIN RSA PRIVATE KEY
MIICXATBAAKBGQDIyX/LZRyOEFORR2+DOHOPGXDGNFLIYaAr6LLNTCH] rDZPOSA
J+GIVLDhUOXa ] hKWCEX/U2CBNZta] nRO4NNCHOJHOSN200SWZ004XH+ FCOYeFqE T
1D]0y/gepNTg5HaXuogTL 1BC]vHOySUAIIEZ5eUTUODNHpAYOPHOPYCEPQIDAQAB
A0GBAKS/KB1DVBgAHODDCO1040280V1ZtABINOTOEETbHUTXQuKUSYS/ rTPAZB0
XDHOMNOCKG K] Wn'514Wo7a1 1xHb4spd/ 1DOPXV2FBW2nByhgCY 1U6ZHy r208
680 CNpSVyqtg+2FradT4NVOCadqkBSR/LWEDRIGLTC T tRABAKEABGVTAKTq54U7
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9pOYTUUUANKGPGESTUAL FCOWUS3Yay JHPOCOBNIMKAWx21BKSMT §nOGry t+XL
13ywm K 15TSNKCNBHVEXZATDK70nZ1]052pg HT6XWbaTOMLs  3NBTTL4ECAFoD
Nd2XNOBNRE5abA9 1 YK +R3UBJWHIHD ] 04ETkCYukar t3xhabCPSHOBNqUa] C2780
Zbp3roUXTwyUSbW] 8rUCQFTVX4V040] eUKEVAGHGTXaBEDGYHNUNSL tUAUGBHOVC
£rT90tsL2CWI g/ LEDFD4aFYNPOVCSX1PCAMIX02IUU=

-END RSA PRIVATE KEY-
-BEGIN CERTIFICATE
MITCNTCCAS4CCODDUBKOISe0] ANBKahK1GOwBAQUFADCB | ELHAKGAUEBNHC
VVHXC2AJBGNVBAGTAKNBHRYWFAYDVQQHEW1TYWAGRNINbINpC2NVHOOWCWYDVAQK
EWRDOINGHREWDWYDVQQLEWNDTKLUTDEYMZEQHAGALUEAXHHUIR1 ZGVUdDECHBIG
C5qGSID3DQEIARYPC23VA25LQGN] C2YUZWRIMBAXDTASHDUXHZ IXNDUZN1OXDTA4
MDUx!H] TxNDUZN10WgYYXC2AJBGNVBAYTALVTHOSWCQYDVQQTEWIDQTEWMBGALUE
BXHNU2FUTEZy YW5 ] aXN] bZENMASGALUECRHEQONTR ] ERMABGALUECXMIQOSIVCAX
MjHXEDAOBGNVBANTBINGGWR L bnQxH ] ACBgkqnkiGOWOBCQEND3N1b3duZUB] Y3m
LnVKdTCBNZANBgKqNk1GWOBAQEFAADB ] QAWGYKCGYEAY C1/SHUCGBBTUUCGVMEB
/TXU243NDSWGGK+pZZnw) T6w82900T/N1L504b] 1204ZHANF/ 1HWGZ2bWOAUXETY
0]PYZKOTd] tESHGKOFx/NXNGHhanKAg4SHV4HGTX40R217qTCCAw07 2PCKIGLPR
1+X1CFKGAR6eHTKRIKDWNDOCAWEAATANBGKQNK 1 GOWOBAQUFAAOBGOCL 71PoNxsk
VS5J6DX]HISILNROSTIsVA1E8e] SaXdBGU201kxYkdz4118]3]0Kpg+CROyTetE
14nds8rosDysn0QuqUroZ 3311gp1G1Pan06LONOEFEQHYGS4veeEbnBTGs06vBS
N2vgEK2/qsCtnidnkVVmPOILV748HCBNYg

ZEND CERTIFICATE.





SSL Handshake
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SSL handshake has three stages: 
· Hellos

· Certificate, Key Exchange, and Authentication

· "Change cipher spec" – handshake finished

The Gateway just forwards all this traffic to the Web server

Demonstration: Sniffing SSL Handshake with Wireshark

Start Wireshark capturing packets

Open a browser and go to yahoo.com

Click the My Mail button
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Hand – these three packets are the TCP Handshake, which happens before the SSL handshake

Hello – these two packets are the Hellos, which start the SSL handshake

Key – these packets perform the last two stages of the SSL handshake:

· Certificate, Key Exchange, and Authentication

· "Change cipher spec" – handshake finished
Open a Socket to Port 443

This is the usual SYN, SYN/ACK, SYN TCP handshake

Port 443 is used for HTTPS

Hellos

Client Hello

Server sends Hello

· This exchange is used to agree on a protocol version and encryption method

Certificate, Key Exchange, and Authentication

Server sends Certificate

Client sends Public Key

Client Authenticates Certificate with Certificate Authority (not visible)
Change Cipher Spec

Server sends "Change Cipher Spec"

Client sends "Change Cipher Spec"

SSL Handshake is done, now client can send encrypted Application Data

Summary of HTTPS Process 
SSL handshake has three stages:

· Hellos

· Certificate, Key Exchange, and Authentication

· "Change cipher spec" – handshake finished
Man-in-the-Middle Attack

ARP Cache Poisoning

The Linux utility 'arpspoof' sends a constant series of ARP REPLIES

This diverts Ethernet traffic to the hacker

· Part of the 'dsniff' package 
DNS Spoofing

The Linux utility 'dnspoof' listens for DNS queries

Sends DNS responses sending Web server data to the hacker

· Part of the 'dsniff' package

IP Routing

'fragrouter' can forward packets to their correct destination

That allows normal Web surfing (HTTP)

· Part of the 'dsniff' package

· This could also be done with 'iptables'

SSL Spoofing

'webmitm' creates a Certificate and intercepts SSL handshakes

· Part of the 'dsniff' package

Limitations of the Attack

The SSL spoofing is not perfect

You can't actually log in and read email

· Internet Explorer sends your password to the hacker before giving up on the connection

· Firefox doesn't send your password to the hacker

Sources 

Hacking videos from link l_15b

· How to decrypt SSL encrypted traffic using a man in the middle attack (Auditor).swf

· MITM Hijacking.wmv

SSL Handshake information from l_15a (cs.bham.ac.uk)
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