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lopics

+ Using Wireshark

- Using Xplico

- Examining Content with NetworkMiner



Wireshark



Wireshark Limitations

* Slow for processing large data sets

e Best to first locate traffic of interest with another tool
such as session data

e And use Wireshark on that limited data



Usetul Wireshark Features

Viewing lower-level Protocol Features in Detall
Omitting Traffic to See Remnants
Following Streams

Setting the Protocol Decode Method with Decode
As

Following Other Streams



Project 2

o] ® " ccdel.pcap
A B ® X 0 Q @@= ®EF | = QA Q
N not http and not ntp and not dns and not tcp.port == 443 and not tcp.port == 80 and not icmp and not tcp.port == 5223 and not arp |
No. A Time Source SrcPort  Destination DstPort Protocol Length info
804 0.060000 192.168.204.45 37976 192.168.203.45 5432 TCP 70 37976 - 5432 [ACK] Seq 71 Ack=2897 Win=4165
805 0.060000 02.168.203.45 5432 192.168.204.45 37976 TCP 1 S S 3 + 37976 [ACK] Seq
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0.060000

192.168.202.68
192.168.203.45
192.1068.202.068
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192.168.204.45
192.168.25.100
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Mark/Unmark Packet
Ignore/Unignore Packet

37976 [PSH, ACK]

Set/Unset Time Reference

Time Shift...

Packet Comment...

Edit Resolved Name

Apply as Filter

0.060000
0.060000

v. 00000 JP! AR > 2934 18.204.45 ) \ l,DP St((:.;].n_ '

830 0.060000 192.168.202.9 8080 192 168 25.100 1030 TCP ! Copy > SSL Stream k

» Frame 809: 1022 bytes on wire (8176 bits), 1022 bytes captured (8176 bits) S T !
Protocol Preferences > HTTP Stream
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Xplico



Using Xplico

Not intended for live capture, although that is
possible

Better for analyzing saved PCAPs
Managed via a Web browser

* By default, SO only allows access from localhost



. Xplico ..:Sols:.. X

— C @ localhost: 987

Xplico Interface

Help Forum Wik CapAnalysis Change password Licenses Logol

ME Case and Session name YOURNAME -> YOURNAME

+ Sessions Cap. Start Time 2008-07-21 18:51:07
. Session Cap. End Time 2008-07-21 23:13:47
Status DECODING COMPLETED
| © Graphs  JENINWR :
CII Filter
—
CEE J | s ) (Emais
Post 371 Number O Received
© Get 4158 Contents 0O Sent
m Video 1 Video 0 Unreaded
S BVLGEGGLEGE  Images 2750 Images O

CapAnalysis




Xplico ..:.Webs: X

— C @ localhost DR +

Xplico Interface
Help Forum WiKi CapAnalysis Change password Licenses Logout
For a complete view of html page set your browser to use Proxy, and point it to
Web server.
Web URLSs: Html Image Flash *Video Audio JSON
+ Site Search: All
+ Feed Go
»_Images Date url Size  Method Info
2008-07-21 23:11:34 www.google.com/firefox?client=firefox-a&ris=org.mozilla:en-U 2756 GET info.xml
2008-07-21 23:11:32 en-us.start2.mozilla.com/firefox?client=firefox-a&ris=org.mozil 278 GET info.xml
2008-07-21 23:11:32 track.sellathon.com/track2.php?S10=230272271621&S01=1216 493 GET info.xml




Xplico ..:\Webs:.. X

— C @ localhost R 4
Xplico Interface

Help Forum  Wiki CapAnalysis Change password Licenses Logout

For a complete view of html page set your browser to use Proxy, and point it to
Web server.

Web URLSs: Html Image Flash *®* Video Audio JSON
+ Site Search: All
» Feed bGo
+ Images Date Url Size Method Info
m 2008-07-21 21:47:30 v6.cache.googlevideo.com/get video?video id=WalR9dAZRRO& 4632715 GET info.xml
CEZOM  Previous o Next




Flash Often Falls

Xplico ..:Webs:.. X

— C @ localhost

Xplico Interface

Help Forum Wiki CapAnalysis Change password Licenses Logout

Flash version 9,0 or greater is required

You have no flash plugin installed

Click here to download latest version




Reconstructed from Packets

Xplico ..:Webs:

&« C @ localhost

Xplico Interface

Help Forum Wiki CapAnalysis Change password Licenses Logout

CapAnalysis

W Follow @xplico




» Xplico ..:Webs... X

“— C @ localhost:9
Xplico Interface
Help Forum  Wiki CapAnalysis Change password Licenses Logou
Search:
+ Site
Feed
Images m—
m pics.ebaystatic.com pics.ebaystatic.com
- Image or Page Image or Page
© Voip
© Chat
Tmehinassis | —e—
: - - pics.ebaystatic.com pics.ebaystatic.com
CﬂMﬂﬂ_}yﬁlB Image or Page Image or Page
¥ Follow @xplico
thumbs3.ebaystatic.com thumbs3.ebaystatic.com
Image or Page Image or Page
_Previous 112]3]4]




NetworkMiner



Windows Only!

* On Linux: takes more than two hours to load the
nitroba.pcap file, which is only 55 MB

e On Windows: < 5 min.



HOStS

< NetworkMiner 1.6.1 =10 x|
Fle Toos Hep
[ Select a network adapter in the list — > b ot | d s |
—Case Panel

Parameters (43752) | Keywords | Cleartext | Anomalies | —
Hosts (747) | Frames (3400c) | Fles (4269) | images (2328) | Messages (2)| Credentials (514)| Sessions (2108)| DNS (2560)| Flename

, nitroba p... 998182...
Sott Hosts On:  |IP Address (ascending) =~ Sort and Refresh

& 49 192.168.15.2 -l
=-§8 192.168.15.4 (MacOS)
IP-192.168.15.4
W MAC: 0017F2E2COCE (Apple)
Hostname:
@@ 0S: MacOS
TTL: 63 (distance: 0)
Open TCP Ports:
[#-£)> Sent: 34554 packets (5.077.415 Bytes), 0.00 % cleartext (0 of 0 Bytes)
# - ¢a Received: 38643 packets (38,297.069 Bytes). 0.00 % cleartext (0 of 0 Bytes)
Incoming sessions: 0
@ g% Outgoing sessions: 1655
8 Host [

~lals

Quered IP Addresses : 192.168.15.1
Queried DNS names : db._dns-sd._udp.0.117.168.192 in-addr.ampa www amazon .com z-ecx images-amazon .c—‘
Web Browser User-Agent 1: Mozlla/5.0 (Macintosh; U: Intel Mac OS X 10_5_4: en-us) AppleWebKit/525.18
Web Browser User-Agent 2 : Mozlla/5.0 (Macintosh; U: Intel Mac OS X en-us) AppleWebKit/5525.20.1 (KH1
Web Browser User-Agent 3 : Moazlla/5.0 (Macintosh; U; PPC Mac OS X Mach-O; en-US; rv:1.7.5)
Web Browser User-Agent 4 - CFNetwork /330 4
Web Browser User-Agent 5 : Mozlla/5.0 (Macintosh; U: Intel Mac OS X en-US; rv:1.8.1.16) Gecko/2008070
Web Browser User-Agent 6 : Apple-PubSub/65.1.1
Web Browser User-Agent 7 : iTunes/7.7 (Macintosh; U: Intel Mac 0S X 10.5.4)

Web Browser User-Agent 8 : Adium/1.2.7 (Mac OS X) Sparkle/1.1
Wah MIM.Mwunﬂ.‘ano-mm MSIE § R) _'ﬂ
»

|

Live Sniffing Buffer Usage: |




Vlessages

< NetworkMiner 1.6.1 =10J }_‘
Fle Tools Hebp
I---Seledanetwoﬁcadap(ernmehst--- _'_l 4 S‘.a1| 4 Stop
K ] G . : —Case Panel —
I I | ' Fiename | MD5
Hosts (747) | Frames (340cx) | Files (4269) | Images (2328) Messages (2) | Credentials (514) | Sessions (2108) | DNS (2560) | Parameters (43752)| e
Frame nr. | Source ... | Destinat | From To | Subject Altribute . Im D » l__
80614 192168.. 6980.2. liytucks Your class stinks 10 iytuckrige @yzhoo com |
83601 192168... 69259 iytuckn... you cantfindus subject you can! find us
message and you can hide from us Stop tea...
type 0
i 30
submt x 92
submit y 26
Pﬂmm\h‘deﬁunm -]
Stop teaching.
Start running.
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lopics

- An NSM-centric Look at Network Traffic

- Using Squil

-+ Using Squert

-+ Using Snorby (Removed from SO)

- Using ELSA



Squll



Sguil’s Six Key Functions
Sguil enables six key functions helpful to NSM analysts:

= Sguil performs simple aggregation of similar alert data records.

« Sguil makes certain types of metadata, and related data, readily available.

= Sguil allows queries and review of alert data.

» Sguil permits queries and review of session data.

= Sguil provides a right-click menu that lets you pivot, or move from either of those two
categories of data to full content data, rendered as text in a transcript, in a protocol
analyzer like Wireshark, or in a network forensic tool like NM.

= Sguil exposes features so analysts can count and classify events, thereby enabling
escalation and other incident response decisions.



Events

Ll SGUIL-0.9.0 - Connected To localhost + . 0X
Fide Query Reports Sound: Off ServerName: localhost UserName: sguil UserlD: 2 2017-10-30 19:13:46 GMT
| nesmime evens | scated events]
so-virtual... 3.477 2017-10-09 19:39:11  95.211.224.12 172.16.1. ET TOR Known Tor Relay/Router (Not Exit) Node UDP Traf...
RT 11 so-virtual... 3.543 2017-10-1000:45:02 172.16.1.195 172.16.1.0 1 GPL ICMP_INFO PING *NIX
RT 2 so-virtual.. 3.565 2017-10-30 1912242 172,161 43723 172.16.1.196 3306 6 ET POLICY Suspicious inbound to mySQL port 3306
[g 1 so-virtual.. 3.567 2017-10-30 19:12:42 1721610 43723  172.16.1.196 5906 6 ET SCAN Potential VNC Scan 5900-5920
m 2 so-virtual.. 3.568 2017-10-3019:12:43 172.16.1.1 43723 172.16.1.196 5432 6 ET POLICY Suspicious inbound to PostgreSQL port 5432
RY 1 so-virtual... 3.570 2017-10-3019:12:43 172.16.11 43723 172.16.1.196 5801 6 ET SCAN Potential VNC Scan 5800-5820
E 2 so-irtual.., 3.5N 2017-10-30 19:12:44  172.16.1.1 43723 172161196 1433 6 ET POLICY Suspicious mbound to MSSQL port 1433
E 2 sowirtual,., 3.572 2017-10-30 19:12:44 172,161 43723  172.16.1.196 1521 6 ET POLICY Suspicious mbound to Oracle SQL port 1521 g
- 1 sowirtual.., 1.363 2017-10-3102:12:46 172.16.1.1 0.0.0.0 [OSSEC] SSH insecure connection attempt (scan).
RT 14 sowvirtual.., 3.575 2017-10-30 19:13:01  172.16.1.1 45878  172.16.1.196 22 6 ET SCAN Potential SSH Scan OUTBOUND
m 1 so-virtual... 3.576 2017-10-30 19:13:01 172.16.1.1 45878 172.16.1.196 22 6 ET SCAN Potential SSH Scan
- so-virtual... 3.578 2017-10-3019:13:02 172.16.1.1 45900 172.16.1.196 32004 17 GPL SHELLCODE x86 inc ebx NOOP
m so-virtual... 3.579 2017-10-30 19:13:02  172.16.1.1 45900 172.16.1.196 32004 17  ET SCAN NMAP OS Detection Probe v
=
1 resounion | Agentstaus | snorestatstcs] Systemsgs | usern SO o000 v Show e
alert tep SEXTERNAL_NET any -> SHOME_NET 5900:5920 (msg: "ET SCAN Potential VNC Scan 5900-5920%; flags:S,12; Al
v Reverse DNS v Enable External DNS threshold: type both, track by_sr¢, count 5, seconds 60; reference:urldoc.emergingthreats.net/2002911; _‘E
SrcIP: 172.16.1.1 Source IP Dest IP Ver HL TOS len ID Flags Offset TTL ChkSum
Src Name: Unknown 172.16.1.1 172.16.1.196 4 5 0 4 16503 0 0 53 60015
Dst IP: 172.16.1.196 UAPRSF
O rer— Source Dest RRR CS S Y 1
Port Port 1 0O GKHTNN Seq# Ack & Offset Res Window Urp ChkSum
Whois Query:  None ° SrclP * DstIP 43723 5906 X . 776718384 0 6 0 1024 0 (32999
t None. None.
Y
v " Hex * Text | NoCase




Query

Query Builder

Select Query Type
‘ ® Events ¢ Sancp ¢ PADS

AND Edit Where Clause 1 _
WHERE event.timestamp > '2017-10-23" AND event.signature .
OR LIKE '%nmap% _
NOT <
LIKE >

Add Union
IP Address LIMIT 1000 <=>




L Ike Splunk

B T SGUIL-0.9.0 - Connecte... 0 ° |

' tea ) 1}

File Query Reports Sound: Off ServerName: localhost UserName: sguil UserlD: 2 2017-10-30 22:04:31 GMT

RealTime Events | Escalated Events  Event Query 1 |

Close ISELECT event.status, event.priority, sensor.hostname, event.timestamp as datetime, event.sid, event.cd, event.signature, Al Submit I

INET_NTOA(event.src_ip), INET_NTOA(event.dst_ip), event.ip_proto, event.src_port, event.dst_port, event.signature_gen, event.signature_id, -
Export | event.signature_rev FROM event IGNORE INDEX (event_p_key, sid_time) INNER JOIN sensor ON event.sid=sensor.sid WHERE S Edit

CN1 Alert 1D Date me C 1F POr [ | DPOI

RT 1 so-wrtual.. 3.579 2017-10-30 19:13:02 172.16.1.1 45900 172.16.1.196 32004 17 [ET SCAN NMAP OS Detect...
RT 1 so-wvirtual... 3.582 2017-10-30 19:13:03  172.16.1.1 45900 172.16.1.196 32004 17  ET SCAN NMAP OS Detect...
RT 1 so-wrtual.. 3.586 2017-10-3019:13:03  172.16.1.1 45900 172.16.1.196 32004 17  ET SCAN NMAP OS Detect...
RT 1 so-irtual... 3.589 2017-10-3019:13:04 172.16.1.1 45900 172.16.1.19 32004 17  ET SCAN NMAP OS Detect...

() Query returned 4 row(s).
5}




Pivot to Full Content Data

L] SGUIL-0.9.0 - Connected To localhost *+ -0 X
File Query Reports Sound: Off ServerName: localhost UserName: sguil UserlD: 2 2017-10-30 22:13:23 GMT
RealTime Events] Escalated m] Event Query 1 ]
ST CNT | S Src IF : Dst IF C ve ag A
RT 60 so-virtual... 3.477 2017-10-09 19:39:11 95.211.224.12 123 172.16.1.196 123 17 ETTOR Known Tor Relay/Router (N...
RT 11 sowirtual... 3.543 2017-10-10 00:45:02 172.16.1.195 172.16.1.1 1 GPL ICMP_INFO PING *NIX
RT 2 so-virtual... 3.566 2017-10-3019:12:42  172.16.1.1 43724 172.16.1.196 3306 6 ET POLICY Suspicious inbound 10 ...
RT 1 so-virtual... 3.567 2017-10-3019:12:42 172.16.1.1 43723 172.16.1.196 5906 6 ET SCAN Potential VNC Scan 5900-5...
RT 1 so-virtual... 3.570 2017-10-3019:12:43  172.16.11 43723 172.16.1.196 5801 6 ET SCAN Potential VNC Scan 5800-5...
RT 2 so-virtual... 3.569 2017-10-3019:12:43  172.16.1.1 43724 172.16.1.196 5432 6 ET POLICY Suspicious inbound to P...
RT 2 so-virtual... 3.572 2017-10-3019:12:44  172.16.1.1 43723 172.16.1.196 1521 6 ET POLICY Suspicious inbound to ...
RT 2 so-virtual... 3.574 2017-10-3019:12:44  172.16.1.1 43724 172.16.1.196 1433 6 ET POLICY Suspicious inbound to ...
RT 2 so-virtual... 3.576 2017-10-3019:13:01 172.16.1.1 45878 172.16.1.196 22 6 ET SCAN Potential SSH Scan
RT 22 so-virtual... 3.575 2017-10-30 19:13:01 172.16.1.1 45878 172.16.1.196 22 6 ET SCAN Potential SSH Scan OUTB...
- 4 sowirtual... 3.578 2017-10-30 19:13:02 172.16.1.1 45900 172.16.1.196 32004 17 GPL SHELLCODE x86 inc ebx NOOP
RT so-virtual... 3.579 2017-10-30 19:13:02 172.16.1.1 45900 172.16.1.196 32004 17 ET SCAN NMAP OS Detection Probe
. 1 so-irtual.. Event History 12:46 172.16.1.1 0.0.0.0 0 [OSSEC] SSH insecure connection a... v
Transcript -
Sy ] e | Transcript (force new) ‘ M ] » Show Packet Data | Show Rule
- s Wireshark —_—

Reverse DNS v Enable E \virochark (force new) 3
SrciP: NetworkMiner Source IP Dest IP Ver HL TOS len ID Flags Offset TTL ChkSum
Src Name: NetworkMiner (force new)

W Bro ] Source Dest
Dst Name: Bro (force new) o e Length e
Whois Query: = None * SrcIP ~ DstIP -
Al
v
v © Hex * Text NoCase




Squert



Squert

* Open-source web interface for NSM data

* Written to provide access to Sguil databases via a
Web browser

* Adds visualizations and supporting information



[} squert (48) - squil

EVENTS

INTERVAL
TOGGLE ~
S
S
SUMMARY A
Queved events 43
10tal everns 43
10tal signanres 13
PRIORITY A
high T (lew
medum 39 p»
ow
Other 242
CLASSIFICATION A

@ compromised L1

® compromised L2

® atterrpied access .

B denial of service

B policy violason
reconnaissance

® malicious
No action req'd

escalaed evert

TAGS A

’ WELCOME sguil | 00007

& C A Notsecure

2017-10-30 00:00.00

x

baps

-

QUEVE SC

N
- |

=

e

=

.

e

v

.-

e

-

e

localhost

> 2017-10-30 2359:59 (+00.00)

o

Events

squert (48) - sguil - Chromium

o O wm = o

FILTERED BY OBJECT. NO

04 05 06 07 08

ACTWITY  LAST EVENT

22:01:20
H 19:15:40
H 19:15.06
H 19:13.04
= 191304
. 19:12:44
* 19.12:44

19:12.43
s 19:12:43
: 19:12.42
s 19:12.42

19.07-48

2 2175¢cl166ael1305c4db392el172

Filter

@Y
FILTERED BY SENSOR: NO

) 10 il 12 13 14 15 16 1

SIGNATURE

ET POLICY Dropbox Chent Broadcassng

ET SCAN Potential SSH Scan OUTBOUND

ET SCAN Potential SSH Scan

ET SCAN NMAP OS Detection Probe

GPL SHELLCODE x86 inc etx NOOP

ET POLICY Suspicous inbound to MSSQL port 1433

ET POLICY Suspicous inbound 10 Oracle SQL port 1521

ET SCAN Potential VNC Scan 5800.5820

ET POLICY Suspicous inbound 10 PossgreSQL port 5432

ET SCAN Potential VNC Scan 5900-5520

ET POLICY Suspicious inbound 1o mySQL port 3306

GPL ATTACK_RESPONSE id check returmed root

2012648

2001219

2018489

2101390

2010935

2010936

2002910

2010939

2002911

2010937

2100498

43

17

17

w

<«
prIORTY. (R OIS )

.
-

~
»

23

% TOTAL

4.16T%

2.083%

4.16T%

2.083%

4.16T%

2.083%
UTC 22:27:19

..

-



[N squert  48) - squil

& C A Notsecure
INTERVAL

TOGGLE A
Y
S
SUMMARY A
Queued events 4

totad events 48

total signatures |
PRIORITY A

regh

x

2017-10-30 00:00:00 -> 2017-10-30 23.:59.59 (+00:00)

bt

01

QUEUE

localhost/squert/inde

SC

squert (48) - sguil - Chromium

On O w =
FILTERED BY OBJECT -

02 03 04 05 06 07
DC ACTIVITY LAST EVENT
1 - 19:13:04

>

@ Y |nmap

FLTERED BY SENSOR: NO

08 09 10 11 12 13 14 15 16

SIGNATURE

1l
ET SCAN NMAP”DS Detection Probe

PRIORITY. (SR )

17

18

2018489

19

4

21

PROTO

17

2

23

% TOTAL

8.333%




Snorby



Removed from SO

 Newer open-source Web interface for NSM data

 Abandoned by its developers and removed from
SO



ELSA



ELSA: Enterprise Log
Search and Archive

* |Lets you search logs for strings like Splunk

* Fully asynchronous web-based query interface

* Closely tied to Bro



Programs

ELSA - Chromium ¢ - X
[ ELsa x \"
€&  C A Notsecure bupS //localhost/elsa/ b+ S
X
~ | ELSA~v Admin~ 1 node(s) with 93245.0 logs Indexed and 93318.0
Quety[dass:none -program=o0ssec_archive -program=0ssec groupby:program| ]l Submit Query
- m . . . Reuse Grid
Erom 2017-10-28 15:41:45 | To | (0 uTC | Add Term program ndex > | O Crenttap = aisplay

Value
[§] program class=none -program=o:
4347
5000
577 Ymsve
364 su —
n ghtdm ‘
60 ghclient 3000
2| \
52 fkit-daemon 2000
44 nipd
32 letc/mysqlidebian-start 1000
24 blueman-mechanism
17 gnome-keyring-daemon . . : . '
- cron hghtdm riat-daemon blueman.mechanism apldaem




[ ELSA

x

Visited IPs

ELSA - Chromium

» C A Notsecure | bapS://localhost/elsa/

“'| ELSA~ Admin v 1 node(s) with 93440.0 logs indexed and 93514.0 archived

Query [class=BRO_HTTP *-" groupby-dstip

|| Submit Query

Erom [2017-10-28 15:42:45 |To | | () UTC | AddTemm~ | | dstp ~

82.165.177.154
173.194.167.169 :

L % T /% R R U N ¢

91.189.92.152 91.18991.23 21658195238

WA AN AFY

class=BRO_HTTP "-" groupby

104.19.194 102 172217635

Grid
display

173




ELSA - Chromium * . oD X
[y ELsa x "W
& < C A Notsecure buptS//localhost/elsa/ w i
@ Chromium isn't your default browser. x
Acmn - 1 noce(s) win 92887.0 kogs indexed and 92956.0
Query nmap :
From 2017-1028 153742 | To| umc[mm-][mm-][m-]ummum

[ Result Options... ]Hlld&--y
bosi(l) program(l) ciass(l) #g_poioaty(l) pectoll) srop(l) srcpoa(l) dsap(l) dstpoa(l) sig_sid(l) $g_msg(l)
sig_classification(l) intertace(l)

Records: 4/450ms 2 <« vl < prew 10 el > st oo ll';_'.l

Timestamp Fleids

WWMW Attompted Information Leak)

[Priority: 2]): 1> (UDP) 172.16.1.1:45900 -> 172.16.1.196:32004

12:13.03 003=120.00.1 progran=snog Cass=SNORT 59 poonyy=2 protosUDR wop=11216.11 wcpoi=45900
Q:19=172.16.1.196 0=1p0ri=32004 3q_50=12018489 3 5_m:o=ET SCAN NMAP OS Detection Probe

[1:2018489:3] ET SCAN NMAP OS Detection Probe [Classification: Attempted Information Leak)

[Priority: 2]: <so-virtual-machine-ethd-1> (UDP) 172.16.1.1:45900 -> 172.16.1.196:32004

12-13.03 003=127.00.1 progracn=gnoa chass=SNORT 59 _poonty=2 proto=UDP wcip=172.16 1.1 w1cpo=45900

Osp=172.16 1,196 0sp0n=32004 2 s0=12018489 3 5.9 msg=ET SCAN NMAP OS Detection Probe

29_classiicatoneAtiempted Information Leak «ierface=50-vitual-machine echd-1

[1:2018489:3) ET SCAN NMAP OS Detection Probe [Classification: Attempted Information Leak]

Mon Oct 30 [Priority: 2): <so-virtual-machine-ethd-1> (UDP) 172.16.1.1:45600 -> 172.16.1.196:32004

et 005212700 1 progeacn=snon class=SNORT 5 _pronty=2 peotosUDP sicip=172 16 1.1 1c0n=45900

' dsipel72.16 1,196 0sipor=32004 wg 50wl 2018489 3 5o mugeET SCAN NMAP OS Detection Probe

sg_dlassiicaton=Atlempied Information Leak iecface=s0-vitual-machine-ehQ-1

[1:2018489:3) ET SCAN NMAP OS Detection Probe [Classification: Attempted Information Leak)

[Priority: 2): <so-virtual-machine-ethd-1> (UDP} 172.16.1.1:45900 -> 172.16.1.196:32004
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Splunk Cost

Perpetual License Annual Term License Volume Purchase
Index Volume (per GB) (per GB) Discount
1 GB/Day $4,500 $1,800 0%
10 GB/Day $2,500 $1,000 44%
50 GB/Day $1,900 $760 58%
100 GB/Day $1,500 $600 67%

>100 GB/Day itact sales for custom pricing with additional volume discounts




