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Topics
• Part 1 (p. 102 - 115) 
• Risk Management Concepts 
• Implementing a Risk Management Program 

• Part 2 (p. 114 - 125) 
• The Risk Management Life Cycle 

• Part 3 (p. 125 - 158) 
• The Risk Management Life Cycle 

• Part 4 (p. 158 - 182) 
• Operational Risk Management



Asset Identification and 
Valuation



Assets
• Hardware assets 
• Servers, network hardware, workstations, 

printers, etc. 
• May include assets in storage and 

replacement components, depending on 
scope 

• Often poorly inventoried and maintained 
• Often omits applications



Asset Tracking Software

• Security scan, patch management, and 
asset inventory systems may help 
• But they are often poorly maintained



Asset Characteristics

• Identification (model, serial number) 
• Value (consider depreciation) 
• Location 
• Security classification 
• Asset group 
• Owner 
• Custodian



Physical Inventory

• Verify the information in the asset inventory 
• Assets may be moved or retired 
• Missing assets may have been moved 

without authorization or stolen



Subsystem and Software 
Assets

• Information Assets 
• Customer information 
• Intellectual property 
• Business operations 
• Virtual assets 
• Leased, not owned 
• But they have a replacement cost



Cloud-Based Information 
Assets

• Company information assets held by 
another company 

• Often overlooked 
• Unless you use a cloud access security 

broker



Virtual Assets
• Can be deployed without involving other 

stakeholders 
• Such as purchasing 

• Subject to virtual sprawl 
• Sometimes automatically generated via 

elasticity 
• Software-Defined Networking (SDN) 
• Facilitates creation of virtual networking 

devices



Asset Classification



Asset Classification

• Assigns assets to categories 
• Representing usage or risk 

• Determines criticality 
• Criticality includes: 
• Information sensitivity (such as customer 

information) 
• Operational dependency



Resources

• Criticality forms the basis for 
• Information Protection  
• Redundancy 
• Business continuity planning 
• Access management



Best Approach

• First identify and classify information 
assets 
• Then classify systems 

• Often overlooked: 
• Unstructured data 
• Data residing outside organization's 

approved systems



Information Classification
• Analyzedfor value, criticality, integrity, and 

sensitivity 
• Examples: 
• Monetary value 
• Operational criticality 
• Accuracy or integrity 
• Data that must be highly accurate 
• Such as price lists 

• Sensitivity (like PII)



Classification Levels



Information Handling



Information Handling



System Classification

• Database management server 
• Demilitarized zone firewall 
• Internet time server 

• Facilities can also be classified



Network Segmentation



Asset Valuation



Qualitative Asset Valuation

• Rate from 1 to 10 
• Determines which assets are more valuable 

than others



Quantitative Asset Valuation

• Replacement cost 
• Book value 
• Net present value (revenue generation) 
• Redeployment cost (virtual machines) 
• Creation or reacquisition cost 
• Consequent financial cost 
• Cost of a breach
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Threat Identification



• Internal 
• External 
• Advanced Persistent Threats (APTs) 
• Emerging Threats

Threat Identification



Sources of Threat 
Intelligence



Internal Threats



Rogue Employees



Man-Made Threats

• Leaked data by 
email, USB, 
etc. 

• Eavesdropping 

• DoS attack 

• Fire



Natural Threats

• Earthquake 
• Forest fire 
• Solar flares



External Threats



Motivations



APTs

• Nation-state espionage 
• Work slowly and carefully 
• Establish persistent concealed foothold 
• Exfiltrate data over a long period of time



Emerging Threats

• New techniques



Vulnerability Identification

• Configuration fault 
• Design fault 
• Known unpatched weakness 
• Undisclosed unpatched weakness 
• Undiscovered weakness 
• Third-party vulnerabilities 
• In cloud services



Risk Identification

• Threats 
• Threat actors 
• Vulnerabilities 
• Asset value 
• Impact



Risk, Likelihood, and 
Impact



Likelihood

• Hygiene 
• Visibility 
• Velocity (warning or foreknowledge) 
• Motivation 
• Skill



Impact



Qualitative Risk Analysis



Risk Analysis Techniques 
and Considerations



Dimensions of an Asset



Gathering Information



Risk Analysis Types
• Qualitative 
• Higher v. lower 

• Semiquantitative 
• Scale 1 to 5 

• Quantitative 
• Actual costs 
• Difficult to measure event probability and 

costs



Quantitative Risk Analysis

• Asset Value (AV) 
• Exposure Factor (EF) 
• Single Loss Expectancy (SLE) 
• Annualized Rate of Occurrence (ARO) 
• Annualized Loss Expectancy (ALE)



OCTAVE

• Operationally Critical Threat Asset and 
Vulnerability Evaluation 

• Risk analysis approach developed at 
Carnegie Mellon University



OCTAVE

• Step 1: Establish risk measurement criteria 
• Step 2: Develop an information asset 

profile 
• Step 3: Identify information asset 

containers 
• Step 4: Identify areas of concern



OCTAVE

• Step 5: Identify threat scenarios 
• Step 6: Identify risks 
• Step 7: Analyze risks 
• Step 8: Select mitigation approach



Other Risk Analysis 
Methodologies

• Delphi method 
• Questionnaires given to experts 

• Event Tree Analysis (ETA) 
• Derived from FTA, models a threat scenario 

• Fault Tree Analysis (FTA) 
• Diagram of consequences for an event scenario 

• Monte Carlo Analysis 
• Simulates a system using minimum, likely, and 

maximum values



Risk Evaluation and 
Ranking



Risk Ownership

• Assign individual  risks to individual people 
• Middle- or upper-management leaders 
• Owners also own controls and resources 
• Make risk treatment decisions 
• Accountable



Risk Treatment



Framework for Risk 
Acceptance



Revisiting an Accepted Risk



Controls

• Common outcome of risk treatment 
• Procedures or technical controls



Legal and Regulatory 
Considerations

• Mandatory protective measures 
• PCI-DSS has these 

• Optional protective measures 
• HIPAA has these 

• Mandatory risk assessments 
• PCI-DSS requires them



Compliance Risk

• Consequences of non-compliance 
• With a law, regulation, or legal obligation 

• Two forms 
• Actual security incident 
• Fines and sanctions for mere 

noncompliance 
• Business may pay fines rather than comply



Costs and Benefits

• Change in threat probability 
• Change in threat impact 
• Change in operational efficiency 
• Total Cost of Ownership (TCO)



TCO
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