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Topics
• Part 1 (p. 102 - 115) 
• Risk Management Concepts 
• Implementing a Risk Management 

Program 
• Part 2 (p. 114 - 125) 
• The Risk Management Life Cycle 
• The Risk Management Process 
• Risk Management Methodologies



Topics

• Part 3 (p. 125 - 158) 
• The Risk Management Life Cycle 
• Starting at "Asset Identification and 

Valuation" 
• Part 4 (p. 158 - 182) 
• Operational Risk Management



Risk Management

• 30% of the CISM exam 
• The practice of balancing business 

opportunity with potential information 
security-related losses 

• Largely qualitative



Effectiveness

• Effectiveness of risk management depends 
on 
• Support from executive management 
• Organization's culture with respect to 

security awareness and accountability 
• Each risk management program is 

different, depending on several factors



Factors



Outcomes 

of Risk Management

• Greatest benefits 
• Lower probability of security incidents 
• Reduced impact from incidents 

• Culture of risk-aware planning, thinking, 
and decision-making



Technologies
*

* see next slide



• From cso.com

http://cso.com


Technologies
*

* see next slide



• "Governance, risk and compliance (GRC) 
refers to a strategy for managing an 
organization's overall governance, 
enterprise risk management and compliance 
with regulations. Think of GRC as a 
structured approach to aligning IT with 
business objectives, while effectively 
managing risk and meeting compliance 
requirements." 
• From cio.com

GRC

http://cio.com


Technologies

*

* see following slides

*



UBA
• "a cybersecurity process about detection 

of insider threats, targeted attacks, and 
financial fraud. UBA solutions look at 
patterns of human behavior, and then apply 
algorithms and statistical analysis to detect 
meaningful anomalies from those patterns
—anomalies that indicate potential 
threats." 
• From Wikpiedia.org
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Purchasing Decisions
• With risk management: 
• Identify specific risks 
• Choose to mitigate those risks with specific 

solutions 
• Without risk management, choices come from 
• Salespeople 
• Imitating other companies 
• Articles in trade publications



Risk Tolerance Factors

• Risk assessments and risk treatments 
drive adjustments to controls



Relationships

• IT and security can't be the "no" group 
• Become a business enabler 
• Role: security catalyst



Communication
• Stakeholders need to understand 
• How risk management works 
• What role they will play in it to achieve 

business objectives 
• Impact on relationships and autonomy 
• How the program will improve the 

organization, including their own jobs 
• Be as transparent as possible 
• Some items are still confidential



Security Awareness
• Given to 

entire 
organization 

• Basics of 
security



Risk Awareness
• Given to senior personnel 
• Ensures that they know 
• All business decisions have implications 

on information risk 
• Presence of a formal risk management 

program 
• Process and techniques for making risk-

aware decisions



Risk Consulting

• Security managers often act as consultants 
within their organization 

• Requires relationships of trust 
• Treat these mini-consulting engagements 

as formal service requests 
• Be responsive



Information Risk Consultant

• Key attributes 
• Ability to listen to business leaders 
• Ability to assess impact on a process or 

business unit, and identify other areas of 
the business the issue may cascade to 

• Understand business, not just technology



Risk Management 
Frameworks



Risk Management 
Frameworks



Framework Components



Governance, Risk, and 
Compliance (GRC) Systems



Integration into the 
Environment

• Use a GRC platform to manage policies 
and external vendors 

• To minimize disruption to the organization 
• Integrating into culture is the most 

important consideration



Risk Management Context

• Risk management program may operate 
only within part of the business 

• Or the entire organization



Internal Environments



External Environments



Gap Analyses

• Examination of process or system 
• To determine differences between 
• Existing state, and 
• Desired future state



Example of Gap Analysis
• Change control process 
• Currently: only a log of changes and 

emails containing management approval 
• Lacking: 
• Change request procedure 
• Change Advisory Board (CAB) 
• Roles and responsibilities 
• More fields and annotations in the log



External Support

• Every security manager is lacking in some 
areas 
• Experience with risk management 

programs 
• Experience in this security sector 
• Familiarity with tools, technologies, or 

processes



Information Sources
• Security round tables 
• Organization chapters 
• ISSA, (ISC)2, ISACA 
• Society for Information Management (SIM) 
• Society of Information Risk Analysts (SIRA) 
• Cloud Security Alliance (CSA) 
• InfraGard 
• International Association of Privacy 

Professionals (IAPP)



• Published risk management practices 
• From (ISC)2, ISACA, SANS 

• Security Industry News 
• Information Security, SC, CSO Magazines 
• Dark Reading 
• TechTarget 
• (ISC)2, ISACA,  

SANS

Information Sources



• Reports from research organizations

Information Sources



• Advisory services

Information Sources



• Consulting firms 
• Training 
• Books

Information Sources





• Conferences

Information Sources



• Security Intelligence Services 
• Human-readable, or machine-readable for 

import into SIEM

Information Sources
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