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• infosec.exchange





• https://www.rfa.org/english/news/china/hacking-02222013121848.html



Lockheed-Martin Kill Chain



Mitre ATT&CK





https://www.businessinsider.com/fbi-aristedes-mahairas-these-4-nations-pose-biggest-cyber-risk-to-us-2018-6



CISA

• Cybersecurity & 
Infrastructure 
Security Agency


• https://www.cisa.gov


• Jen Easterly, 
Director

https://www.cisa.gov


• https://www.cisa.gov/topics/cyber-threats-and-advisories/
advanced-persistent-threats-and-nation-state-actors
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Chinese Attacks

• "China probably currently represents the broadest, most 
active, and persistent cyber espionage threat to U.S. 
Government and private-sector networks."



Russia

• "Recent Russian state-sponsored activity has included 
destructive malware and ransomware operations. 
Prioritizing patching of known exploited vulnerabilities is 
key to strengthening operational resilience against this 
threat."

https://www.cisa.gov/stopransomware
https://www.cisa.gov/known-exploited-vulnerabilities-catalog


Iranian Attacks

• "Iran’s growing expertise and willingness to conduct 
aggressive cyber operations make it a major threat to the 
security of U.S. and allied networks and data. 

• https://www.cisa.gov/topics/cyber-threats-and-advisories/
advanced-persistent-threats/iran



North Korea

“North Korea’s cyber program poses a sophisticated 
and agile espionage, cybercrime, and attack threat...
[and]continues to adapt to global trends in cybercrime 
by conducting cryptocurrency heists..."



US Attack Tools



https://www.wired.com/2014/11/countdown-to-zero-day-stuxnet/



https://www2.cs.arizona.edu/~collberg/Teaching/
466-566/2012/Resources/presentations/2012/topic9-
final/report.pdf
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