
CNIT 160: 
Cybersecurity 

Responsibilities

1. Becoming a CISM



Topics
• CISM-certified professional 

• ISACA 

• Certification 

• How to apply for the exam 

• How to maintain your certification 

• How to get the most from your CISM 
journey



Benefits of CISM 
Certification

• Knowledge. skills, and confidence 

• Marketability and career options 

• Employment requirements 

• Customer confidence and international 
credibility



Positions

• CISM helps security managers, and:



Becoming a CISM 
Professional



Requirements
• Experience 

• Five years, three in CISM job practice areas 

• Ethics 

• Exam 

• Education 

• 120 hours of continuing education (CPEs) 
over three years 

• Application



CISM Life Cycle



Direct Work Experience
• At least three years of work experience in 

three or more of the CISM job practice 
areas 

• Information security governance 

• Information risk management 

• Security program development and 
management 

• Information security incident management



Substitution of Experience
• Two Years 

• CISA, CISSP, or post-graduate degree in 
information security or a related field 

• One Year 

• Systems or security management experience 

• Security+, GIAC, MCSE, ... 

• Completion of an information security 
mnagement program at a compliant 
institution



University Instructors

• Each two years teaching information 
security management can be substituted 
for one year of required direct work 
experience



Ethics

• Encourage compliance with standards 

• Perform duties with objectivity, due 
diligence, and professional care 

• Serve in a lawful manner, with high 
standards of diligence and character 

• Maintain privacy and confidentiality of 
information



Ethics

• Maintain competencey and only agree to 
perform activities they can reasonably 
expect to complete 

• Inform parties of results including all 
significant facts 

• Support professional education of 
stakeholders



The Certification Exam



Applying for CISM 
Certification

• CISM application, with exam ID number to 
prove you passed and a list of experience 

• Verification of Work Experience forms 

• Transcript or letter for college or university 
experience waivers



Retaining Your CISM 
Certification

• Continuing education



Retaining Your CISM 
Certification

• Continuing education



CPE Maintenance Fees

• $45 for members and $85 for non-members 
per year



Revocation of Certification




