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Topics

• How Quantum Computers Work 

• Quantum Speed-Up 

• Whi Is It So Hard tp Build a Quantum 
Computer? 

• Post-Quantum Cryptographic Algorithms 

• How Things Can Go Wrong



How Quantum Computers 
Work



Digital Computing 
Logic Gates

NOT 

AND 

XOR 

• From Wikibooks (link Ch 14a)



Digital Adder

• From geeksforgeeks.com (link Ch 14b)



Analog to Digital

• Real devices are 
analog 

• Digital circuits  
minimize time  
spent in the  
"forbidden zone" 

•  Error correction is needed  

• From Wikipedia (link Ch 14c)



Analog Computing

• The Antikythera 
mechanism, 
dating between 
150 and 100 BC, 
was an early 
analog computer. 

• From Wikipedia 
(link Ch 14d)



Slide Rule

• How many bits does it process?



Flute

• Input: white noise 

• Output: clear note 

• Analog Fourier transform 

• How many bits does it process?



Qubit 
Bloch Sphere

• Certain states  
|0>   and   |1>  
are at the top and 
bottom 

• Uncertain or 
superposition states 
are in between 

• Collapses to 1 or 0 
when measured



Range of States

• Digital computing 

• One byte has 8 bits of information 

• 256 possible states 

• 8 qubits 

• Qubit might have any possible value 

• 256 complex numbers required to specify 
state



Range of States

• Digital computing 

•  n bits contains n bits of information 

• n qubits 

• Contain 2n complex floating-point values



Quantum Algorithm



Measurement 

180° rotation about X axis: Bit-flip 

Hadamard gate 
180° rotation about X-Z axis: Bit-flip 
Converts a certain state to a superposition 
state

Quantum 
Gates



Quantum Speed-Up



Searching a List

• Searching an unordered list of n items 

• Classical computer 

• n/2 operations 

• Quantum computer: 

• sqrt(n) operations 

• Using Grover's algorithm 



Simon's Problem

• Similar to hash collisions 

• Given a function f() 

• Find m such that 

• For all x, y satisfying f(x) = f(y) 

• Then 



Simon's Problem

• Classical computer 

• Takes 2n/2 operations 

• Quantum computer 

• Takes n operations 





Shor's Algorithm

• Factors numbers into prime factors 

• Solves Discrete Logarithm Problem (DLP) 

• And the Elliptic Curve DLP 

• Breaks RSA, Diffie-Hellman, ECC 

• And all currently deployed public-key 
algorithms



Shor's Algorithm

• 7 x 13 mod 15 

• Link Ch 14e



Breaking AES-128

• Brute-force search 

• Try all 2128 possible keys 

• Classical: requires 2128/2 calculations 

• Grover's algorithm 

• Quantum: requires 264 calculations



Grover's Algorithm

• Can break symmetric encryption and reverse 
hashes 

• Requires 2n/2 calculations



Double Key Length

• Even with a quantum computer, breaking 
AES-256 or SHA-256  

• Requires 2128 calculations



Why Is It So Hard to Build 
a Quantum Computer?



Noise

• Google and IBM form Qubits are formed from 
superconducting circuits 

• Must be cooled to extremely low 
temperatures 

• Only stable for a few milliseconds 

• Another method uses ion traps











Post-Quantum 
Cryptographic Algorithms



A Different Hard Problem

• Can't be based on the Discrete Logarithm 
Problem 

• Four types 

• Code-Based 

• Lattice-Based 

• Multivariate 

• Hash-Based



Code-Based

• Based on error-correcting codes 

• First one: McEliece developed in 1978 

• Still unbroken 

• Can be used for encryption and signatures 

• Public key is 100 KB in size



Error-Correcting Code

• You want to send a three-bit message 010 

• Over a noisy channel 

• One method: send every bit three times 

• 000111000 

• If a single bit is wrong, the other two will 
outvote it 

• But if two errors occur the system fails



Linear Codes

• Word contains n bits 

• Treat it as a vector v 

• Multiply the word by a matrix G 

• To form code word w = vG 

• Can correct multi-bit errors



McEleice Encryption

• G is a secret combination of three matrices 

• G = ABC 

• Encryption is w = vG + e 

• e is a random error bit 

• G is the pubic key 

• A B C are the private keys



McEleice Encryption

• Relies on the hardness of decoding a linear 
code with insufficient information 

• Known to be NP-complete 

• Beyond the reach of quantum computers



Lattice-Based
• A Lattice is a set of points with a periodic 

structure



Closest Vector Problem 
(CVP)

• Problem: Combine basis vectors to find the 
lattice point closest to a point



Short Integer Solution 
(SIS)

• A is a random matrix 

• q is a prime number 

• b is a vector 

• Problem: Given A and b 

• Find a secret vector s such that 
b = As mod q



Learning With Errors 
(LWE)

• Problem: Given A and b 

• Find a secret vector s such that 
b = As + e mod q 

• e is a random vector of noise



Lattice-Based 
Cryptography

• These three problems are somewhat 
equivalent 

• Believed to be hard for both classical and 
quantum computers 

• But perhaps only in the hardest cases 

• And finding approximate solutions might be 
easier



Multivariate
• Four unknowns, and four random quadratic 

equations 

• Solving this may be a hard problem



Multivariate Limitations

• Actual hardness depends on the parameters 

• Number of equations 

• Size and type of numbers 

• Choosing secure parameters is hard 

• More than one multivariate scheme has 
been broken 



Multivariate Limitations

• Not used in major apps 

• Concerns about security 

• Often slow or requires tons of memory 

• Benefit: produces short signatures



Hash-Based

• Based on difficulty of finding hash collisions 

• Quantum computers cannot break hash 
functions 

• Hash-based cryptographic schemes are 
complex



Winternitz One-Time 
Signature (WOTS)

• Private key can be used only once 

• To sign one message 

• Message M is a number from 0 to w - 1 

• w is a parameter of the scheme 

• K is the private key 

• Signature is formed by hashing K with M rounds 
Hash(Hash(Hash( ... Hash(K) ... )) 

• Public key is formed by hashing K with w rounds



WOTS Limitations

• Signatures can be forged 

• Hash the signature of M to create the 
signature of M + 1



WOTS Limitations

• Only works for short messages 

• If message has 8 bits, you must calculate  

• 28 - 1 = 255 rounds of hashing 

• If message has 128 bits 

• 2128 - 1 rounds of hashing 

• Must break long messages into several 
smaller ones



WOTS Limitations

• Only works once 

• If a private key is used twice 

• Attacker can combine those signatures to 
forge other messages 

• There is no simple way to fix this problem



Hash-Based Schemes

• State-of-the-art schemes use more complex 
versions of WOTS 

• With tree data structures 

• And sophisticated techniques to sign 
different messages with different keys 

• SPHINCS is a state-of-the-art scheme 

• Signatures are dozens of KB long



How Things Can Go 
Wrong



Unclear Security Level

• Security proofs are often asymptotic 

• Only true for large values of parameters 

• Such as the dimension of the lattice 

• In practice, smaller values are used 

• Difficult to quantify the level of security 

• Attacks on new schemes, like lattices, are not 
well understood



Too Late?

• Post-quantum encryption is more important 
than post-quantum signatures 

• Signatures can be revoked & replaced 

• Old encrypted data can be archived and 
broken years later 

• In practice, Diffie-Hellman often uses more 
than the shared secret to form the session key 

• Safer against quantum computers



Implementation Issues

• Some post-quantum encryption 
implementations have been optimized for 
speed 

• And are vulnerable to timing attacks 

• Post-quantum algorithms will be less secure 
than older algorithms at first



• Began in 2016 

• Plan: standard will be chosen in 2022  

• https://nvlpubs.nist.gov/nistpubs/ir/2020/
NIST.IR.8309.pdf








