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Win32 API, DLLs, and PE Files



Windows API
(Application Programming Interface)

In Linux, a programmer can talk directly to
the kernel with syscalls (INT 0x80)

But in Windows the kernel is only
accessible through the Windows API

Implemented as a set of DLLs

Changes with each Windows version and
Service Pack



Windows API
(Application Programming Interface)

» Every process using the Windows APl must
use dynamic linking to the DLLs

* The Windows APl changes more often than
Linux Syscalls do

 Here's an API call to make a window

hwnd = CreateWindowExX(
WS_EX CLIENTEDGE,
g_szClassName,
"The title of my window",
WS_OVERLAPPEDWINDOW,
CW_USEDEFAULT, CW_USEDEFAULT, 240, 120,
NULL, NULL, hInstance, NULL);



DLLs
(Dynamic Link Libraries)

* Pre-compiled library code

 Loaded as needed when executable files
run

* You can see loaded DLLs with Process
Explorer

— View, Lower Pane View, DLLs
— Link Ch 6b



File Options View Process Find DLL Users Help
dRAmO OB F X AD ||

|| ) | i |

|l:f

Pocess CPU  Prvate Bytes [IINGKIRGSEl PID Desciption Company Name A
) Symem de Process 2 0K 8K 0 II
= 1) System 03 4K 560K 4
¥ ntemupts 082 0K 0K  n/a Hardware intemupts and DPCs
LRELT 196K 204K 500
B cores e 736K 1436K 592
B cons e 002 9% K 316K 65
= B wninkt exe 688K 384K 668
(= W services exe <M 1816K 3044K 784
= 7 swchost exe 002 232K 5948K 840 Host Process for Windows S... Microsoft Coporation
B WmiPrvSE exe 1420K 6372K 5048 v
Description Company Name Path A
Advanced Windows 32 Base API Microsoft Comporation C\Windows\System32\advap32 Al
|boryptpamitives di Windows Cryptographc Prmitives Lbrary Mcrosoft Coporation C\Windows\System32\beryptpamtives dl
Mcroscft COM for Windows Mcrosoft Coponation C\Windows'\System32'combase di
User Expenience Controls Lbrary Mcrosoft Componation CA\Windows \WinSxS'x86_micresoft windows common-cont
Common Dialogs DLL Mcrosolt Coporation CAWindows\System 32\comdig 32 i
Base cryplographic API DLL Microsoh Comporation CAWndows\System32\cryptbase &l
Mcrosoft Deskiop Window Managsr AFI Microsoft Comporation CAWndows\System 32\dwmapi di
GDI Chert DLL Microsoft Comporation C\Windows\System32'gd32 dl
Muti-User Windows IMM32 AP| Ciert DLL Mcrosoft Coporation C\Windows\System32mm32.dl
kemed appcore i AppModel AP Host Mcrosoft Coporation C\Windows\System 32\keme! appcore di
Windows NT BASE AP Chent DLL Mcrosoft Compontion C\Windows'\System32\kemel32 d
KameiBase di Windows NT BASE API Chert DLL Mcrosoft Componation CA\Windows'\System 32\ KemeiBase di
CA\Windowe\System32\ocale ris
MSCTF Server DLL Microsolt Coporation CAWndows \System32\msctf &
Windows NTCRT DLL Microsoft Comporation CA\Windows\System32\msvert &
Notepad Mcrosoft Coporation C\Windows\System32\notepad exe
notepad exe mu Notepad Mcrosoft Coporation C\Windows\System32\en-US\notepad exe mu
NT Layer DLL Mcrosoft Coponation C\Windows'\System32\ntcll
Mcrosoft OLE for Windows Mcrosoft Coponation C\Windows'\System32\cle 32 dl
Microsoht Coporation CAWindows\System32\cleaut 32 d v

CPUUsage: 763%  Commit Charge: 35.79% Processes 42 Physical Usage: 68.38%




PE (Portable Executable) Files

Format used for .EXE and .DLL files
— And some other extensions (link Ch 6c¢)

Can be loaded on every 32-bit (or 64-bit)
Windows version

Contains information about all required
DLLs

Easy to see with PEView (link Ch 6d)



Import Table for Notepad

(L, PEview - C:\Windows \System32\notepad.exe ‘._Lnlz(_l
Fle View Go Help
20000 |zmFH|==c
) notepad.exe pFle | Data | Description | Value B
IMAGE_DOS_HEADER 00000278  4791A64B Time Date Stamp 2008/01/19 Sat 07:27:07 UTC
MS-DOS Stub Program 0000027C 0070 Offset to Module Name ADVAPI32 dil
3 IMAGE_NT_HEADERS 0000027E 0000 Number of Module Forwarder Refs
IMAGE_SECTION_HEADER text 00000280 4791A76D Time Date Stamp 2008/01/19 Sat 07:31:57 UTC
IMAGE_SECTION_HEADER data 00000284 007D Offset to Module Name KERNEL32 dll |
IMAGE_SECTION_HEADER rsrc 00000286 0000 Number of Module Forwarder Refs
IMAGE_SECTION_HEADER reloc 00000288 4791A6A5 Time Date Stamp 2008/01/19 Sat 07:28:37 UTC
BOUND IMPORT Directory Table 0000028C 008A Offset to Module Name GDI32.dil
BOUND IMPORT DLL Names 0000028E 0000 Number of Module Forwarder Refs
% SECTION .text 00000290 4791A773 Time Date Stamp 2008/01/19 Sat 07:32.03 UTC
SECTION .data 000002394 0054 Offset to Module Name USER32.dil
% SECTION .rsrc 00000296 0000 Number of Module Forwarder Refs
% SECTION _reloc 00000298 4791A727 Time Date Stamp 2008/01/19 Sat 07:30:47 UTC
0000029C 009F Offset to Module Name msvert.dil
0000029E 0000 Number of Module Forwarder Refs —Iﬂ
4| | »

[Viewing BOUND IMPORT Directory Table

 Windows Server 2008 Version

~



Sections of a PE File

.text - instructions to execute
.data - global variables

.idata - Import descriptors
.rsrc - Resources (icons, etc.)
.reloc - Relocation data



Relocating PE Files

DLLs have a Base Address
— This is where they are designed to load

But two DLLs might have the same Base
Address
— And both be used by the same EXE

One of them must be moved--"Rebased"”
This process uses the .reloc section



Imports and Exports

* Imports

— Functions the program needs to use from
other code

— Both EXE and DLL files have imports
— The imports generally point to DLL's

* Exports

— Functions this program offers for others to
use

— DLL's have many exports, EXE's don't



Notepad.exe Imports

L, PEview - C:\Users\Administrator\Desktop\notepad-winl0.exe ‘_lnl_!j
Fle View Go Help
2o00C0O I ==
= notepad-win10 exe pFile Data  Description | Value -
IMAGE_DOS_HEADER 0001AE00 0001FBB0 Hint/Name RVA 0214 OpenProcessToken |
MS-DOS Stub Program 0001AEQ04  0001FBC4 Hint/Name RVA 016F GetTokeninformation
#® IMAGE_NT_HEADERS 0001AE08 0001FBDA Hint/Name RVA 00EE DuplicateEncryptioninfoFile
IMAGE_SECTION_HEADER _text 0001AEOC  0001FBF8 Hint/Name RVA 02A6 RegSetValueExW
IMAGE_SECTION_HEADER .data 0001AE10  0001FCOA Hint/Name RVA 0296 RegQueryValueExW
IMAGE_SECTION_HEADER .idata 0001AE14  0001FCIE Hint/Name RVA 0264 RegCreateKeyW
IMAGE_SECTION_HEADER .rsrc 0001AE18  0001FC2E Hnt/Name RVA 0258 RegCloseKey
IMAGE_SECTION_HEADER _reloc 0001AE1C  0001FC3C Hint/Name RVA 0289 RegOpenKeyExW
= SECTION text 0001AE20 O0001FC4C Hmnt/Name RVA 0121 EventSetinformation
SECTION .data 0001AE24 0001FC62 Hint/Name RVA 0120 EventRegister
= SECTION .idata 0001AE28  0001FC72 Hint/Name RVA 0122 EventUnregister
0001AE2C  0001FC84 Hint/Name RVA 0128 EventWriteTransfer
IMPORT Directory Table 0001AE30  0001FC9A Hint/Name RVA 0197 IsTextUnicode
IMPORT Name Table 0001AE34 00000000 End of Imports ADVAPI32 dll
IMPORT Hints/Names & DLL Names 0001AE38 80000159  Ordinal 0159
= SECTION .rsrc 0001AE3C  0002002A Hint/Name RVA 000C CreateStatusWindowW
@ SECTION .reloc 0001AE40 00000000 End of Imports COMCTL32 dil
0001AE44 00020D09E Hint/Name RVA 0008 FindTextW
0001AE48  00020DBA Hint/Name RVA 0003 ChooseFomtW
il'll'l('l‘lAFAf‘. NON2NNTA  Hint/Name RVA NNNE  GetSawFileNamaW Llﬂ
Viewing IMPORT Address Table 4

 Windows 10 Version




Advapi32.dll Exports

20000 |BuFH|[H==
= advapid2 dil pFile Data Description Value -
IMAGE_DOS_HEADER 000621A8  00038A70 Function RVA 03E8
MS-DOS Stub Program 000621AC  0Q0475E0 Function RVA 039 |_ScGetCurentGroupStateW
® IMAGE_NT_HEADERS 000621B0  O00OB4EFE Forwarded Name RVA (03EA A_SHAFinal -> NTDLL A_SHAFinal
IMAGE_SECTION_HEADER text 00062184 00064F19 Forwarded Name RVA 03EB A_SHAInit -> NTDLL A_SHAInit
IMAGE_SECTION_HEADER data 00062188  0Q064F35 Forwarded Name RVA (03EC A_SHAUpdate -> NTDLL A_SHAUpdate
IMAGE_SECTION_HEADER data 000621BC 00044070 Function RVA 03ED AbortSystemShutdownA
IMAGE_SECTION_HEADER didat 000621C0  OOD440EQ0 Function RVA 03EE AbortSystemShutdown'W
IMAGE_SECTION_HEADER rsrc 000621C4 00030530 Function RVA 03EF AccessCheck
IMAGE_SECTION_HEADER reloc 000621C8  0002DFCO Function RVA 03F0 AccessCheckAndAudtAlarmA
= SECTION text 000621CC 00030470 Function RVA 03F1 AccessCheckAndAudtAlarmW
IMAGE_DEBUG_DIRECTORY 000621D0 00030510 Function RVA 03F2 AccessCheckByType
DELAY IMPORT DLL Names 00062104  0002E0CO Function RVA 03F3 AccessCheckByTypeAndAuditAlarmA
IMAGE_LOAD CONFIG_DIRECTORY 00062108 00030490 Function RVA 0374 AccessCheckByTypeAndAuditAlarmW
IMAGE_DEBUG_TYPE_CODEVIEW 0006210C  0Q0304F0 Function RVA 03F5 AccessCheckByTypeResultlist
IMAGE_DEBUG_TYPE _ 000621E0  O0002E1D0 Function RVA 0376 AccessCheckByTypeResultListAndAuditAl
DELAY IMPORT Descriptors 000621E4  0Q002E2E0 Function RVA 03F7 AccessCheckByTypeResultListAndAuditAl
DELAY IMPORT Name Table 000621E8 00030480 Function RVA 03F8 AccessCheckByTypeResultListAndAuditAl
DELAY MPORT Hints/Names 000621EC  000304D0 Function RVA 0379 AccessCheckByTypeResultListAndAuditAl
IMAGE _EXPORT DIRECTORY 000621F0  Q001ESB0 Function RVA 03FA AddAccessAllowedAce
EXPORT Address Table 000621F4 0001E940 Function RVA 03¥B AddAccessAllowedAceEx
EXPORT Name Pomnter Table 000621F8 00030550 Function RVA 03 C AddAccessAllowedObjectAce
EXPORT Ordinal Table 000621FC 00030590 Function RVA 03FD AddAccessDeniedAce
EXPORT Names 00062200 00030570 Function RVA 03FE AddAccessDeniedAceEx
SECTION data 00062204 00030580 Function RVA 03FF AddAccessDemedObpectAce
& SECTION .idata 00062208 00016240 Function RVA 0400 AddAce
& SECTION .didat 0006220C 000305F0 Function RVA 0401 AddAuditAccessAce
@& SECTION rsrc 00062210 00030500 Function RVA 0402 AddAudtAccessAceEx
& SECTION reloc 00062214 00030610 Function RVA 0403 AddAudtAccessObjectAce
CERTIFICATE Table 00062218 00047C90 Function RVA 0404 AddCondtionalAce o
< >




. .
D L L LO a d ] n g @ Cannot find 'ftdZxx.dll', Please, re-install this application

OK

« When an EXE launches, Windows hunts for the
required DLLs

» Looking first in the current working directory

* This allows a developer to include a DLL version
other than the one in C:\Windows\System32

— Leads to DLL Hell; users may need to adjust PATH to
resolve DLL version conflicts



Stuxnet: LNK Oday

 Loaded a DLL
from a USB
thumbdrive

* Took over the
machine as soon
as the icons
appear

— Link Ch 6h

L 4 WegegRCvFe on 172.19.131.162

Fie Edt View Favorkes Tools Heb
¥ O sewch || Foders  [T73])-
Aodress | o \1172.19.131.162\WogRCvfFe

"8 B

etbwlwOZoN. OFPP
dl

File and Folder Tasks &

) Maka a new foldar
l 6 Publish this folder to |




Relative Virtual Address (RVA)

* Windows EXE processes are loaded into
0x00400000 by default

— This is a Virtual Address, only visible to each
process

— Error on page 113 of textbook, too many
zeroes in 0x00400000

* RVA is used to aid in rebasing DLLs
— Loading them in non-preferred locations



Example of VA (Virtual Address)

For example, a possible physical memory address (visible by the CPU):

0x00300000 on physical memory has process A's main
0x00500000 on physical memory has process B's main

And the OS may have a mapping table:

process A's 9x@0400000 (VA)
process B's 9x00400000 (VA)

physical address 9x00300000
physical address 9x00500000

Then when you try to read 0x004000000 in process A, you'll get the content which is located on 0x00300000
of physical memory.

* Link Ch 6g




OllyDbg: Code Starts Near 0x400000

OllyDbg - Lab09-01.exe - [CPU - main thread, module Lab09-01)
[C] Fle view Debug Plugins Options Window Help

ELJ_F_I_FE:;F 4] ¥ ») LEjmTwin|c|s|k|B|R|. S| =2
L1000 PUSH EBP
a8481801)|) . SBEC MOU EBP,ESP
00401003 |] . 83EC 08 SUB ESP,S8
00401006 |) . 8DAS F8 LEA EAX,DWORD PTR SS:[EBP-8]
864010809 |] . 56 PUSH EAX pHandle
RLS0100A ] . 68 3FO0DF DD PUSH OF D031 Access = KEY_ALL_ACCESS
0040100F ) . 6A B0 PUSH @ Reserved = 8
00401011|] . 68 40C0L000 PUSH Lab09-01.00840C040 Subkey = "SOFTWARE\Microsoft \XPS"
PR T6|] . 68 BZ2000080 PUSH 88000002 hKey = HKEY LOCAL_MACHINE
A040101B|| . FF15 20864000 |CALL DWORD PTR DS:[<{&ADVAPI32.RegOpenKetLRegOpenKeyExA
. 85C8 TEST EAX,EAX
Bﬂh01023 74 04 JE SHORT LJDOQ 01.00501029




Heaps



Many Heaps

Heap is used for temporary storage of data
— Via malloc() and free()

Linux uses one heap, but Windows uses
many heaps

Each DLL that loads can set up its own
heap

Heap corruption attacks are very confusing



Threading



One Process, Many Threads

« Each process is subdivided into threads

 Processor time slices are allocated to
threads, not processes

* This allows a single process to operate

more efficiently

— If one thread is waiting for something, other
threads can keep moving



Threads in Task Manager

File Options View
Pmcsss Performance iApphistory]SutupIUm]DmislSeNice:

| cPU
St CPU Intel(R) Core(TM) i7-3667U CPU @ 2.00GHz

%% Utilization 100%

Memory
549/1024 MB (54%)

\,/\ A /.l

| Disk 0 (C) \
o \

[\
\\r/\\/\-V—J /\\\\ -\/\j \/ \_»/v S — A./ : \\ A

60 seconds 0

Ethernet
S: 0 R: 0Kbps Utilization  Speed Maximum speed: 249 GHz

3% __249GHz o« :

‘v rtual processors: 1

Processes Threads Handles
41 677 18471

Up time

0:18:56:31

Virtual machine: Yes
L1 cache: N/A

@ Fewer details ® Open Resource Monitor




Handles

» Handles are pointers to objects like open
files

« Each thread has many handles

* You can view details about every thread
with Process Explorer



fls_Options View Process Findiy ey explorer.exe:3128 Properties - olEN
FIFIE-EI=E1E X% 1
~=== < | tmage | Performance | Performance Graph | GPUGraph  Thesds TCP/1P | Security | Environment | Stings
= W] wnnt exe Count: 56
dg’;““‘-"’“ : D CPU CycesDeta St Address B
‘Ed e oo0e 15576800 SHOORE d'Ondinal 2500020
o dhost exe 25 <00 62138 twind appcore I DIGetClassObject +Oodb 3e0
(a7 svchost exe 2 | SHOORE d1\Ordnal250- Db 30
v taskhostex exe 284 windows immersiveshel serviceprovider dl\DCanUnloadNow«(x 1620
F’Dm“ | 3280 twrna appcore B+ O28a 70
pvehart ean || [3384 SHOORE dl\Ordnal 250+ Db 20
) [ 7 avehost exn I |37%0 SHOORE d\Ordnal 250+ D30
B audody exe 593 SHOORE dl\Ordnal 250+ 0680
= (87 swchost exe N% combase & GatErcrrdos 110
1 ] dasHost exe 31352 SHOORE d\Ordnal250+04:80
@7 svchost exe 3624 Pt AR SaeHeap+0x 1640
"""": 212 rtcl AIRSzeHeap+Ox 1640
E" . — | 308 el A'RISIeHeap +(x 1640
..““e'. \ | |so72 rtdl IR Sae Heap+0x 1640
—a— 4264 bl IR Sze Heap +(x 1640 v
o7 swchost exe Thread 10: nR Mode
v dihost exe Start Time: LS4 11PN 12/12/2014
%‘w'“““' State; Wat:WriserRequest  Base Prority: s
1 J Semchindexer exe <l | Keenel Time: 0:00:01.984 Dyraesc Pricdity: 10
W ] SearchProtocelHoat e User Time: 0:00:01. 718 10 Priorty: o
K SearchFiterHost exe Context Swaches: 18,178 Memory Priority: 5
) amsve exe
Bl ewchotam Cydes: 9,729,467,628 Ideal Processor: 0
» ass exe
Bicessem | Permiszins | Suspend |
S W] winiogen exe
nnm- | || Conel
-
i = = r— 0.12 14756 K 18664 K
& SkyDove o 008 4412K 3576 K 4068 Mcrosoft OneDrve Mook Coporation
2 PrOceD exe 630 23.1%2K 39608K 5740 Sysrtemals Process Explorer  Sysrtemals - www sysinter




The Genius and Idiocy of the DCOM
(Distributed Common Object
Model)
and
DCE-RPC
(Distributed Computing Environment
/ Remote Procedure Calls)



Follow the Money

* Microsoft's business model is to distribute
binary packages for money

* You can build a complex application by

purchasing third-party COM modules from
vendors

— And tying them together with Visual Basic



COM Objects

Can be written in any supported language
Interoperate seamlessly

BUT a C++ integer is not the same as a
Visual Basic integer

So you need to define the input and
outputs with an IDL (Interface Description
Language) file



DCOM Interface Description Language
(IDL) File

[ vuid(e33c0ccd4-0482-101a-bc0c-02608c6baz2ls),
version(1.0),
implicit handle(handle t rpc binding)

] interface 777?

short Function_ 00 (
[in] long element 9,
[in] [unique] ([string] wchar t *element 10,
[(in] [unique] TYPE 1 *element 11,
[in] [unique] TYPE 1 *element 12,
(in] [unique] TYPE 2 *element 13
[in] long element 14,
[in]) long element 15,

[out] [context handle] void *element 16




DCOM IDL File

» Specifies arguments and return values for
a particular function

— In a particular interface defined by UUID, also
called a GUID

— GUID is 128 bits long; 32 hex characters



Two Ways to Load a COM Object

* Load directly into process space as a DLL

* Launch as a service
— By the Service Control Manager (services.exe)
* Running as a service is more stable and
secure
— But much slower
* In-process calls are 1000 times faster than

calling a COM interface on the same
machine but in a different process



Service Control Manager (SCM

File Options View
Processes I Performance I App history[ Startup I Users Detsils  Services

P

Name PID Status User name CPU Memory (p... Description

 @xplorer.exe Running sam 17,748K  Windows Explorer

= lsass.exe 784 Running SYSTEM 1,380K  Local Security Authority Process

@+ msdtc.exe 2584 Running NETWORK... 320K Microsoft Distributed Transaction Coordinator Service
= T MsMpEng.exe 1860  Running SYSTEM 27,788 K  Antimalware Service Executable

* T NisSrv.exe Running LOCAL SE... 836K Mucrosoft Network Realtime Inspection Service

o4 Searchindexer.exe 50438 Running SYSTEM 1,980 K Microsoft Windows Search Indexer
T services.exe 776 Running 1,232K  Services and Controller app

& SkyDrive.exe 4068  Running 1,608 K  Microsoft OneDrive

@ Fewer details

« Appears in Task Manager as services.exe



DCOM Calls

» Microsoft's priority: make it easy for
developers to write software
* Asimple registry or parameter change

tells a program to use a different process
— Or even a different machine

» A process can call a COM interface on a
different machine on the LAN

— 10x slower than calling a COM interface on
the same machine



RPC Endpoint Mapper

 Listening on port TCP 135
* An RPC request in Wireshark

&

Fle Action View Help
o 2= BN »reuw
B¢ Computer Mansgement (192.168.119.137) =) Servi

i System Tocks =

}:‘;Slcaqe A

¢ [ Services and Applications

Services file Edr Yoew Go
@ W Control CdAama B

Computer Management

Fiker tcpport== 135
No,

1604 70.467881000
1605 70.468740000
1606 70, 469020000
1607 70,469091000
1608 70.469477000
1641 70. 523813000

1695 105. 041416000

1657 105.041451000

*Ethemet

192.168.119, 249
192.168.119.249
192.168,119.137
192.168,119,249
192.168.119.137

192.168.119. 249
192.168.119.137

192.168.119.249

Destingtion

v | Expression..

192.108.119.137

192.168.115.137
192.168.119.137
192,168,119, 249
192.168,119.137
192.168.119.249
192.168.119.137

192.168.119.249

192.168.115.137

[Wireshark 1.10.7 (v1.10.7-0-g60931a1 from master-1.10)]
Copture Analyze  Jtatintecs Tdﬂphcax Jocls |ntesnals Help
EXd A+es0oTF2 06 aaaD ansx%x @

Protecol Length Info

TCP
DCERPC
DCERPC
EPM
EpM

e
e

TCP

Clear

Actions

-

Save

SYN] Seq=0 Win=5192 Len=0 NS5«1400

54 49377 > 135 [ACK] Seqel Ackel Wine65536 Lens0
170 Bind: call_id: 2, Frageent: Single, 2 context f1
138 sind_ack: call_id: 2, Fragment: Single, max_xmit
210 Map request, SVCCTL, 32b1T NOR
206 Map response, SWCTL, 3201t NOR

54 49377 > 135 [ACK) Seqe=273 Ack=237 win=65280 Lens
60 135 > 49377 [ACK) Seqe=237 Ack=274 win=65536 Len-

54 49377 » 135 [ACK] Seqe274 Ack=238 Win=65280 Len-




Maps to UUID Values

* Map request shows available RPC

functions

 Link Ch 6m for details

Filter: | tcp.port == 135
No.

Tine Source Destination
1605 70.468740000 192.168.119.249 192.168,.119.137

1606 70.469020000 192.168.119.137 192.168.119,249
1607 70.469091000 192.168.119.249 192.168.119.137
1608 70.469477000 192.168.119.137 192.168.119. 249
1641 70.523813000 192.168.119.249 192.168.119.137

v | Expression.. Clear Apply Save

Protocol Length Info

DCERPC 170 Bind: call_id: 2, Fragment: Single, 2 context
DCERPC 138 Bind_ack: call_id: 2, Fragment: Single, max_x

~

EPM 210 Map request, SVCCTL, 32bit NDR
EPM 206 Map response, SWCTL, 32bit NDR
TCP 54 49377 > 135 [ACK] Seq=273 Ack«237 wWin=65280 L,

number of floors: 5

Floor 1 UUID: SWCCTL
LHS Length: 19
Protocol: uuip (0x0d)
UUID: SWCTL (367abb81-9844-35f1-ad32-98f038001003)
version 2.0
RHS Length: 2
version minor: 0

3 Floor 2 UUID: 32bit NDR

LHS Length: 19
Protocol: wuIp (0x0d)
UUID: 32bit NDR (B8a885d04-1ceb-11c9-9fe8-08002b104860)
version 2.0
RHS Length: 2
version Minor: 0

>




Components that Depend on RPC

° O pe n S e rv-i C eS Remote Procedure Call (RPC) Properties (Local Comp... n

General | LogOn | Recovery Dependencies

o DOUble-Cl]Ck Some services depend on other services, system drivers or load order
groups. ¥ 3 system component is stopped, or is not running propery
dependent sarvices can be affected.

"Remote et Provsce Cat (R0

This service depends on the following system components:

Procedure Call” [

i€}, RPC Endpoint Mapper

The following system components depend on this service

, ActiveX Installer (AxinstSV) A
h Application Identity

% Application Information

y AppX Deployment Service (AppXSVC) 3
h Background Inteligent Transfer Service \
. Background Tasks frastructure Service
. Raza Fitanna Froine

ol
)

~

~

+
+
+
+
+
4
+

[23% (o34 (o)1 ()3 (234 (o)

-~

OK | Cancel




Security Implications

» Code can be designed to run in a trusted
environment

— Calling DLLs that are included in your
application, or Microsoft DLLs

* And easily adapted to run in an untrusted
environment
— Listening on a network port



DEC-RPC Exploitation

* Recon, fuzz, and exploit with Dave Aitel's
SPIKE and other tools

L1 www.immunitysec.com/resources/ e

SPIKE

When you need to analyze a new network protocol for buffer overflows ¢
the SPIKE is the tool of choice for professionals. While it requires a stro
use, it produces results second to none in the field. SPIKE is available
only.

e Download Current Tarball
 Papers on SPIKE




Tokens and Impersonation



Token

« Atoken is a 32-bit integer like a file handle
* Defines user rights

File Options View Process Find Handle Users Help

dREEROR | & X 4 | E

Process CPU  Private Bytes _
[m 7] wininit exe 672K 3476 K

36,696 K 72616 K

PID Description Company

664 Windows Start-Up Application Microsoft Corporation

1 LOMmOoratic
el o

Name

n

Type Name

Thread winlogon .exe(700): 988

Token NT AUTHORITYASYSTEM:3e7
Token NT AUTHORITYASYSTEM:3e7
Token WIN-8LDVLIBQDEN\sam:14318
Token WIN-8LDVLISQDEN\sam:14318
Token WIN-8LDVLIBQDEN\sam:14318
Token WIN-8LDVLISQDEN\sam:14318

Window Station \Sessions\ 1\Windows\Window Stations\WinStal0

Object Address

(xA00D8040
xA2AAAD30
(xA2AAAB40
(xA555DAED
(xA55176E8
(xA552FC60
(xA555DAED
(x803D5E10




Exploiting Token Handling

» Attacker can create threads and copy any
available token to them

* There are typically tokens available for
any user that has recently authenticated



Exception Handling



Structured Exception Handler (SEH)

* When an illegal operation occurs, such as
— Divide by zero
— Attempt to execute non-executable memory
— Attempt to use invalid memory location

* The processor sends an Exception

* The OS can handle it, with an error message
or a Blue Screen of Death

* But the application can specify custom
exception handlers



SEH in Immunity Debugger

Immunity Debugger - notepad.exe

Jt wh cPkbzr. s ? I

CPU - main thread, module notepad
r

MY SEH chain of mainthread | = || @ |[#3m

Address |SE handler A

BB26FB54 ntdll.77675A70
BB26FB6C ntdll.77681C40




Exploiting the SEH

» Overwrite the pointer to the SEH chain

* Overwrite the function pointer for the
handler on the stack

* Overwrite the default exception handler



Debuggers



Three Options

* SoftICE
— Old, powerful, difficult to install

* WinDbg
— Use by Microsoft

— Can debug the kernel, using a serial cable and two
computers
* Or Ethernet, for Win 8 or later
* Or LiveKD and one machine

— Ul is terrible
- OllyDbg
— Very popular but apparently abandoned



OllyDbg

» OllyDbg version 1.10 is very nice

* OllyDbg 2.x is terrible, giving false
results, and useless

* No later version seems to be available



Immunity Debugger

&

g

DEBUGGER

Welcome to Immunity Debugger

| debugger.immunityinc.com




Immunity Debugger

» Based on OllyDbg
« Still alive and under development
* Used by many exploit developers



Immunity Debugger

ghmne,ma.m--ﬁu-mmuum
C Fie View Debug Plugems Imenld Options Window Help Jobs

_‘)}>_C~I«’¢Dllti'i?iu‘J‘l lemtwhcecPkbzr.s ? O BB BT GO

' . isters <FPU)
k. 7FFhERER
NOY e
PUSH EDI .
SHIC24 BC MOU EDI.D ——— . ) T?MEF1D3 ntdl]l. DhglliRenoteBreakin
805424 MOU EIX, D ! L =) fM17CFPsSC
HOY S ) @17CFF88
MOU DUORD PT : 25000800
OR EDI.EDI pinesineieiey Registers
HONT 't ] 2 F L
OR ECX,FFFFFFFF T724U109 atdll. 77921108

ERX , ERX ES @923 32bhit OCFFFFFFFF)
CAS BYTE PIR CS BR1E 312bit BCPPFPPFPP)
§5 B@23 32hit BCFFFFFFFF)
R1F9 FPFPOOGS 2 L - $823 I12bit BCPPPPPRPP)
2 ﬁrnm ' ntdll. 7792/ @A3B 32bit 7FFDEBBR(FFF)
668948 B2 800 =l

LastErr ERROR SUCCESS (DOQ0000Q)>
CNONB_E.BE NS _PE.CE.LE>

#170F s
1 7CPPL4

@1 7CFF&0

@17CFFCA — 1@ Peinter to next SEN record
TIYRELLS 4 SE handler
ST DIDSA4

R17CPPRS ML7CPPI4 § 19
@17CFF8C | 771DEELC RETURN to

S17CPP0 | 00000000 . . .

@17CFF94 -B17CFFD4 b |

WL7CFFYR | 72950788 RETURN to atdl]l . 779537ER

Current Instruction

g(.:'l‘l 48) Attached process paused at ntdll.DhgBreakPoint - ! ;



