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Win32 API, DLLs, and PE Files



Windows API
(Application Programming Interface)

In Linux, a programmer can talk directly to
the kernel with syscalls (INT 0x80)

But in Windows the kernel is only
accessible through the Windows API

Implemented as a set of DLLs

Changes with each Windows version and
Service Pack



Windows API
(Application Programming Interface)

* Every process using the Windows APl must
use dynamic linking to the DLLs

* The Windows API changes more often than
Linux Syscalls do

 Here's an API call to make a window

hwnd = CreateWindowEX(
WS_EX CLIENTEDGE,
g _szClassName,
"The title of my window",
WS_OVERLAPPEDWINDOW,
CW_USEDEFAULT, CW_USEDEFAULT, 240, 120,
NULL, NULL, hInstance, NULL);



DLLs
(Dynamic Link Libraries)

* Pre-compiled library code

 Loaded as needed when executable files
run

* You can see loaded DLLs with Process
Explorer

— View, Lower Pane View, DLLs
— Link Ch 6b
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PE (Portable Executable) Files

Format used for .EXE and .DLL files
— And some other extensions (link Ch 6c¢)

Can be loaded on every 32-bit (or 64-bit)
Windows version

Contains information about all required
DLLs

Easy to see with PEView (link Ch 6d)
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Sections of a PE File

.text - instructions to execute
.data - global variables

.idata - Import descriptors
.rsrc - Resources (icons, etc.)
.reloc - Relocation data



Relocating PE Files

DLLs have a Base Address
— This is where they are designed to load

But two DLLs might have the same Base
Address
— And both be used by the same EXE

One of them must be moved--"Rebased"”
This process uses the .reloc section






Imports and Exports

* Imports

— Functions the program needs to use from
other code

— Both EXE and DLL files have imports
— The imports generally point to DLL's

« Exports

— Functions this program offers for others to
use

— DLL's have many exports, EXE's don't
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Advapi32.dll Exports
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D L L LO a d ] n g @ Cannot find 'ftdZxx.dll', Please, re-install this application

OK

 When an EXE launches, Windows hunts for the
required DLLs

» Looking first in the current working directory

* This allows a developer to include a DLL version
other than the one in C:\Windows\System32

— Leads to DLL Hell; users may need to adjust PATH to
resolve DLL version conflicts



Stuxnet: LNK Oday

 Loaded a DLL
from a USB
thumbdrive

* Took over the
machine as soon
as the icons
appear

— Link Ch 6h

4 WepgRCvFe nn 172.19.131.162
-lic =dt  ¥ea -avoctes  locls

H

rddress

File and Folder Tasks &

2 Foldar
L‘ Publih thic foldar t

Hzlz

o M2 118, 220w A G




Relative Virtual Address (RVA)

* Windows EXE processes are loaded into
0x00400000 by default

— This is a Virtual Address, only visible to each
process

— Error on page 113 of textbook, too many
zeroes in 0x00400000

* RVA is used to aid in rebasing DLLs
— Loading them in non-preferred locations



Example of VA (Virtual Address)

For exemple, a possible physical memory accress (visible by the CPU):

OxPE3EPYOE on physical memcry has process A's main
UxPE5E000E on physical memcry has process B's main

And the OS may have a mapping table:

process A's 9x0840000€ (VA) = physical address 9x003900€0
process B's 9x0040900€ (VA) = physical address 9x065200€6

Then when you try to read 0x00400C000 in process A, you'll get the content which is locatec on 0x00300C00
of physical memory.

* Link Ch 6g




OllyDbg: Code Starts Near 0x400000

OllyDhqg - | abD9-01 exe - [(PL] - main thread, module Lab05-01]

HH4AHTHHN r‘S Y PHsH e
ppha1ae1|| . BBEC MOV EBP,.ESP
00401063 || . BIEC a8 SuUB ESP,8
PP4A1006|| . BDLYS F8 LEN ENX,DWORD PTA SS:[EBP-8)]
pbngIgaee|| . 56 PUSH EAX pPHandle
HHaM1 A . ABH I MMM BN HSH WE HiEl Areess = KIEY_ALL _ALLLSS
DP4A1d0F || . 60 DD PUSH 9 Rescrved - O
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. B5CH TEST EAX,EAX
DD4O1023 || .. 74 DYy JE SHORT Labo2-01.00401029




Heaps



Many Heaps

Heap is used for temporary storage of data
— Via malloc() and free()

Linux uses one heap, but Windows uses
many heaps

Each DLL that loads can set up its own
heap

Heap corruption attacks are very confusing



Threading



One Process, Many Threads

» Each process is subdivided into threads

 Processor time slices are allocated to
threads, not processes

* This allows a single process to operate

more efficiently

— If one thread is waiting for something, other
threads can keep moving



Threads in Task Manager
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Handles

» Handles are pointers to objects like open
files

» Each thread has many handles

* You can view details about every thread
with Process Explorer
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The Genius and Idiocy of the DCOM
(Distributed Common Object
Model)
and
DCE-RPC
(Distributed Computing Environment
/ Remote Procedure Calls)



Follow the Money

* Microsoft's business model is to distribute
binary packages for money

* You can build a complex application by

purchasing third-party COM modules from
vendors

— And tying them together with Visual Basic



COM Objects

Can be written in any supported language
Interoperate seamlessly

BUT a C++ integer is not the same as a
Visual Basic integer

So you need to define the input and
outputs with an IDL (Interface Description
Language) file



DCOM Interface Description Language
(IDL) File

uulad{edclccd-0182-_01za~bclc~-02¢08co0al2’8),
version{ .0y,

implicit _handle (handle t roc_binding)
intartace 2?97

“yp2cel struct
TYPE 2 element 1;
TYPE 2 e2lenent 25

I

} r u'; o

!

short Function 00
[in] long =lemznt &,
[in] [nique [string] wohar + *Ye ament 10,
[in] [unique. TYPE - *e_ement 11,
[i=] [anigue TYPE *a amen- 172,
[in] [unigque. TYPE 2 *element 13,
[in] long =lemznt 11,
[in] Tong alemant 15,
~aut] [eontext handle] wvoic *element 16




DCOM IDL File

» Specifies arguments and return values for
a particular function

—In a particular interface defined by UUID, also
called a GUID

— GUID is 128 bits long; 32 hex characters



Two Ways to Load a COM Object

* Load directly into process space as a DLL

* Launch as a service
— By the Service Control Manager (services.exe)

* Running as a service is more stable and
secure

— But much slower
* In-process calls are 1000 times faster than

calling a COM interface on the same
machine but in a different process



Service Control Manager (SCM
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DCOM Calls

* Microsoft's priority: make it easy for
developers to write software
* Asimple registry or parameter change

tells a program to use a different process
— Or even a different machine

* A process can call a COM interface on a
different machine on the LAN

— 10x slower than calling a COM interface on
the same machine



RPC Endpoint Mapper

 Listening on port TCP 135
* An RPC request in Wireshark
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Maps to UUID Values

* Map request shows available RPC

functions

 Link Ch 6m for details

Tl | lpgpori== 133
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Components that Depend on RPC
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Security Implications

» Code can be designed to run in a trusted
environment

— Calling DLLs that are included in your
application, or Microsoft DLLs

* And easily adapted to run in an untrusted
environment
— Listening on a network port



DEC-RPC Exploitation

* Recon, fuzz, and exploit with Dave Aitel’s
SPIKE and other tools

1 www.immunitysec.com/resources/ 5

SPIKE

When you need to analyze a new network protocol for buffer overflows ¢
the SPIKE is the tool of choice for professionals. While it requires a stro
use, it produces results second to none in the field. SPIKE is available
only.

e Download Current Tarball
e Papers on SPIKE




Tokens and Impersonation



Token

* Atoken is a 32-bit integer like a file handle
» Defines user rights

File Options View Process Find Handle Users Help

HdR2EEOREF X A E :

Process CPU  Private Bytes _ PID Description Company Name
[m | wininit.exe 672K 3476 K 664 Windows Start-Up Application Microsoft Corporation

1 Explorer.exe 0.08 36.696 K 72616 K 2032 Windows Explorer Microsoft Corporatio

n

Type Name Object Address
Thread winlogon .exe(700): 988 (xA00D8040
Token NT AUTHORITYASYSTEM:3e7 xAZAAAD30
Token NT AUTHORITY\SYSTEM:3e7 OxAZAAAB40
Token WIN-8LDVLIBQDEN\sam:14318 (OxA555DAED
Token WIN-8LDVLISQDEN\sam:14318 (xA55176E8
Token WIN-8LDVLISQDEN‘\sam:14318 OxA552FC60
Token WIN-8LDVLIBQDEN\sam:14318 (xA555DAED

Window Station \Sessions\ 1\Windows\Window Stations\WinStal0 (x803D5E10




Exploiting Token Handling

» Attacker can create threads and copy any
available token to them

* There are typically tokens available for
any user that has recently authenticated



Exception Handling



Structured Exception Handler (SEH)

* When an illegal operation occurs, such as
— Divide by zero
— Attempt to execute non-executable memory
— Attempt to use invalid memory location

* The processor sends an Exception

 The OS can handle it, with an error message
or a Blue Screen of Death

* But the application can specify custom
exception handlers



SEH in Immunity Debugger

Immunity Debugger - notepad.exe
zlp Jobs

lt wh cPkbzr. s ? |

CPU - main thread, module notepad

-

Y SEH chain of mainthread | = || & |[s3=

Address |SE handler

B826FB54 ntdll.77675A70
BB26FB6C ntdll.77681C40




Exploiting the SEH

* Overwrite the pointer to the SEH chain

* Overwrite the function pointer for the
handler on the stack

» Overwrite the default exception handler



Debuggers



Three Options

« SoftICE
— 0ld, powerful, difficult to install

* WinDbg
— Use by Microsoft

— Can debug the kernel, using a serial cable and two
computers
* Or Ethernet, for Win 8 or later
* Or LiveKD and one machine

— Ul is terrible
- OllyDbg
— Very popular but apparently abandoned



OllyDbg

* OllyDbg version 1.10 is very nice

» OllyDbg 2.x is terrible, giving false
results, and useless

 No later version seems to be available



Immunity Debugger

.

| debugger.immunityinc.com

@

IMMUNITY

DEBUGGER

Welcome to Immunity Debugger



Immunity Debugger

» Based on OllyDbg
» Still alive and under development
» Used by many exploit developers



Immunity Debugger
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