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History

OllyDbg was developed more than a
decade ago

First used to crack software and to
develop exploits

The OllyDbg 1.1 source code was
purchased by Immunity and rebranded as
Immunity Debugger

The two products are very similar



Loading Malware



Ways to Debug Malware

* You can load EXEs or DLLs directly into
OllyDbg

* If the malware is already running, you can
attach OllyDbg to the running process



Opening an EXE

File, Open
Add command-line arguments if needed

OllyDbg will stop at the entry point,
WinMain, if it can be determined

Otherwise it will break at the entry point
defined in the PE Header

— Configurable in Options, Debugging Options



Attaching to a Running Process

* File, Attach

* OllyDbg breaks in and pauses the program
and all threads
— If you catch it in DLL, set a breakpoint on

access to the entire code section to get to
the interesting code



Reloading a File

o Ctrl+F2 reloads the current executable
* F2 sets a breakpoint



The OllyDbg Interface
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Modifying Data

* Disassembler window
— Press spacebar

» Registers or Stack
— Right-click, modify
* Memory dump
— Right-click, Binary, Edit
— Ctrl+G to go to a memory location

— Right-click a memory address in another pane
and click "Follow in dump”




Memory Map

View, Memory Map



>

@ Memory map

Address |Size Owner Sect ion Contains Type| Access | Initial|Mapped as
BaE168606a| BEA 10686 Map |RW R
BEe2a000 | Be6A10688 Map |RUW R
881206000 BA0E1686 Priv|RW GuaiRW Gua
081 2E600 | BEBBZ2088 Stack of main thr{Priv|/RW RW
08136600 BE6A4688 Map R R
081406000 806601680 Priv|RW RW
8015060808 | BBBE7003 Map |R R SDevicesHarddiskVolumelsllindowss\System32slocale.nls
Ba1Can0a BEBAa168a8 Priv|RW R
Ba1066600 | BE66H1686 Priv|RW R
BB240000 BEBH3080 Priv|RW R
BR2AB000 | BERASHEE Priv|RW RW
Ba400000 | BE0H1686| Laba9-a1 PE header Ima R RWE Cop!
08401000 BE00ABEE| LabB9-a1 | .text Code Ima (R E RWE Cop!
Ba40B000| BA0A1006| Lab89-a1 | .rdata Imports Ima R RWE Cop!
Ba40C008| BANASH0A| LabB9-a1 | .data Data Ima |RW CoptRWE Cop!
Ba426000 BEBBSHEE Map |R R
Ba4EABDE | BABR3080 Map R R
Ba4Fa00a Ba161600 GDI handles Map |R R
BEcEaa0a | BEASEEEE Map R R
7S5C60000| BA001686| KERNELEA: PE header Ima R RWE Cop!
7SC61000| BAB44086| KERNELEA: Ima (R E RWE Cop!
7SCASA0E| BABH2000| KERNELEA: Img |RW RWE Cop!
7SCA7A00| Ba6a4688| KERNELER: Ima R RWE Cop!
7SEBABOG| BA0R1686| NST PE header Ima R RWE Cop!
7SEB1606| B0002008| NST Ima |R E RWE Cop!
7SEB2008| B0001008| NST Img |RW RWE Cop!
7SEB4600| BAB02088| NSI Ima R RWE Cop!
7SECA000| Ba001686| SHELL32 PE header Ima R RWE Cop!
7SEC1608| 8a3C8088| SHELL32 Ima |R E RWE Cop!
76289000 BABA7E0E| SHELL32 Imga |RW CoptRWE Cop!
76290000 BAS79088| SHELL32 Ima R RWE Cop!
768100060 BABAH1686| USER32 PE header Ima |R RWE Cop!
76B11666 BBB6866E8 USER32 Img (R E RUWE Cop!
7EB79000 | BABH1686| USER32 Img |RW RWE Cop!
76B7AB0G0| BAASFB86| USER32 Ima R RWE Cop!
76BEAOOGD | BABA1688| sechost PE header Ima |R RUWE Cop
76BE1008| BA013008| sechost Ima |R E RWE Cop!
76BF 4000 BBBH3688| sechost Img |RW CoptRWE Cop!
7EBF 7000 BABB2088| sechost Ima |R RWE Cop!

« EXE and DLLs are identified
* Double-click any row to show a memory dump
 Right-click, View in Disassembler



Rebasing

* Rebasing occurs when a module is not loaded
at its preferred base address

» PE files have a preferred base address
— The image base in the PE header
— Usually the file is loaded at that address

— Most EXEs are designed to be loaded at
0x00400000

« EXEs that support Address Space Layout
Randomization (ASLR) will often be relocated



DLL Rebasing

* DLLs are more commonly relocated

— Because a single application may import many
DLLs

— Windows DLLs have different base addresses
to avoid this

— Third-party DLLs often have the same
preferred base address



Absolute v. Relative Addresses

Example 10-1. Assembly code that requires relocation
00401203 mov eax, [ebp+var 8]

00401206 cmp [ebp+var 4], 0

00401203 jnz loc_ 0040120

0040120c fmov eax, dword_40CF60

* The first 3 instructions will work fine if
relocated because they use relative
addresses

 The last one has an absolute address that
will be wrong if the code is relocated



Fix-up Locations

Most DLLS have a list of fix-up locations in
the .reloc section of the PE header

— These are instructions that must be changed
when code is relocated

DLLs are loaded after the EXE and in any
order

You cannot predict where DLLs will be
located in memory if they are rebased

Example .reloc section on next slide



fﬁ PEID v0.95

File: |C:\Windows\System32\DeviceMetadataParsers.dll

Entrypoint: |0000457D EP Section: |.text

File Offset: [00003D7D First Bytes: |8B,FF,55,8B

Linker Info: [9.0 Subsystem: |Win32 console
| Windows Icon Graphics format *
Multi Scan Task Viewer Options About Exit
[V Stay on top »p || ->
\ A

Section Viewer

Name | V. Offset | V. Size | R. Offset | R. Size | Flags

text
.data
J[ISrc

Jreloc

00001000
00006000
00007000
00008000

00004DE3
000003E4
00000438
00000518

00000400
00005200
00005400
00005A00

00004E00
00000200
00000600
00000600

60000020
C0000040
40000040
42000040




DLL Rebasing

e DLLS can have their .reloc removed

— Such a DLL cannot be relocated
— Must load at its preferred base address

» Relocating DLLs is bad for performance
— Adds to load time

— S50 good programmers specify non-default
base addresses when compiling DLLs




Example of DLL Rebasing
Olly Memory Map

* DLL-A and DLL-B prefer location
0x100000000

BB34800808| BBGG1666| DLL-B PE header Imag|R | RWE
834168088 BBBa9664| DLL-B et code Imaga/ R | RUE
BB34A888| BaBR2600| DLL-B .rdata imports,exspd Imag| R | RWE
BB34CH88| BBBR2004| DLL-B .dats data Imag|R | RWE
Ba24FB8a| 6816648, DLL-B L TETC resources Imag|R | RWE
BBa250088| BeBa16648| DLL-B .reloc relocations| Imaa|R | RWE
BB84888808| BABA16606| EXE-1 PE header Imag|R | RUE
B8481080808| BAA16606| EXE-1 tertbss| code Imaga/ R | RUE
8411888 BBB4000| EXE-1 LLeRt SFX Imag|R | RWE
084156088 BAGG2000| EXE-1 .rdata Imaa|R | RWE
84178088 B8631066| EXE-1 .data data Imaa|R | RWE
884186088 BBBAR1606| EXE-1 . ldata imports Imaga|R | RWE
884196088 | B868A106068| EXE-1 «TETC resources Imag|R | RWE
18866608 | BB 1664| DLL-A PE header Imag|R | RWE
166616668 888898684 | DLL-A LEeRt code Imaa|R | RWE
1666R608| BBBB2664| DLL-A rdata imports,exspt Imag| R | RWE
1666CH08| BBBA38684| DLL-A .data data Imag/ R | RUE
1866FB68| Beaa1664| DLL-A «TSrC resources Imag|R | RWE
18816668 | B8816648| DLL-A .reloc relocations| Imaga|R | RWE

Figure 10-5. DLL-B is relocated into a different memory
address from its requested location



IDA Pro

* IDA Pro is not attached to a real running
process

* |t doesn't know about rebasing
* If you use OllyDbg and IDA Pro at the same

time, you may get different results

— To avoid this, use the "Manual Load" option in
IDA Pro

— Specify the virtual base address manually



Viewing Threads and Stacks

* View, Threads

» Right-click a thread to "Open in CPU", kill
it, etc.

Threads | o |

| p—

Ord | Ident Window"s title Last error IEntry TIB Suspend |Priority User time System time
Main| B08BBF34| Cisco Packet Tracd ERROR_SUCCESS (84 fFFOFBBa a, Normal 1.1544 < A.2964 <
2. | 80868483 ERROR_SUCCESS (881 7029345E| 7FFDEBGA| A, Normal 8.00008 < 8.0008 <
3. | BOBBa7vC4 ERROR_SUCCESS (881 76ESEB16| PFFDDBGA| . Normal 6.0808 < 8.86008 <
4. | 808608414 ERROR_SUCCESS (881 76ESD34E| PFFDCBGA| A, Normal 8.00008 < 8.8000 <
5. | BOBBBASAH ERROR_SUCCESS (881 76EED34E| PFFDBEBGA| G, Normal 8.0808 < 8.8008 <
6. | BEBEA93C ERROR_SUCCESS (81 763DCS89D| 7FFDABBA| 8. Normal B.0808 < 8.8608 <
7. | B00683CS ERROR_SUCCESS (881 749EEF 14| PFFD9063| 4. High 8.8688 < 8.0008 <




Each Thread Has its Own Stack

* Visible in Memory Map

@ Memory map
Address |Size Owner Section |Contains TgEeLBccess Initial
A5A50a0a | BESEBR0GH Priv| Rl Rl
5850808 BBASHE0G Priv| RW RUW
B6820000 BE3FCA0G Map |R R
86010868 88062000 Priv/ RW GuajRW Gua:
BeD1FB0G BB0E1600 Stack of thread 2. (0B0B0483) Priv| RUW RUW
BeE1DB08 8082000 Priv/ RW GuajRW Gua:
BEE1FB0G BB0Ea1600 Stack of thread 3. (880807C4) Priv| RUW RUW
BeF 10808 GBEEDBOG Priv| RW Rl
A7A0BE00 BBEESH0G Priv| RUW RUW
85280808 BE0a2000 Priv/ RW GuajRW Gua:
BS28FB00 | BB0a1800 Stack of thread 4. (00080414) Priv| RUW RUW
85330808 E0a2000 Priv/ RW GuajRW Gua:
BS38FB00 BB0a1600 Stack of thread 5. (BB0BOARASA) Priv| RUW RUW
B8343C000 E0E2000 Priv/ RW GuajRW Gua:
B843E000 | BB0E2000 Stack of thread 6. (8808833C) Priv| RUW RUW
88580808 E0a2000 Priv/ RW GuajRW Gua:
BSSSFa0a BB0a1600 Stack of thread 7. (880803C3) Priv| RUW RUW
98630808 88019800 Priv| RW Rl
8670000 B621Fa00 Map | RW RUW
a88B0a0a B1C57a00 Priv| RW Rl

| GOCH GGGGR | GG1ELGAGR Peivl DI [=1H




ASLR is Fading

» Address Space Layout Randomization

 "ASLR is fundamentally flawed in
sandboxed environments such as
JavaScript and future defenses should
not rely on randomized virtual
addresses as a building block."

* https://www.theregister.com/
2021/02/26/chrome_aslr_bypass/



Executing Code



Table 10-1. OllyDbg Code-Execution Options

Function Menu Hotkey Button
Run/Play Debug » Run F9 >
Pause Debug » Pause F12 1

Run to selection Breakpoint » Run to Selection F4

]

Run until return Debug » Execute till Return CTRL-F9 2

Run until user code Debug » Execute till User Code ALT-F9

Single-step/step-into Debug » Step Into F7 bi

Step-over Debug » Step Over F8 he-




Run and Pause

* You could Run a program and click Pause
when it's where you want it to be

« But that's sloppy and might leave you
somewhere uninteresting, such as inside
library code

» Setting breakpoints is much better



Run and Run to Selection

 Run is useful to resume execution after
hitting a breakpoint

* Run to Selection will execute until just
before the selected instruction is
executed

— If the selection is never executed, it will run
indefinitely



Execute till Return

» Pauses execution until just before the
current function is set to return

* Can be useful if you want to finish the
current function and stop

* But if the function never ends, the
program will continue to run indefinitely



Execute till User Code

» Useful if you get lost in library code
during debugging

* Program will continue to run until it hit
compiled malware code
— Typically the .text section



Stepping Through Code

« F7 -- Single-step (also called step-into)

* F8 -- Step-over
— Stepping-over means all the code is executed,
but you don't see it happen
* Some malware is desighed to fool you, by
calling routines and never returning, so
stepping over will miss the most
important part






Breakpoints



Types of Breakpoints

Software breakpoints
Hardware breakpoints
Conditional breakpoints
Breakpoints on memory

F2 - Add or remove a breakpoint



Viewing Active Breakpoints

* View, Breakpoints, or click B icon on
toolbar

A OllyDbg - PacketTracer exe o
e —

File View Debug Trace Options Windows Help
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aF 8B45 78 MOU EAX,DWORD PTR SS:[EBP+72] 08 LastErr
aF 8B4 @2 MOY ECX,DWORD PTR DS:[ERX+8] . T
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AF 6 865488 14 MOU EDX,DWORD PTR DS: [ECK#4+EAX+14] -
sz PUSH_EDX -
678F 8BCD MOU ECX,EBP -
67AF6 ES 1CDDFFFF CALL &7@F4698 -
Ced4424 16 81 | MOU BYTE PTR SS:[ESP+16],1 a.
&7 aF SB2424 98010061 MOV EARX, DWORD PTR SS: [ESP+193] a.
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4¢

. INT3 breakpoints = [ﬂ]l-g_h]

nddress |Hodule IStatus lDisassembly |Conr,
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Table 10-2. OllyDbg Breakpoint Options

Function Right-click menu Hotkey
selection

Software breakpoint Breakpoint » Toggle F2

Conditional breakpoint Breakpoint » SHIFT-F2
Conditional

Hardware breakpoint Breakpoint » Hardware,
on Execution

Memory breakpoint on access Breakpoint » Memory, F2 (select

(read, write, or execute) on Access memory)

Memory breakpoint on write

Breakpoint » Memory,
on Write




Saving Breakpoints

* When you close OllyDbg, it saves your
breakpoints

* |If you open the same file again, the
breakpoints are still available



Software Breakpoints

« Useful for string decoders

* Malware authors often obfuscate strings

— With a string decoder that is called before
each string is used

Example 10-2. A string decoding breakpoint

push offset "4NNpTNHLKIXoPm7iBhUAjvRKNauUVBLlr"
call String Decoder

push offset "ugKLdANLLT6emldCeZi72mUjieuBqdfZ"
call String Decoder




String Decoders

* Put a breakpoint at the end of the
decoder routine

* The string becomes readable on the stack
Each time you press Play in OllyDbg, the
program will execute and will break when
a string is decoded for use

* This method will only reveal strings as
they are used



Conditional Breakpoints

* Breaks only when a condition is true

« Ex: Poison lvy backdoor

— Poison lvy allocates memory to house the
shellcode it receives from Command and
Control (C&C) servers

— Most memory allocations are for other
purposes and uninteresting

— Set a conditional breakpoint at the
VirtualAlloc function in Kernel32.dll



Normal Breakpoint

* Put a standard breakpoint at the start of
the VirtualAlloc function

* Here's the stack when it hits, showing five
items:
— Return address

— 4 parameters (Address, Size, AllocationType,
Protect)

AAC3FDOE4 | 88888664 ) Address = NULL
AACSFORS| 88688629|| Size = 29 (41.)
AACZFDEC| 88688168604

'3 Al locat ionType = MEM_COMMIT
SFOCA| BBBaRaad4Ha

Ba350a7Cc [CRLL to UlrtualAlloc from 88350879
Frotect = PAGE_EXECUTE_RERDWRITE

Figure 10-7. Stack window at the start of VirtualAlloc



Conditional Breakpoint

Right-click in the disassembler window on the first
instruction of the function, and select Breakpoint P
Conditional. This brings up a dialog asking for the
conditional expression.

Set the expression and click OK. In this example, use
[ESP+8]>100.

Click Play and wait for the code to break.

CPU - thread 00000BES, module kernel32

MOV EDI,EDI

FUSH EBP

MOV EBP,ESP

PUSH DWORD PTR SS:[EBP+14]

| 0K I Cancel |
NOP

1| 9o

2| 6A 1@ PUSH 1@
74| 68 CA9ASATC PUSH kernel32.7CSA9ACH =
aral E2 495QFFFF CALL kernel23,7COA24C6

A=




Hardware Breakpoints

Don't alter code, stack, or any target
resource

Don't slow down execution
But you can only set 4 at a time
Click Breakpoint, "Hardware, on Execution”

You can set OllyDbg to use hardware
breakpoints by default in Debugging Options

— Useful if malware uses anti-debugging
techniques



Memory Breakpoints

Code breaks on access to specified
memory location

OllyDbg supports software and hardware
memory breakpoints

Can break on read, write, execute, or any
access

Right-click memory location, click
Breakpoint, "Memory, on Access"



Memory Breakpoints

You can only set one memory breakpoint
at a time

OllyDbg implements memory breakpoints

by changing the attributes of memory
blocks

This technique is not reliable and has
considerable overhead

Use memory breakpoints sparingly



When is a DLL Used?

1. Bring up the Memory Map window and right-click the
DLL’s . text section (the section that contains the
program’s executable code).

2. Select Set Memory Breakpoint on Access.

3. Press F9 or click the play button to resume execution.

The program should break when execution ends up 1n the
DLL’s . text section.







Loading DLLs



loaddll.exe

DLLs cannot be executed directly

OllyDbg uses a dummy loaddll.exe
program to load them

Breaks at the DLL entry point DLLMain
once the DLL is loaded

Press Play to run DLLMain and initialize
the DLL for use



Demo

Get OllyDbg 1.10, NOT 2.00 or 2.01
— Link Ch 9a

Use Win 2016 Server, 64 bit

In OllyDbg, open

o C:\Windows\SysWOW64\ws2_32.dll
Click Yes at this box

Request to load DLL

'Y Windows can't execute DLLs directly. Launch LOADDLL.EXE?

Yes I

' File 'C:\Windows'\System32\ws2_32.dll' is a Dynamic Link Library.

Mo




Demo: Calling DLL Exports

* Click Debug, Call DLL Export - it fails
because DLLMain has not yet been run

* Reload the DLL (Ctrl+F2), click Run
button once

* Click Debug, Call DLL Export - now it
works

* Image on next slide



* g

Options

EI File View Debug Plugins Window Help
Sl x| »u] v 4 W + L[EjmT|W]H|[c|/|K[B[R]..|S]| iE[E]?]
75BEC750 -$ 8BFF MOV EDI,EDI ~|Reg
75BEC752 . 55 PUSH EBP Call export in ws2_32.dll X
75BEC753|| . 8BEC MOV EBP,ESP
75BEC755 . 8B55 08 MOV EDX,DWORD PT Export: |?5BEC?58 ntohl ~| |Pure function <no side effects)
75BEC758|| . 8BC2 MOV EAX,EDX ve < , Ua12q stack frame
75BEC75A . 8BCA MOV ECX, EDX M 10 CRIILE Follow in Disassembler |
75BEC75C|| . 25 OOFF0000 AND EAX,OFF00
75BEC761|| . clEl 10 SHL ECX,10 V1 [7reser ~] [@G7FoosiTee @ Bofore tali aFter call
75BEC764|| . OBCl OR EAX,ECX CPushed last) 887F0011 -
75BEC766|| . 8BCA MOV ECX, EDX rz o o Eax jo =] [preavrea
75BEC768|[ . 81E1 0000FFO00| AND ECX,0FF0000 ’ ‘ ‘ ECX ~| [eeee?Fon
75BEC76E|| . ClEA 10 SHR EDX,10
75BEC771|| . OBCA OR ECX,EDX LEE - \ \ ‘ DX =] Josceaa7e
75BEC773|[ . C1lEO 08 SHL EAX,8 EBX ~| [ee000000
758EC776|| . C1E9 08 SHR ECX,8 D+ P i) ‘ ‘ ‘ : _
758eC779|| . oBC1 OR EAX,ECX ESL I~
75BEC77B 5D POP EBP rs [e ~1 ‘ ‘ ‘ EDI ~| [eeeo0000
75BEC77c|L. c2 0400 RETN 4
75BEC77F CcC INT3 6 [ﬁ L] Done
75BEC780 cc INT3 ‘ ‘ ‘
75BEC781 cc INT3 7 B =
75BEC782 cc INT3 - ‘ ‘ ‘ [~ Hid 1
75BEC783|  cC INT3 e
7SBEC784 CC INT3 8 [ﬁ L] ‘ ‘ ‘ |~ Pause after call
75BEC785 cc INT3
75BEC786 CcC INT3 re [@ =] ‘ ‘ ‘
ZEpcr797 fal al INTR
Local calls from 75BDB5C8, 75BE7FEB

. S | ]
Address |Hex dump ASCII CPushed firstd Ll
75C19000(F0 49 BE 75/20 95 C1 75|01%u eAu [ YOVOFEFOS [ UUEAIUUV | 1




Demo: Running ntohl

Converts a 32-bit number from network to
host byte order

Click argument 1, type in 7f000001
—127.0.0.1 in "network"” byte order

Click "Follow in Disassembler” to see the
code

Click "Call” to run the function
Answer in EAX



Tracing



Tracing

* Powerful debugging technique
 Records detailed execution information

* Types of Tracing
— Standard Back Trace
— Call Stack Trace
— Run Trace



Standard Back Trace

You move through the disassembler with
the Step Into and Step Over buttons

OllyDbg is recording your movement

Use minus key on keyboard to see previous
instructions

— But you won't see previous register values
Plus key takes you forward

— If you used Step Over, you cannot go back and
decide to step into



Call Stack Trace

* Views the execution path to a given
function

* Click View, Call Stack

* Displays the sequence of calls to reach
your current location



Demo from PMA 401

* Simple guessing game
* Wrong answer produces an insult

C:\Users\Administrator\Documents\easy\new>00000.exe
Launch codes?

1

I think my dog figured this out before you.

C:\Users\Administrator\Documents\easy\nhew>



Entire main

in OllyDbg

OllyDbg - 00000.exe - [CPU - main thread, module 00000]
@ File View Debug Plugins Options Window Help

Sux] »in] w4 ¥ | »f LIEM|T|WH|c|/|K[B[R|..|5]| i|iH]?]

08402086
88462008
ae462611
aa462612
aaue2e17
gase261cC
884082022
88482025
a8482062A
88482 02F
8840620834
884620630
88462083C
88462042
084062044
88462049
88482047
88482 84F
884820855
884620658
884620650
88462085F
884620865
88462066
8840820867
88462069

% 68 SE304000
- FF15 441084008
- 58
- 68 6C384080
. 68 84384080
FF15 4816840088
- 83C4 o8
- A1 688384088
- B9 EDA7ABA1
- E8 CFFFFFFF
- 3BAS 6C304008
~f5% 1E
- 8ABD 67304008
- D3F8
- 25 FFO80688
- 58
. 68 343840808
- FF15 4C18408068
- 83C4 o8
-.EB 8BC
> 68 08304000
- FF15 441840808
58

-> C3
. B1cs
. C3

PUSH 60008.00483065E

CALL DWORD PTR DS:[<{&msvcrt.puts>]
POP EAX

PUSH 00008.008483086C

PUSH 00000.084083004

CALL DWORD PTR DS:[<&msucrt.scanf>]
ADD ESP,B

MOU EAX,DWORD PTR DS:[483808]

MOU ECX,A1ABA7ED

CALL 00008.084820083

CHP EAX,DWORD PTR DS:[48386C]
JHZ SHORT BO806.06048205A

MOU CL,BYTE PTR D3:[483667]
SAR EAX,CL

AHND EAX,8FF

PUSH EAX

PUSH 08880.00403834

CALL DUWORD PTR DS:[<&msvcrt.printf>]
ADD ESP,8

JHP SHORT B0600.80482066

PUSH 08800.004030808

CALL DWORD PTR D3:[<&msvcrt.puts>]
POP EAX

RETH

ADD EAX,ECX

RETH

5 = "“Launch codes?"

puts

rformat = "%d"
msucrt.scanf

{%c>
[Furmat = "Wouw you got it. Here is the result: {Z%c)”
printf

5 = "I think my dog figured this out before you.”
puts




Step into puts

* Press F7 twice
* Click View, Call Stack

OllyDbg - 00000.exe - [Call stack of main thread]

File View Debug Pluginse Options Window Help
B x| wn] wi+ ¥4 ] =+ L|E|M|T|w|H|c|/|K|B|R]|...]8] =[] ?]

Address |Stack Procedure ~ arguments Called from

A8B6FF84 | AA482811 |7 msvcrt.puts #8888 . <ModuleEntryPoint >+5
AAB6FF88 | AB4A3ALE s = "Launch codes?"
AAB6FFEC | 77484911 |Maybhe 8888H.<{ModuleEntryPoint> kerneld2.?748498F




Step into again

* Click View, CPU

* Press F7 three times

* Click View, Call Stack

* New function appears at top

OllyDbg - 00000.exe - [Call stack of main thread]

@ File View Debug Plugins Options Window Help
|44 x| »|11] %:4:] 35| )i | =i L|E|M|T|Ww|H|C|7|K|B|R|..\5&

]2

Address |Stack Procedure ~ arguments Called from
BABGFFY78 | 7?71A7738 |7 msvcet .77139CD4 msvcrt . ?771A772B
H886FF84 | 88482811 | 7 msvcrt.puts #8888 . <{ModuleEntryPoint >+5

AAAGFFR8 | HR4A3ASE s = "Launch codes?"
AA8B6FFRC | 77484911 Hayhe 48888 . <ModuleEntryPoint > kernel32.?/48478F




Return

* Click View, CPU

* Press F7 22 times, until the RETN and
execute it

* Click View, Call Stack

OllyDbg - 00000.exe - [Call stack of main thread]
@ File View Debug Plugins Options Window Help

B4 x| 1] i+ ¥4 M =+ LIEM[T|W/HC|/|K|B|R[..|§| IZ[i]?

Address |Stack Procedure / arguments Called from Frame
AAB6FF84 AB482011 | Y msvucrt.puts #8808 . {ModuleEntryPoint>+5 |HABGFFB8A
PBBB6FF88 00403 05E z = “"Launch codes?"

BBB6FFEC | 77404911 |Mavbhe 8606006008 .<{ModuleEntryPoint> kernell2.?748490F B8B6FF74




A Deeper Call Stack

& OllyDbg - Lab09-01.exe

(=] © S

File View Debug Plugins

Options Window Help

|§| CPU - thread 00000F20, module CFGMGR32

Sl x| il wif¥ ¥4 2] #] LIE[M|T|W/H|C|/|K|B|R|..|5]| iE|iF]?]

YSC9SFF? PUSH 18
7ECO9SFFS| 68 7RGACITS PUSH CFGMGR32.75C96070 Eq D00000CE
7ECASFFE| ES 29B2FFFF CALL CFGMGR32.75C9122C ECS 601B. 150
75C36003| 33FF %OR EDI,EDI ED% SE3FALDS
75C26065| 897D E4 MOU DWORD PTR SS:[EBP-1C31,EDI EBX 661B49ED
32096993 8970 E@ MOU DWORD PTR SS:CLEBP-281,EDI ESP @177F704
75
;g K | Call stack of thread 00000F20
75| Address |Stack Procedure ~ arguments Called from Frame .
75\ B177F704| 77AC43FC| Includes ntdll.KiFastSystemCallRet |ntdll.77AC43FA a177t
75| B177F708| 7SF50346(ntdl . ZwAlpcConnectPort RPCRT4. 75FSG340 a177f
75| @177F7D4| 7SF4FS1E| RPCRT4. 75F53100 RPCRT4. 75F4F519 a177f
75| @177F804| 7SF4F3FE| RPCRT4. 75F4F418 RPCRT4. 7SF4F3F3 a177f
75| @177F838| 7SF3846D| RPCRT4. 75F4F266 RPCRT4. 75F38463 a177F
75|  @177F288| 7SF4BC1B| Inc ludes RPCRT4.7SF3246D RPCRT4 7EF4BC1S a177f
| 75| ©177FSAC| 75F4906D| RPCRT4. I_RpcGetBuf ferllithObject RPCRT4. 75F49063 B177F
B177FSBC| 7SF4AB41 | RPCRT4. I_RpchGetBuffer RPCRT4.75F4R63C a177k
@177FSCC| 7SFAS?18| Inc ludes RPCRT4. 7SF4R@41 RPCRT4.7SFAS712 a177F
0177FCFO| 75C960B6| ? <JMP.&RPCRT4.NdrClientCal 123 CFGEMGR32. 7SC960E1 a177F
6177FDBS| 75C96055| CFGHGR32. PSCI6G2D CFGMGR32. 75C26050 a177f
TRal | ©177FDSC| 762E@356( ? CFGHMGR32.CH_Get_Device_Interface | SHELL32. 76266350 a177F
[Ad{ 1 77F098| PE2EAZED| SHELLZ2. P62EA326 SHELL32. 762EA2ES a177f
28| @177FDAS| 77@9B6CF | Inc ludes SHELL32.762EG2ED SHLWAPI. 7789BECD a177F
Sg 0177FDB8| 77AAB338| Inc ludes SHLWAPI.77ASB6CF ntdl L. 77ARB33S a177F
B0
B0
B0 -
B
THLUSOI DL 79 D7 OF  DE U8 U DU gL Lol e « o =
@P46CA46| 53 4F 46 54|57 41 G2 45| SOFTWARE g{;;g;gg gggggggg
8049C043( SC 4D 69 63|72 6F 73 6F|\Microso |G157E72k| A@O92008
©940C050| 66 74 20 SC|S8 50 53 @@|fr \xps, | B177ESA) BLAAEIES
godoces) o€ eb €5 72| ek 88 &€ 33) kemelS(d] 9157r73e| aanbowan

| Process terminated, exit code 0

| Terminated |




Run Trace

* Code runs, and OllyDbg saves every
executed instruction and all changes to
registers and flags

» Highlight code, right-click, Run Trace,
Add Selection

» After code executes, View, Run Trace
— To see instructions that were executed
—+ and - keys to step forward and backwards



Demo: Run Trace of 00000.exe

« Highlight code, right-click, Run Trace,
Add Selection

*OIIyDbg 00000.exe - [CPU - main thread, module 00000]
£|File View Debug Plugins Options Window Help

Slex| »[n| wijd 4 | +f vlE[m|T|w]n[c|/K[B|R|.|5| i=/H]?]

-$ 68 5E304000 PUSH 00000.0040305E [S.2 "Launch codes?"
00402008 | . FF15 44104000 CALL DWORD PTR DS:[<&msvcrt.puts>] puts

00402011 | . 58 POP EAX

00402012 | . 68 6c304000 PUsH 00000.0040306C

00402017 || . 68 04304000 |PuUsH 00000.00403004 Eformat = "%d"
0040201C | . FF15 48104000 CALL DWORD PTR DS:[<&msvcrt.scanf>] scanf

00402022 | . 83c4 08 ADD ESP,8

00402025 | . A1 00304000 | MOV EAX,DWORD PTR DS:[403000]

0040202A | . B9 EDA7A8A1 | MOV ECX,AlA8A7ED

0040202F | . E8 CFFFFFFF |CALL 00000.00402003

00402034 3B05 » JWORD PTR DS:[40306C]
0040203A .75 1 , [ 00000.0040205A
0040203c|| . 8AOD TE PTR DS:[403007]

Copy
Binary >

00402042 | . D3F8 L

00402044 | . 25 F ‘< 2 )FF

00402049 | . 50 Label ’ <%C>

0040204A | . 68 3  Comment ©)0.00403034 [format = "Wow you got 1it. Here 1is the re
0040204F || . FF15  Breskpoint > D PTR DS:[<&msvcrt.printf>] printf

00402055 || . 83C4  Hittrace >}

00402058 -y EB 0 Run trace > Add selection

0040205A | > 68 0 5 Add entries of all procedures [s = "I think my dog figured this out bef
0040205F | . FF15 o , _ s>] puts

00402065 . 58 Follow in Dump > Skip selection when tracing

00402066 L> C3 View call tree Ctrl+K Set condition Ctrl+T




Demo: Run Trace of 00000.exe

 Run code

» Step back with - and forward with +

*OllyDbg - 00000.exe - [CPU - Run trace 4. steps back, module 00000]
£| File View Debug Plugins Options Window Help

Slex| winf v+ 34 ] +f vle[m{r[winjc|/[k[B|R|..|s| i=[iH]?]

00402006|-$ 68 5E304000 |PUSH 00000.0040305E

00402067 | . 01c8 ADD EAX,ECX
00402069 . c3 RETN

00402008 FF15 44104000 CALL DWORD PTR DS:[<&msvcrt.puts>]
00402011 58 'POP EAX

00402012 68 6C304000 |PUSH 00000.0040306C

00402017 68 04304000 |PUSH 00000.00403004

0040201cC FF15 48104000 CALL DWORD PTR DS:[<&msvcrt.scanf>]
00402022 || . 83¢c4 08 ADD ESP,8

00402025/ . A1 00304000 |MOV EAX,DWORD PTR DS:[403000]
0040202A || - B9 EDA7A8AL MOV ECX,AlA8A7ED

0040202F|| . E8 CFFFFFFF |CALL 00000.00402003

00402034 3B05 6C304000 CMP EAX,DWORD PTR DS:[40306C]
0040203A .75 1E JIJNZ SHORT 00000.0040205A

0040203c|| . 8AOD 07304000 MOV CL,BYTE PTR DS:[403007]
00402042 (| . D3F8 SAR EAX,CL

00402044 || . 25 FFO00000 |AND EAX,OFF

00402049(| . 50 PUSH EAX

0040204A|| . 68 34304000 |PUSH 00000.00403034

0040204F|| . FF15 4C104000 CALL DWORD PTR DS:[<&msvcrt.printf>]
00402055/ . 83c4 08 ADD ESP,8

00402058|| ..EB OC JMP SHORT 00000.00402066

0040205A|| > 68 08304000 |PUSH 00000.00403008

0040205F|| . FF15 44104000 CALL DWORD PTR DS:[<&msvcrt.puts>]
00402065 || -/ 58 POP EAX

00402066 L3> c3 RETN

s = "Launch codes?"
puts
\
format = "%d"
scanf
<%C>
[format = "Wow you got it. Here 1is the re
printf

[s = "I think my dog figured this out bef
puts




Trace Into and Trace Over

» Buttons below "Options”
e Easier to use than Add Selection

* If you don't set breakpoints, OllyDbg will
attempt to trace the entire program,
which could take a long time and a lot of
memory



Debug, Set Condition

x
* Traces until a Pause un trace when any checked condition is met
condition hits IV EIP s in range 00000000 . [003FFFFF
e This condition I EIP is outside the range {00000000 ... |oooooooo
catches Poison [ Condition is TRUE <]
Ivy S 1el_lcode, [~ Command is suspicious or possibly invalid
which places [~ Command countis  |0. (actual [ 184858, | Reset |
code in [ Commandis one of
dynamically
allocated

memo ry be lOW In command, R8, R32, B4, RB and CONST match any register or constant
0x400000 K] _ ool

Figure 10-11. Conditional tracing



Exception Handling



When an Exception Occurs

* OllyDbg will stop the program

* You have these options to pass the
exception into the program:
— Shift+F7 Step into exception
— Shift+F8: Step over exception
— Shift+F9: Run exception handler

» Often you just ignore all exceptions in
malware analysis
— We aren't trying to fix problems in code




Patching



Binary Edit

@ File View Debug Plugins Options Window Help

Sl x| »lu| i #4 Y +f LlEm{T|win|c|/|K[B|R|..|S| E[H{?] |
-~ |Registers (FP

T7HB4440| 8BS424 OC MOV EDX,DWORD PTR SS:[ESP+C]
-—":4;*3‘34 %&4024 04 ?%ngxoxaé% PTR SS: [ESP"4J EHX BUU00BUY
?7AB444 AR+ 040 000"
77AB444R| < 74 4F JE_SHORT ntdl1.77AB4498 EEY SOoeaaas
77AB444C W AABRRORE )
PPRE444E| BR4424 08 MOU AL,BYTE PTR SS:(ESP+8) B35 RRCLORes
77AB4452| 67 PUSH _EDI EBP 0O12FDFE
::t‘?‘jgc gggg o4 g% Eg}( »ECX E}LI EEH]L_][[?[‘IE!
A 331 2F D38
7AB44E3|v72 31 JB suon'r ntdll.77AB4488 Ut eiarUs
>>AB445A F7D9 NEG E EIP 77AB4476
77RAB445C| 83E1 03 AND ECX.3 C O ES 992
77AB445F|v74 @C JE SHORT ntdll.77RAB446D P 1 CS 001B
77AB4461| 2BD1 SUB EDX A8 SS B2z
77AB4462| 8807 MOU BYTE Backup > 1 DS oes
77AB4465| 83C7 01 RDD EDI, S @ FS AA3E
T Ba4c| e pe ! e ol Copy T @ GS 0000
77AB446D| 8BCS MOV ECX = .
77AB446F| C1E@ 08 SHL EAX. Binary Edit Ctri+E
77RB4472 ggm g% ngx'
77AB4474 | I !
i g% Ex: Assemble Fill with 00's
SohE447E| 8BCA HOU ECX! Label Fill with NOPs
77AB4480 omment .
AB4483 +74 06 JE_SHOR' Binary copy
Prhg4dc| 88b2 TesT Epy  Breakpoint
7 7RAB44387 1
77AB4423|v 74 OA JE W! - Binary paste
77AB445E| 8807 MOV BYT! un trace L
77AR4480| 83C7 81 ADD EDI, 2 Mibtadadl ;




Fill

 Fill with 00
* Fill with NOP (0x90)

— Used to skip instructions
—e.g. to force a branch



Saving Patched Code

» Right-click disassembler window after
patching
— Copy To Executable, All Modifications, Save
File
— Copy All
* Right-click in new window
— Save File



Analyzing Shellcode

Undocumented technique



Easy Way to Analyze Shellcode

Copy shellcode from a hex editor to
clipboard

Within memory map, select a region of
type "Priv’ (Private memory)

Double-click rows in memory map to show a
hex dump

— Find a region of hundreds of consecutive zeroes

Right-click chosen region in Memory Map,
Set Access, Full Access (to clear NX bit)



Analyzing Shellcode

» Highlight a region of zeroes, Binary, Binary
Paste

 Set EIP to location of shellcode
— Right-click first instruction, New Origin Here



Assistance Features



* View, Log
— Shows steps to reach here

lFiIe View Debug Plugins Options Window Help

(Blex] »[n| s g4 ] »f vlE[m[T|w]nH[c[/[K[B[R]..|5] =[#]?]
[€] CPU - main thread, module Lab09-01 (o ][@][=]

77A20803| Modu
77BCB853| Modu

C:\Windows\SYSTEM32 ntdll.dL
C:\WindowsNsystem32\LPK.dL L

77EDBEGE| Modu C:\Windows\system32NGDI32.dL 1L

77CABA5AE| Modu C:\WindowsNsystem32\NSI.dLL [:
77EEGE0E| Modu le CisWindowshsystem32NIMM32.0LL
GA463296| Program entry point

EEEEEEE] EEE XOR EDR, EDX | Reaisters (FPU)
AR | |o it s EAX BB202608 ASCIT ’
ao4022C6 || + 8915 7CEB46@@| MOU DWORD PTR DS: [4BEB7CI,EDX ECY A119B9BE
@a4a32CcC|| . SBCS MOU ECX, ERX EDX 77ACE194 ntdll
aa4a32CE|| . S1E1 FFB99@66| AND ECX, BFF EBY PFFD3000 .
0042204 || - 8980 7SEB46@@  MOU DWORD PTR DS: [48EEB7S1,ECK [l esF Go1zFesc
2348330A|] . ClE1 88 SHL ECX, 8 EBP 0G12FFas
Andnacoe|| o 898D 74Eedeae| HOU DGRD_FTR DS: [4BEB741,ECK ES Ty oa000aa (=]
andnzoes|| . C1ES 1@ SHR EAY, 10 : ’ 308 (22211ELL
gg:ggggg o Eg ESEB4BGB gﬂgHDgORD PTR DS:[49EE7A], EAX EIP 908483918 Lab@9-d ||Frame .
oo4032EF || | ES 612A0898 | CALL Lab@9-B1.00406355 BH G s e 3
O azord| L2 A0 S5 0023 32bit G
3a4833FS|| . ggca ﬁEST EAX, EAR 2 6 DS 90922 32bit O
004633F8| oo =
334033F3] . A _1C L l.ogdata =
Address |Message -~
Console file "CisUsershstudentDesktop™126NPracticalMalwareAnalysis-Labs\Practic
Address |Hex dump mEea Heu prgcesg unt: }B gggggggg creat eg
ain thread wit create
e e T TS T e 93480608 Modu le C:\Users\student\Desktop\126\Pract icalMalwareAnalysis-Labs\Practical Malw
Ba46C002| 00 06 08 68 EF 42
Ga4ACa16| 60 5O 48 66 Ga G | (SECAG06| Modu le C:sWindowsNsystem32\KERNELBASE.dL L
GR4aCA18| 66 068 66 66 94 45 | 7SF1860606| Modu le C:sWindowsNsystem32\RPCRT4.dl1L
GA4GCH2G| 66 66 66 GG 6@ @@ | 7SFCO8EG| Modu le CislWindows\system32\USER32.dLL
| | oa4nce22| 60 66 66 66 66 G | 76890804| Modu le C:sWindowsssystem32ikernel32.dL1L
GE4GCA36| 42 6F 6E 66 62 &7 | 76290060| Modu le C:sWindowshsystem32\SHELL32.dL1
BB468CH32| 61 74 69 6F| 6E B8 ??288888 Modu le C:slWindowsssystem32NSHLWAPI.ALL
BR46CA4G| 52 4F 46 G457 41 773F0E08| Modu le C:sWindows\SYSTEM32\sechost.dll
AE4ECA4S| 5C 40 69 63 72 AF | 774400680| Modu le CislWindowsssystem32\msvert.dll
B eol ee 8 28 5C158 50 |l IR onn| Hodule CiMindousneyatenaaUSPTo dll
Gaiacaiel 2a oo ca oo o an | 77990000| Module C:\Windows\system NADURPT32. d 1L
e
e
€
e




Watches Window

* View, Watches

— Watch the value of an expression
— Press SPACEBAR to set expression
— OllyDbg Help, Contents

* Instructions for Evaluation of Expressions

. CPU - main thread, module Lab09-01

\ = | =] (| 52 |

A48
HAa46

nn4n9f,j

nn4n3fﬁf

OOOMAOMMT

~

ES 942,0000 | CALL LabB9-01. 004060AE
A2 D4EB4GGO | MOU DWORD PTR DS:[C4GEED41, EAX Re?lSters LERU)
ES 20250088 |CALL Lab@9-81.084085E61
E8 7F2486864 CALL LabB9-81.668485DAS ¥
ES 4EF4FFFF |CALL Lab@9-81.08848207C EBY ZFFD206G
. A1 SCEB488@ |MOU EAX,DWORD PTR DS:[48EBSC] ESP ©9012FFSC
A2 99EB4088 |MOU DWORD PTR DS:[40EE991,EAX EBP 0012FFSS =
53 PUSH qu EST GAARAARRAEARE —
lz] Watch expressions
Expression Uslue
eip PB4n3924




Labeling

» Label subroutines and loops
— Right-click an address, Label



Plug-ins



Recommended Plugins

OllyDump

— Dumps debugged process to a PE file

— Used for unpacking

Hide Debugger

— Hides OllyDbg from debugger detection
Command Line

— Control OllyDbg from the command line
— Simpler to just use WinDbg
Bookmarks

— Included by default in OllyDbg
— Bookmarks memory locations



Scriptable Debugging



Immunity Debugger (ImmDbg)

* Unlike OllyDbg, ImmDbg employs Python
scripts and has an easy-to-use API

 Scripts are located in the PyCommands
subdirectory under the install directory of
ImmDbg

» Easy to create custom scripts for ImmDbg






