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Goals of This Class

➢Review security terms and concepts as 
preparation for the CISSP exam 

➢Perform Tasks in Group Projects 
➢Give two Presentations (5 min. long)



Certifications



Certified Information Systems 
Security Professional (CISSP)

➢The first and primary certification in 
information security (Link CISSP 1)



Benefits of CISSP Certification
➢CISSP certification is essential for many 

high-paying jobs (link CISSP 22) 



Benefits of CISSP Certification
➢Required for government information 

assurance employees  (Link CISSP 4) 

➢CISSP certification is not only an objective 
measure of excellence, but a globally 
recognized standard of achievement  (Link 
CISSP 2)



Requirements for CISSP 
Certification

➢Five years of experience in information 
security 

➢The exam costs $599 (as of Jan. 2017) 
➢There are 250 multiple-choice and 

"advanced innovative" questions 
➢Exam duration: six hours 
➢Subscribe to the (ISC)² Code of Ethics



Associate of (ISC)^2 Certification

➢No experience required (link CISSP 7) 
➢Shows that you passed the exam, and that 

you are serious about a career in 
Information Security 

➢Subscribe to the (ISC)² Code of Ethics



SSCP - Systems Security Certified 
Practitioner

➢Only one year of experience required (link 
CISSP 8) 

➢Test is 3 hours, 125 questions 
➢Exam fee: $250 (link CISSP 23)



Code of Ethics



Code of Ethics Canons
➢Protect society, the commonwealth, and 

the infrastructure.  
➢Act honorably, honestly, justly, responsibly, 

and legally.  
➢Provide diligent and competent service to 

principals.  
➢Advance and protect the profession. 

● See link CISSP 6



How to Prepare for the 
Exam



This Class is Not Enough
➢Always go through the whole material from 

two different sources before taking the 
exam 

➢ I recommend a class like this, followed by 
the Transcender practice exam  

➢ "How I Prepared for the CISSP Exam"  
➢Link CISSP 16



Strange CISSP Questions
➢ It's a management exam, not a technical 

exam 
➢Questions are vague and confusing 
➢Choose the best answer, even when none 

of them are 100% correct



➢Link CISSP 15
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Writing the CISSP Exam

➢Link CISSP 24



Class Discussion

➢When do you plan to take the CISSP 
exam? 

➢Should we purchase a practice test and 
integrate it into the class?



Transcender Practice Exam

➢Link CISSP 26 
➢ (links are at https://samsclass.info/125/125_links.shtml)


