
Rev. 1-21-17

Security Training at CCSF



A.A. Degree







CNIT 120: Network Security
Fundamentals of Network Security 
Preparation for Security+ Certification 
Essential for any Information 

Technology professional



CNIT 40: DNS Security
⦿ Configure and defend DNS 

infrastructure



CNIT 121: Computer Forensics
⦿ Analyze computers for evidence of 

crimes 
⦿ Recover lost data



CNIT 122: Firewalls

⦿ Defend networks



Two Hacking Classes
Perform real cyberattacks and block them 
CNIT 123: Ethical Hacking and Network Defense 
CNIT 124: Advanced Ethical Hacking
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Supplemental Materials 
Projects from recent research 
Students get extra credit by 
attending conferences
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Certified Ethical Hacker
⦿ CNIT 123 and 124 help prepare students for CEH 

Certification
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Lockpicking
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CNIT 125: Information Security 
Professional

⦿ CISSP – the most respected certificate in 
information security



CNIT 126: Practical Malware 
Analysis

⦿ Incident response after 
intrusion



CNIT 127: Exploit Development

⦿ Turning crashes into remote 
code execution 

⦿ Buffer overflows 
⦿ Return-to-libc 
⦿ Return Oriented 

Programming



CNIT 128: Hacking Mobile Devices

⦿ Rooting and jailbreaking 
⦿ Android security model 
⦿ Locking, remote location, 

and remote wipe 
⦿ Mobile payment, including 

Google Wallet



CNIT 129S: Securing Web Applications 
New in Fall 2016

⦿ Techniques to breach 
the security of Web 
applications, and to 
protect them



CNIT 140: IT Security Practices  
Preparing for Cybercompetitions

⦿ Join CCSF_HACKERS 
⦿ Compete for national prizes & glory

























⦿ Collegiate Cyber Defense Competition 
⦿ Most relevant to real-world jobs





⦿ First Tues. every month 
⦿ Downtown San Francisco 
⦿ Free Pizza 
⦿ Industry expert presentations



⦿ Sat Oct 11 & Sun Oct 12, 2014 
⦿ Foothill College 
⦿ Developers, not focused on security





Guest Speakers



Hacking Sam
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tinyurl.com/samspw


