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From the Projects: UBCD

e Proj 13

Password Renew for NT's v1.L1-BETABY zala

Select a action : Create new Administrator user

Please fill out username and password
up to 20 characters except for followi
Install > ( ) or spaces. User name cannot be
user or group name on the pc being &

canbe up to 127 cha

Startup

- ]
LaLs

Select a task

Username: [drevil
Renew existing user password “\
Password: Feeesees

Create new Administrator user

Turn existing user to Administrator Confirm Password: ***+++ee

e Create new administrator user on a Windows

computer

e Based on Win XP Pre-Boot Environment; causes
BSOD on some modern systems



Linux-Based UBCD

Ultimate Boot CD VU5.3.2 http:/7mi.ultimatebootcd. com

e Proj X7

e Promote normal user to administrator user
on a Windows computer

e Works well on modern systems



Objectives

e Describe port scanning

e Describe different types of port scans
e Describe various port-scanning tools

e Explain what ping sweeps are used for

e Explain how shell scripting is used to
automate security tasks




Introduction to Port Scanning

e Port Scanning
e Finds out which services are offered by a host
e Identifies vulnerabilities

e Open services can be used on attacks
 Identify a vulnerable port
e Launch an exploit

e Scan all ports when testing
e Not just well-known ports




@ angryip.org/about/

% Angry IP Scanner

/ 4

Fast and friendly network scanner About Screenshots

About

Angry IP scanner is a very fast IP address and port scanner.
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root@kali:~/romance# netdiscover -h
Netdiscover 0.3-pre-beta7 [Active/passive arp reconnaissance tool]
Written by: Jaime Penalba <jpenalbae@gmail.com>

Usage: netdiscover [-1 device] [-r range | -1 file | -p] [-m file] [-s time] [-n node] [-
count] [-f] [-d] [-S5] [-P] [-c]

C

If

-1
-r
-1

.r'

device: your network device

range: scan a given range instead of auto scan. 192.168.6.0/24,/16,/8
file: scan the list of ranges contained into the given file

passive mode: do not send anything, only sniff

file: scan the list of known MACs and host names

filter: Customize pcap filter expression (default: "arp"”)

time: time to sleep between each arp request (milliseconds)

node: last ip octet used for scanning (from 2 to 253)

count: number of times to send each arp reques (for nets with packet loss)
enable fastmode scan, saves a lot of time, recommended for auto

ignore home config files for autoscan and fast mode

enable sleep time supression between each request (hardcore mode)

print results in a format suitable for parsing by another program

Do not print header. Only valid when -P is enabled.

in parsable output mode (-P), continue listening after the active scan is completed

-1l or -p are not enabled, netdiscover will scan for common lan addresses.

root@kali:~/romance# [



root@kali:~/romance# netdiscover -r 172.16.1.0/24}

Currently scanning: Finished! | Screen View: Unique Hosts

4 Captured ARP Req/Rep packets, from 4 hosts. Total size: 240

IP At MAC Address Count Len MAC Vendor / Hostname
172.16.1.1 00:50:56:¢c0:00:08 1 60 Unknown vendor
172.16.1.2 00:50:56:1f0:8a:91 1 60 Unknown vendor
172.16.1.206 00:0c:29:dd:64:1c 1 60 Unknown vendor
172.16.1.254 00:50:56:ec:f2:9c 1 60 Unknown vendor



NMAP.ORG

nttps://nmap.org

Scan Tools Profie Help

< % (- & . a8

New Scan Command Wizard Save Scan Open Scan Report & bug Help

Intense Scan on scanme.nmap.org 171.67,.22.3 10.0.0.10 wap.yumanet zardoz.yuma.net X
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Introduction to Port Scanning
(continued)

e Port scanning programs report
e Open ports
e Closed ports
e Filtered ports
e Best-guess assessment of which OS is running



Is Port Scanning Legal?

e The legal status of port scanning is unclear
 If you have permission, it's legal

e If you cause damage of $5,000 or more, it
may be illegal

e For more, see links Ch 5a and Ch 5b



Normal TCP Handshake

Client SYN >  Server
Client < SYN/ACK Server
Client ACK - Server

1461 > http [SYN] Seq=0
http > 1461 [SYN, ACK]

1461 > http [ACK] Seqg=1

After this, you are ready to send data



SYN Port Scan

Client SYN >  Server
Client < SYN/ACK Server
Client RST - Server

The server is ready, but the client decided
not to complete the handshake 1



Types of Port Scans

e SYN scan

e Stealthy scan, because session handshakes are
never completed

e That keeps it out of some log files

e Three states
e Closed > SYN seq?_:

2001 > 445935 [RST, ACK

38194 > nethilos-ssh ISYNI Seqg=0
nethios-ssn > 381594 [SYN, ACK]

38194 > netbios-ssn [RST Se9=1
o Filtered 60313 > 203 [SYN]

e Open

11



Types of Port Scans

e Connect scan

e Completes the three-way handshake
* Not stealthy--appears in log files

e Three states

e Closed

e Open

e Filtered

54353 > 5001 [S¥YN] Seqg=
5001 > 54353 |RST, ACK

[
nethionos-ssn > 39582 [SYN,
39582 > nethios-ssn [ACK]
39582 > nethios-ssn |RST,

46863 > 5007 [SYN]

12



Types of Port Scans

e NULL scan

 All the packet flags are turned off
e Two results:

» Closed ports reply with

RST 4 > 35745 [RST, ACK]

* Open or filtered ports give
NO FrESPONSE

13



Types of Port Scans

e XMAS scan

e FIN, PSH and URG flags are set

e Works like @ NULL scan — a closed port
responds with an RST packet

e FIN scan

e Only FIN flag is set
e Closed port responds with an RST packet

14



Windows Machines

e NULL, XMAS and FIN scans don't work on
Windows machines

e Win 2000 Pro and Win Server 2003 shows all
ports closed

e Win XP Pro all ports open/filtered
e See the NMAP tutorial (link Ch 5c)

15



Types of Port Scans

e Ping scan
e Simplest method sends ICMP ECHO REQUEST
to the destination(s)

e TCP Ping sends SYN or ACK to any port
(default is port 80 for Nmap)

e Any response shows the target is up

16



Types of Port Scans (continued)

e ACK scan
e Used to get information about a firewall

e Stateful firewalls track connection and block
unsolicited ACK packets

o Stateless firewalls just block incoming SYN packets,
SO you get a RST response

e UDP scan

e Closed port responds with ICMP “Port Unreachable”
message

e Rarely used--but much improved in latest Nmap
version (2010)

17



Using Port-Scanning Tools

e Nmap
e Nessus and OpenVAS (the GPL-licensed
fork of Nessus)

e A complete vulnerabilty scanner, more
than a port scanner

23



Nmap

e Originally written for Phrack magazine
e One of the most popular tools

e GUI versions
e Xnmap and Ubuntu's NmapFE

e Open source tool
e Standard tool for security professionals

24



e Trinity uses Nmap
e Video at link Ch 4e

)

The Matrix Reloaded

\

Trinity Nmap Hack - Matrix Reloaded

or Lale Service

22/tep open ssh
B N0 exact 05 matches for host

Nap run conpleted -~ 1 1P address (1 host up) scanneds

1§ sshauke 10.2,2.2 -rootpw"210M0101"
Connecting to 10.2,2,2:5h .., swccesshul,
Attenpting to exploit SSivi CRCIZ .., seccessful,

P{Reseting root passwerd to “ZWNT",

Systen open: Access Level (D)

N8 ssh 10,2,2,2 -1 reet]
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Nessus

e First released in 1998

 No longer free, free version is called
OpenVAS(GreenBone)

e Uses a client/server technology
e Can conduct tests from different locations

e Can use different OSs for client and
network

29



Nessus (continued)

e Finds services running on ports

e Finds vulnerabilities associated with
identified services

32



eno

4| > i + | https://172.20.10.60/

n Nessus

Policies

@® Add Policy

General
Credentials
Plugins

Preferences

D < Fix Pack 17 Multipke Vulnerabiltes
DB2 8.1 <Fix Pack 18 Muliple VulnerabilSes
DB2 9.1 <Fix Pack 6 Multiple Vulnarabilities

DB2 9.1 <Fix Pack 7 Multiple Vulnarabilites

C

N N

DB2 9.1 <Fix Pack 8 Multiple Vulnerabilibes

DB2 9.5 < Fix Pack 2 Multiple Vulnerabittes

(

Z < B Fix Pack 7a Mulipe Vulnerabilibes

ILVLLS M

] [

DB2 9.1 <Fix Pack 6 Multiple Vulnerabiities

Synocpsis

The remote database server is affected by multiple

Enabled Families: 42 Enabled Pluging: 31443 Enable All Disable All

Cancel Back Next
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OpenVAS (Greenbone)
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Conducting Ping Sweeps

e Ping sweeps

 Identify which IP addresses belong to active
hosts

* Ping a range of IP addresses

e Problems
e Computers that are shut down cannot respond

e Networks may be configured to block ICMP
Echo Requests

e Firewalls may filter out ICMP traffic

34



FPIng

e Ping multiple IP addresses simultaneously
e www.fping.com/download
e Command-line tool

e Input: multiple IP addresses

e To enter a range of addresses
e -g option

e Input file with addresses
e -f option

e See links Ch 5k, 5l
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Edit View Teminal Go Help

: fping (options] [targets...)

show targets that are alive

show targets by address

amount of ping data to send, in bytes (default 56)

set exponential backoff factor to f

count of pings to send to each target (default 1)

same as -c¢, report results in verbose format

show elapsed time on return packets

read list of targets from a file ( - means stdin) (only if no -g specified)

generate target list (only if no -f specified)
(specify the start and end IP in the target list, or supply a IP netmask)
(ex. fping -g 192.168.1.0 192.168.1.255 or fping -g 192.168.1.0/24)

interval between sending ping packets (in millisec) (default 25)

loop sending pings forever

ping multiple interfaces on target host

show targets by name (-d is equivalent)

interval between ping packets to one target (in millisec)
(in looping and counting modes, default 1000)

quiet (don't show per-target/per-ping results)

same as -q, but show summary every n seconds

nunber of retries (default 3)

print final stats

individual target initial timeout (in millisec) (default 500)

show targets that are unreachable

show version

targets list of targets to check (if no -f specified)

[root@localhost root]#

parameters




Session Edit View Bookmarks Settings Help

[root@localhost fping-2.4b2_to]# fping -g 193.145.85.201 193.145.85.220
.145.85.201 is alive
.145.85.202 is alive
.145.85.206 is alive
.145.85.207 1is alive
.145.85.208 is alive
.145.85.209 is alive
.145.85.210 1is alive
.145.85.203 is alive
.145.85.204 is unreachable
.145.85.205 is unreachable
.145.85.211 is unreachable
.145.85.212 1s unreachable
.145.85.213 is unreachable
.145.85.214 is unreachable
.145.85.215 1s unreachable
.145.85.216 is unreachable
.145.85.217 1is unreachable
.145.85.218 is unreachable
.145.85.219 is unreachable
.145.85.220 is unreachable

[root@localhost fping-2.4b2_to]# |}

command




Hping

e Used to bypass filtering devices

* Allows users to fragment and manipulate IP
packets

e WwW.hping.org/download
e Powerful tool
 All security testers must be familiar with tool

e Supports many parameters (command
options)
e See links Ch 5m, Ch 5n
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Elle

gEdt  View

Termindl  Go  Help

sage: hping host [options)

=h
-y
-C
-1

-=help
--version
--count
--interval
--fast
numeric
~=Quiet
--interface
--verbose
--debug
--bind
unbind

default mode

-0
-1

>

<

-8

-a

--rawip
--icmp
udp

-=SCan
-=listen

--spoof

--rand-dest
--rand-source

-G

-=ttl

id
--winid
--rel
--frag
--morefrag
--dontfrag
-=fragoff
~«mtu
-=t0S
--TToute

--1srr

-~SSrT

~-H

-=ipproto

show this help

show version

packet count

wait (uX for X microseconds, for example -1 ul000)
alias for ~-i ul0000 (10 packets for second)
numeric output

quiet

interface name (otherwise default routing interface)
verbose mode

debugging info

bind ctrl+z to trl (default to dst port)
unbind ctrle+z

cP

RAW IP mode

ICNP mode

UDP mode

SCAN mode.

Example: hping scan 1-30,70-90 -S www.target.host
listen mode

spoof source address

random destionation address mode. see the man.

random source address mode. see the man.

ttl (default 64)

id (default random)

use win* id byte ordering

relativize id field (to estimate host traffic)
split packets in more frag. (may pass weak acl)

set more fragments flag

set dont fragment flag

set the fragment offset

set virtual mtu, implies --frag if packet size > mntu
type of service (default Ox00), try --tos help

includes RECORD_ROUTE option and display the route buffer
loose source routing and record route

strict source routing and record route

set the IP protocol field, only in RAW IP mode
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Edt Yiew JTemind Go Help

--icmptype
icmpcode

icep type (default echo request)
icep code (default 0)

~~force-icmp send all icmp types (default send only supported types)
set gateway address for ICMP redirect (default 0.0.0.0)
Alias for --icmp ~--icmptype 13 (ICMP timestamp)

Alias for --icmp --icmptype 17 (ICMP address subnet mask)
display help for others icmp options

~=icmp=-gw
~=icmp-ts
--icnp-addr
--icmp-help
UDP/TCP
--basepor
~-~destport
-=keep
win
tcpoft
--segnun
~-~badcksun

~--setseq
~-setack
«~=fin
-=SYN
rst
--push
--ack
--urg
-=Xnas
--ynas
~tcpexitcode
tcp-tinestanp
Common
-d ~-~data
~-E --file
--S1gn
-~dump
--print
--safe
--gnd

base source port (default random)
[¢«][+])<port> destination port(default 0) ctrl+z inc/dec
keep still source port

winsize (default 64)

set fake tcp data offset (instead of tcphdrlen / 4)
shows only tcp sequence number

(try to) send packets with a bad IP checksun

many systens will fix the IP checksum sending the packet
50 you'll get bad UDP/TCP checksum instead.

set TCP sequence number

set TCP ack

set FIN flag

set SYN flag

set RST flag

set PUSH flag

set ACK flag

set URC flag

set X unused flag (0x40)

set Y unused flag (0x80)

use last tcp->th_flags as exit code

e¢enable the TCP timestamp option to guess the HZ/uptime

data size (default is 0)

data from file

add 'signature’

dump packets in hex

dump printable characters

enable "safe' protocol

tell you when --file reached EOF and prevent rewind

traceroute traceroute mode (implies bind and ttl 1)

40



File Edt Yiew Temind Go Help

--1Ccmp-ts Alias for --icmp --icmptype 13 (ICMP timestamp)
~~icmp-addr Alias for --icmp --icmptype 17 (ICMP address subnet mask)
icop-help display help for others icmp options

UDP/TCP
-=baseport base source port (default random)
~-~destport [#][+]<port> destination port(default 0) ctrl+z inc/dec
-k --keep keep still source port
-w ~--win winsize (default 64)
-0 --tcpoff set fake tcp data offset (instead of tcphdrlen / 4)
-Q --segnum shows only tcp sequence number
~--badcksun (try to) send packets with a bad IP checksum
many systens will fix the IP checksum sending the packet
s0 you'll get bad UDP/TCP checksum instead.
setseq set TCP sequence number
--setack set TCP ack
--fin set FIN flag
set SYN flag
set RST flag
set PUSH flag
set ACK flag
set URC flag
set X unused flag (0x40)
set Y unused flag (0x80)
-=tcpexitcode use last tcp->th_flags as exit code
--tCp-tinestanp enable the TCP timestamp option to guess the HZ/uptime
L OFmoOn
-d --data data size (default is 0)
~E --file data from file
sign add 'signature’
dump dump packets in hex
print dump printable characters
--safe enable "safe' protocol
--end tell you when --file reached EOF and prevent rewind
--traceroute traceroute mode (implies --bind and --ttl 1)
--tr-stop Exit when receive the first not ICMP in traceroute mode
--tr-keep-ttl Keep the source TTL fixed, useful to monitor just one hop
««tr-no-rtt Don't calculate/show RIT informatiom in traceroute mode
ARS packet description (new, unstable)
d-send Send the packet described with APD (see docs/APD.txt)
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Broadcast Addresses

e If you PING a broadcast address, that can
create a lot of traffic

e Normally the broadcast address ends in
255

e But if your LAN is subnetted with a subnet
mask like 255.255.255.192

e There are other broadcast addresses ending in
63, 127, and 191

42



Smurf Attack

Pinging a broadcast address on an old network
resulted in a lot of ping responses

So just put the victim's IP address in the "From"
field

e The victim is attacked by a flood of pings, none of them
directly from you

Modern routers don't forward broadcast packets,
which prevents them from amplifying smurf
attacks

Windows XP and Ubuntu don't respond to
broadcast PINGs

See links Ch 50, 5p
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Broadcast Ping at CCSF

wnes-MacBook-Air.local

sam@Sam-Bownes-MacBook-Air:~$ ping 147.144.207.255

PING 147.144.207.255 (147.144.207.255): 56 data bytes

64 bytes from 147.144.205.105: icmp_seq=0 ttl=64 time=0.127 ms
64 bytes from 147.144.207.114: icmp_seq=90 ttl=63 time=6.004 ms
64 bytes from 147.144.204.1: icmp_seq=0 ttl=64 time=36.508 ms

64 bytes from 147.144.192.1: icmp_seq=0 ttl=255 time=46.509 ms
64 bytes from 147.144.200.95: icmp_seq=0 ttl=64 time=61.198 ms
64 bytes from 147.144.192.233: icmp_seq=0 ttl=64 time=68.454 ms
64 bytes from 147.144.197.146: icmp_seq=0 tt1l=64 time=119.037 ms
64 bytes from 147.144.192.31: icmp_seq=0 ttl=64 time=119.107 ms
64 bytes from 147.144.196.244: icmp_seq=0 ttl=64 time=126.904 ms
64 bytes from 147.144.200.62: icmp_seq=0 ttl=64 time=133.260 ms
64 bytes from 147.144.207.128: icmp_seq=0 ttl=64 time=213.046

64 bytes from 147.144,206.140: icmp_seq=9 ttl=64 time=213.810

64 bytes from 147.144.207.225: icmp_seq=90 ttl=64 time=218.351

64 bytes from 147.144.207.219: icmp_seq=0 ttl=64 time=237.446

64 bytes from 147.144.204.170: icmp_seq=0 ttl=64 time=292.164

64 bytes from 147.144.204.168: icmp_seq=0 ttl=64 time=323.063

64 bytes from 147.144.193.61: icmp_seq=0 ttl=64 time=323.239 ms
64 bytes from 147.144,201.156: icmp_seq=0 ttl=64 time=331.565 ms
64 bytes from 147.144.194.46: icmp_seq=0 ttl=64 time=332.753 ms
64 bytes from 147.144.197.242: icmp_seq=0 ttl=64 time=451.780 ms
64 bytes from 147.144.197.125: icmp_seq=0 ttl=64 time=453.995 ms




Crafting IP Packets

e Packet components
e Source IP address
e Destination IP address
e Flags
e Crafting packets helps you obtain more
information about a service

e Tools
* Fping
e Hping

45



Understanding Shell Scripting

e Modify tools to better suit your needs
e Script
e Computer program that automates tasks
e Time-saving solution

46



Scripting Basics

e Similar to DOS batch programming

e Script or batch file
o Text file
e Contains multiple commands

e Repetitive commands are good candidate for
scripting
e Practice is the key
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Flle Edit View Teminal Go Help

This program creates a text file named ip_address.txt that contains 254
IP addresses using 193.145.85.0 as the network ID. The file created can
be used as an input file for the fping utility. For example:

fping -f ip_address. txt

Initialize variables

Stop the loop when count is equal to 254. The 'le' signifies less than
or equal to 253, so the count variable will be incremented one more
time after count is equal to 253. We do not want to create an IP

address of 193.145.85.255 because this would be the broadcast address
of the 193.145.85.0/24 network. Ping sweeping a broadcast address can
be problematic.

ip_address. txt




Scapy

e Packet-crafting python utility
e Proj 9, 10, 17, X11, X12, X13

root@bt: /pentest/exploits/set

pentest/exploits/set# scapy

WARNING: No route found for IPv6 desti
Welcome to Scapy (2.1.0)

i=IP()

i.dst="192.168.198.1"

u=UDP ()

u.dport=4444

send(i/u/"HELLO WORLD")

i sam@Sam-Bownes-MacBook-Air:~% nc -u -1 4444
HELLO WORLD

Sent 1 packets.




Python

e Write your own E
tools VIOLENT PYTHON

ok for Hacker C Analyts,
Fm:'.rulm Testers, ard E-:cu'ily Ew:rncc‘s

e Using this book in
CNIT 124
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